[loKyMeHT noanucaH NpocToi 31eKTPOHHOM NOANUCHIO . .

NhpopmaunNMHIACGTEPCTBO HAYKHM 1 BBICHIEI'O OBPA3OBAHUS POCCUMCKOU ®EJJEPAIINA

Ono: Bb'“ﬂg‘@ﬁe@%%@"f@f@ﬁapcmeﬂﬂoe Or0/KeTHOE 00pa30BaTENIbHOE YUPEXKIEHUE BBICILIETO 00pa30BaHUs
eKTop

ﬁgf;“;g;;‘;cam. s TlgBomxKCK il rocynap¢TBenHbIi yHnBepeutet cepauca» (PIEOY BO «[IBI'YC»)

YHUKanbHbI MPOrpaMMHbIA KIKOY:
c3b3b9c625f6c113afa2a2c42baff9e05a38b76e

Kadenpa «MHbDOpMaIIMOHHBIN B 3JEKTPOHHBIA CEPBUCY

PABOYAS [TPOTPAMMA JUCHUITJIMHBI

B1.B.JIB.05.1 «<AJIIMAHACTPUPOBAHUE HH®OKOMMYHUKAIIMOHHBIX CETE»

HanpaBieHnue moaroToBKu:
11.03.01 «PagmorexHnKa»

HampasiienHocts (Tpoduin):

«PannoTexHuueckue cpecTBa nepeaadu, npueMa u 00padoTKu CUTHAJIOB)»

KBanuduxarus BeinyckHUKa: DaKkaJiaBp

Tonpstru 2022



Pabouas mnporpamma AUCUMIUTUHBI  «AOMUHUCIMPUPOBAHUE UHDOKOMMYHUKAUUOHHLIX _cemetiy
pa3paboTaHa B COOTBETCTBUHU C (pelepalbHBIM TOCYAAPCTBEHHBIM 0O0pa30BaTEIbHBIM CTaHIAPTOM
BBICIIETO 00pa3oBaHus - Oaxanaspuam 1o HarpasiaeHuto noarotoBku 11.03.01 «Paduomexuuxay,
YTBEP)KJICHHBIM TpUKa3oM MuHucTepcTBa oOpa3oBanusi W Hayku Poccuiickoit ®enepauuu ot
19.09.2017 Ne 931.

CocraBuTenu.
K.T.H., JOIICHT H.T". IlynoBkuna
(yu€Has creneHb, yu€HOE 3BaHUE) (®HO)
3aBeayroniuit kadeapoi, J.T.H., podeccop B.N. BonoBau

(yu.cTeneHb, y4.3BaHUE) (®HNO)



1. NEPEYEHb
TV CHUIINHE,

IINTAHUPYEMBbIX

PE3YJIbTATOB

COOTHECEHHBIX C IIJIAHUPYEMbBIMH
OCBOEHUS OBPA30OBATEJIBHOM ITPOI'PAMMBI

1.1. lleab ocBOeHUsI TUCUHUILIMHBI

Llenbro OCBOCHUS TUCIUIIINHEIL SIBISCTCS:

- yriIyOJICHHE YPOBHS OCBOCHHMsI O0yUYaIOIMUMHUCS MPOPECCHOHATBHBIX KOMIIETEHIIUNA B 00J1acTH
UCIIOJIb30BaHUsI HH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH.

1.2. IlepeyeHb MJIAHUPYEMBbIX Pe3yJIbTATOB 00y4eHHUS MO TUCHHUILIAHE

OBYYEHUA
PE3YJIbTATAMU

no

Kon n
HaNMEHOBaHHE
KOMIIETEHIIHA

Kon n HammeHoBaHue
HHIUKATOpA
JIOCTHKEHHSI KOMIIETEHIIHHN

IInanupyembie pe3ybTaThI
o0y4eHHs MO JMCHHUIIINHE

OcuoBanue (IIC)
* st
mpoheCCHOHATBHBIX
KOMIIETEHIIUHA

[IK-1 Crocoben
MPUHUMATH y4acThe
B OpTraHU3aIIH
TEXHUIECKOTO
00CITy)KUBaHUS U
HaCTpOMKU
PaTnOTeXHUYECKUX
YCTPOMCTB U CUCTEM

UIIK-1.1. BeisBasier
TEXHUYECKHE TPOOIIEMBI,
BO3HHKAIOIIKE B IIpOIEcce
9KCIITyaTallx
PanuodIeKTPOHHOTO
00opyI0BaHUs

HIIK-1.2. Aranuzupyet
MIPUYUHBI U XapaKTep
BO3HHUKHOBEHHS 1e(HEKTOB
(KOHCTPYKITMOHHBIX,
MIPOU3BOJICTBCHHBIX,
9KCIITyaTal[HOHHBIX),
pa3pabaTbIBaeT MEpHI MO X
HCKJIIOYEHHIO, YIaCTHE B
peKJIaMaIMoHHON paboTte
HUIIK-1.3. Opranusyer u
MIPOBOAUT MPO(PHUITAKTHUCCKUN 1
TEKYIIUH PEMOHT
PaaAro3JIEKTPOHHOTO
000pyI0BaHUs, HACTPOUKY H
PeryIupoBKY y3J0B
PaANOTEXHUYECKUX YCTPOUCTB U
CHCTEM

HUIIK-1.4. Ananuzupyet
nH}opManuio o KayecTse
W3JETNH 110 pe3ysibTaTaM
9KCILTyaTallH; TIOATOTaBINBACT
TIPEAJIOKEHHS TI0 YITyUIICHHIO
Ka4yecTBa, KOHCTPYKLUHU H
9KCIUTyaTaIliH, TOBBIIICHHIO
HAJIe’KHOCTH, BHECEHHUIO
U3MEHEHUH B KOHCTPYKTOPCKYIO
JOKYMEHTAIIHI0, TEXHUYECKYIO
JOKYMEHTAIHIO,
9KCILTyaTallHOHHYIO
JOKYMEHTAIUIO0

3HaeT: METOIBI U CPEICTBA
KOHTPOJISI pabOTHI
PaIrodIeKTPOHHOTO
o0opymoBaHUs

Ymeer: pabortaTh ¢
COBPEMEHHBIMH CPEACTBAMHU
n3Mepenus u kontpoist POII;
NPUMEHSTh UHCTPYMEHTAIbHBIE
CpeACTBa AJIsl COCTABIICHUS
JIOKYMEHTAIMH 110 TEXHHYECKOMY
COIIPOBOXKJICHUIO B X0J1€
SKCILTyaTaIun
PaIro3IEKTPOHHOTO
000pyIOBaHUsI IPOBOANTH
MHCTPYMEHTAIbHBIC N3MEPCHNUS;
MPUMEHATh HHCTPYMEHTAIbHBIE
CpeACTBa AJIsl COCTABICHNUS
JIOKYMEHTAIMH 110 TEXHHYECKOMY
COIPOBOXKJICHUIO B X0JI€
IKCILTyaTallu
PaIrodIeKTPOHHOTO
obopynoBanus. [IpoBoauTh
MHCTPYMEHTAJIbHBIE N3MEPCHHSI.
O1eHNBATh TEXHMYECKOE
COCTOSTHHE

Baageer: MeTogaMu BBISIBICHUS
TEXHUYECKUX TPOOIIeM,
BO3HMKAIOIIUX B IIpOIIEcce
9KCILTyaTallu
PaIrodIeKTPOHHOTO
obopynoBaHus

06.005 Cnennanuct
T0 SKCITyaTalux
PaIHOAICKTPOHHBIX
cpencTB (MHXKeHep-
AIEKTPOHHUK)

2. MECTO JUCHUILIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOI'PAMMBI
JucuunimHa OTHOCUTCA K 4acTd, GOpMUPYEMOM yHacTHHKaMH 0Opa30BaTEIbHBIX OTHOUICHMIH,

bnoka

1. JIMCIUILIHHBI

(Mozynn)

o0Opa3oBaTenbHOI

IpOrpamMmbl U

JTUCIUTITNHOM, YriyOousromieit ocBoenue npoduis (Jucuummivael o BEIOOPY).

SABIIACTCA

JJIEKTUBHON



4
3. CTPYKTYPA U COAEP KAHUE JUCIHUIIJINHbI

3.1. O0beM U CTPYKTYpPA AU CHUIINHBI

OO6mas Tpy10€MKOCTh JUCHUILUIMHBI cocTaBiisieT 3 3.e. (108 4vac.), ux pacmpeneneHue mo BujgaM
paboT 1 ceMecTpam MpeJICTaBIICHO B TaOJIUIIE.

Buabl yueOHBIX 3aHATHI 1 pa60THI 00y4aI0IIUXCS TpynoemkocTh, 4yac

O0u1as TPy/10eMKOCTh AUCHMILINHBI, Yac 108
KontakTHas padora o0yyaomuxcs ¢ npenojasarejieM 1o BUam 12
Y4eOHBIX 3aHATHII (Bcero), B T.4.:
3aHSTHS JIEKHIHOHHOT0 THNA (JICKIHH) 4
3aHATHS] CEMUHAPCKOro THIIA (CEMHHAPBI, IPAKTHYCCKHE 3aHSTHS, 6
NPaKTHKYMBbI, KOJUIOKBUYMBI U MHBIC aHAJIOTHYHbIE 3aHSTHS)
JabopaTopHbie paboThl 2
CamocTosiTe1bHasi padoTa BCero, B T.4.: 92
92

CaMonoAroToBKa o TeMaM (pasjenam) AUCHUTLTNHEI

BeimosiHeHHE KypcOBOT'o IMPOEKTa / KypCcOBOH paboThI

KoHTpoJb (4ackl Ha IK3aMeH, 3a4€T) 4

TIpoMeRyTOUHASI ATTECTAIHUS 3auer
[Mpumeuanue: -/- 06vem uacos coomeemcmeeHno O 3a04HOU opMbl 0OVUeHUs

JucuunimHa peanusyeTcsl IOCPEICTBOM MPOBENEHUSI KOHTAaKTHOM paboOThl C O0y4YarOUUMUCS
(BKJIFOUAs TIPOBEJICHHUE TEKYILETO KOHTPOJISI YCIIEBAEMOCTH ), CAMOCTOSITEILHON pabOThI 00yUJaromnXCst
U TIPOMEKYTOYHOM aTTECTALIUH.

B npomecce ocBoeHMS AMCUMIUIMHBI MOXKET IPUMEHSTHCS JJIEKTPOHHOE OOyueHue U
JTUCTaHIIMOHHBIE 00pa30BaTeNbHbIE TEXHOJIOTHH.

B mpormecce ocBoeHUS AMCHUILUIMHBI O0ydaromuecss 00ECIeYeHbI JOCTYIIOM K AJIEKTPOHHOU
nH(}OPMaILIMOHHO-00pa30BaTEILHON Ccpejie U IEKTPOHHO-OUOIMOTEYHBIM CHCTEMaM.



3.2. Coaep:kaHue AMCHHUIIHHBI, CTPYKTYPHPOBAaHHOE 110 TeMaM

ILnanupyembie

Bujanbl yueoHoii pagoThI

Pe3yJIbTaThl KoHTakTHasi padoTa
OCBOCHHUSI: E (I)oprl
K = <D
(l)ole/l(l))l;’eMOifl s E S § = é § TCKYINEro
MO HaumeHoBaHuUe pa3esioB, TeM @ 5 = g% | & < WOHTPOI
> = = TR = (HauMeHOBaHHe
HHAUKATOPBI = ; ﬁ = = E S
J0CTHKEHHSI = 2 o = S e DIEEERLEOIT
KOMITeTeHIHi = == ZE g = Ccpe/cTBa)
= se | 28| =
= = 0
[K-1: Tema 1. OcHOBbI HHG(POKOMMYHHMKAIMOHHBIX Jlexnus
UIIK-1.1., cereii. OdopynoBanue TectupoBanue
UIIK-1.2., 1. Llems 1 comepxanme Kypca. 110 TEMaM
HIIK-1.3., 2. DBOMIONHS TOKAILHBIX CETEMH. JIEKLIMOHHBIX
UIIK-1.4. 3. OYHKIMOHUPOBaHHE KOMMYTAaTOPOB JIOKATIBHOM 3aHATUN
ceTu. MeTo bl KOMMYTALlUH.
4. KOHCTpYKTHBHOE UCTIOJIHEHHE KOMMYTAaTOPOB.
5. ®u3n4ecKoe CTEKUPOBAHUE KOMMYTAaTOPOB
6. ApxuTexTypa KOMMYTaTOPOB. 1
7. XapaKkTepUCTUKH, BIIUSIIOLLME Ha
MPOU3BOIUTENEHOCTH KOMMYTAaTOPOB.
8. VYmpaBieHne NMOTOKOM B IMOJYAYIIEKCHOM H
JIYTUICKCHOM PEXHMax.
9. TexHonoruu KOMMyTauu u mozeiasb OSI.
10. TIporpammHOE 0obecnieueHIEe KOMMYTAaTOPOB.
11. OOume TNPUHIMUIBI CETEBOr0 JM3aiiHa.
TpexypoBHeBas HepapXuuecKasi MOAEIb CETH.
JlabopaTopHas padora Nel. Otuér 1o
«AIMUHHUCTPUPOBAHHE CETEBBIX IIOTOKOB 1 n1ab0paTopHOM
ITaHHBIX). pabore
CamocrosiTenbHas padboTa. CamocrosTens
HOE HU3yueHHe
20
y4eOHBIX
MaTepHaJioB
MK-1: Tema 2. HayanbHasi HACTpPOHiKa KOMMYTaTopa Jlexnus
HIIK-1.1., I. Knaccudukarms KOMMYTaTOpOB o TectupoBanue
HIIK-1.2., BO3MOXKHOCTH YIIPABJICHUSI. 1o TeMaM
HIIK-1.3,, 2. CpencrBa ynpaBlIeHUs KOMMYTAaTOPaMHU. JIEKLIMOHHBIX
HIIK-1.4. 3. [MoaxmoueHue Kk KOMMYTaTopy. 3aHATUN
4. HavyanbHasi KOHQUTIYypalys KOMMYTaTopa. 1
5. Nogxmouenne k Web-unrtepdeiicy ynpasneHus
KOMMYTAaTopa.
6. 3arpy3ka HOBOTO MPOTPaMMHOTO 00€CTIeYSHHS
Ha KOMMYTaTop.
7. 3arpy3ka W  pe3epBHOE  KOMHPOBAHHE
KOH(UTypanuy KOMMYTaTopa.
JlaGopaTopHas padora Ne2. «Cpenpt Otuér 1o
BUPTYaIU3aL1H. Hacrpoiika, 1 nabopaTOpHOIA
aJMUHUCTPHPOBAHUEY. pabore
IIpakTnuyeckoe 3amatue Nel «Co3gaHue u Ortuér 10
aJMUHUCTPUPOBAHUE XPAHWINIL JAHHBIX). 3 MPAaKTUYECKOI
pabore
CamocrostensHas padora. Camocrositens
HOE H3yYEHHUE
18
y9eOHBIX
MaTepHaJioB
TIK-1: Tema 3. BupryajibHble J0KajJbHble CETH Jlexuus
UIIK-1.1., (VLAN) TectupoBanue
HIIK-1.2., 1. Tumsr VLAN. o TeMaM
UIIK-1.3., 2. VLAN Ha oCHOBE MOPTOB. 1 JIEKIIMOHHBIX
UIIK-1.4. 3. VLAN Hna ocHose crangapra IEEE 802.1Q. 3aHATHH
4. Cratnueckue u nuHamudeckue VLAN.
5. IIporoxon GVRP. Q-in-Q VLAN.




ILnanupyembie

Bujbl yueoHo0ii padoThl

Pe3yJIbTaThl KoHTakTHasi padoTa
OCBOCHHSI: g o
| NUI ) ) = @ OpPMBbI
= 4
dhopmupyemoii S é 2 § = = ; TeKylero
KOMIETEHIUA U 5 Sy 9 F 2. KOHTPOJISI
I HanmeHoBaHue pa3neioB, TeM PN S o 29 &«
HHIMKATOPDI E ; = g = e S (HauMeHOBaHHe
JOCTHKEHHST = 25 > E 5 OLIEHOYHOTO0
KOMIIETEeHL Ui % S S = = g g CpecTBa)
= sa | 28| =
= = 0
6. VLAN Ha OCHOBE TOPTOB W TPOTOKOJIOB —
craagapt IEEE 802.1v.
7. Acummetpuanbsie VLAN.
8. dyHKumsa Traffic Segmentation.
IpakTuyeckoe 3aHsaTue Ne2 «Cmyxba Active Otuér 1o
Directory. YcraHoBKa, HACTpOIiKa, 3 IIPaKTUYECKOU
aJMUHUCTPUPOBAHUEY. pabore
CamocrostensHas paboTa CamocrosTens
HOE HU3y4YeHUE
18
y4eOHBIX
MaTepHaJoB
[1K-1: Tema 4. ®YHKUMHU NOBbIIIEHUS HAIEKHOCTU U Jlexnus
UIIK-1.1., NPOU3BOAUTEIBLHOCTH TectupoBanue
HIIK-1.2., 1. TIpoTtokomnsr Spanning Tree. o TeMaM
WIIK-1.3., 2. Spanning Tree Protocol (STP). JICKITHOHHBIX
WIIK-1.4. 3. Rapid Spanning Tree Protocol. 0,5 3aHATHIA
4. Multiple Spanning Tree Protocol.
5. JlononHuTeNbHBIE (DYHKIMU 3AIIUTHI OT METENb.
Oynkunu 6e3onacHoctu STP.
6. ArperupoBaHue KaHAJIOB CBS3H.
CamocrosiTenbHas padoTa CamocrosTens
HOE H3y4YeHHE
18
y4eOHBIX
MaTepHaJoB
IK-1: Tema 5. @yHkuuu odecnedyeHnst 6e30MaACHOCTH Jlexrus
UIIK-1.1., M OrpaHHYEHMs] IOCTYNA K CeTH TectupoBanne
HIIK-1.2., 1. Crucku ynpasnenust nocrynom (ACL). o TeMaM
UIIK-1.3., 2. OYHKUMHU KOHTPOJIA HaJ NOJIKIIOYEHUEM Y3JI0B JIEKIIMOHHBIX
HUIIK-1.4. K IOPTaM KOMMYTaTopa. 0,5 3aHATHHA
3. Ayrentudukanus nonp3opareneir 802.1X.
802.1X Guest VLAN.
4. ®ynkuuu 3aumThl LITY xomMmmyTaTopa.
CamocrosTenpHas pabora CamocrosTens
HOE H3y4YeHHE
18
y4eOHBIX
MaTepHajoB
UTOI'O 4 2 6 92

[IpumMeuanue: -/- 06vem uacos coomeemcmeeHHo Oisi 3a04HOU opmbl 00y UeHUs.




4, METOJUYECKHE YKA3AHUA UIsA OBYYAIOHIUXCSA IIO OCBOEHHIO
AU CHUITIINHBI

4.1. O0mme MeToAMYeCKHE PeKOMEHIAIMHU 10 OCBOEHHUIO TMCUHMILIHMHBI, 00pa3oBaTe/bHbIE
TEXHOJIOTUH

JucnuriuHa peanu3yeTcsl MOCPEICTBOM IPOBEICHUs] KOHTAKTHOM pabOThl ¢ OOYYarOIIMMUCS
(BKJTFOYAsI POBEICHNE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSATEIHFHON PabOThl 00YJarOIIUXCS
Y IPOMEKYTOUYHOM aTTECTAIUH.

[Tpu nmpoBeneHNN yUeOHBIX 3aHITHI 110 TUCIUIUTHHE 00eCTIeUnBacTCS Pa3BUTHE Y 00YJaIOIINXCS
HaBBIKOB KOMaHJHON pabOThl, MEXJIMYHOCTHONH KOMMYHUKAIIUW, MPUHATHS PEIICHUU, JHUIESPCKUX
KauecTB (BKJIFOYAs MPOBEICHUE HWHTECPAKTUBHBIX JIEKIMA, TPYIIOBBIX JHCKYCCHH, POJIEBBIX WIP,
TPEHUHTOB, aHAJIW3 CUTYallUd W MMHUTAIlMOHHBIX MOJCIJICH, IMpEnoJaBaHUEe AMCIHUIUIMHBI B (Qopme
Kypca, COCTAaBJICHHOTO Ha OCHOBE pE3yJIbTaTOB HAYYHBIX HUCCIICJJOBAHH, IPOBOJIUMBIX
YHUBEPCUTETOM, B TOM UYHCIE C YYETOM PETHOHAIBHBIX OCOOCHHOCTEH mpodeccCHoHaIbHOM
JeSITeIbHOCTH BBITYCKHUKOB U IOTpeOHOCTEH paboTonareneii).

[IpenonaBaHue MUCHUILIMHBI BEIETCS C MPUMEHEHUEM CIICIYIOIIUX BHJIOB 00pPa30BaTeJbHbBIX
TEXHOJIOT Ui :

-OaNIbHO-PEUMUH208AS1 MEXHON02USL OYECHUBAHUSL,

- 9JIeKMPOHHOE 0OYUeHue,

Jis oueHKd 3HAHWM, YMEHHH, HAaBBIKOB U YPOBHSA C(HOPMHPOBAHHOCTHM KOMIIETEHIIMH IO
TUCITUIUIMHE TPUMEHSETCS OaUIbHO-PESHTHHIOBasS CHCTEMa KOHTPOJS W OIICHKH YCIIEBAEMOCTH
CTYIEHTOB. B OCHOBY OalibHO-PEHTHHIOBOM CHUCTEMBI IMOJIOKEHBI MPHUHIMUIBI, B COOTBETCTBHU C
KOTOPBIMH (DOPMHUPOBAHHE PEUTHHTA CTYISHTA OCYIICCTBISCTCS B XOJ€ TEKYIIETO KOHTPOJIS
ycrneBaeMoCTH. MakcuMalibHOe KolndecTBO 6amioB B cemecTpe — 100.

4.2. MeToguuecKue YKa3aHHUs I 00y4aIOIIHUXCS M0 OCBOEHUIO JMCHHUIJIMHBI HA 3aHATHAX
JIEKIHOHHOI'0 THIIA

JIeKIMOHHBIA KypC MpPEIIoiaracT CHCTEMAaTU3HPOBAHHOE H3JIOKCHHE OCHOBHBIX BOIIPOCOB
TEMaTUYECKOr0 TUIaHa. B X0je JICKIIMOHHBIX 3aHATHUH PAcKpPBIBAIOTCS 0a30BBIC BOMPOCHI B paMKax
Ka)KJI0M TeMbl JucHUIUIMHBL. O003HAYaOTCs KIIFOUEBBIE ACIIEKTHI TEM, a TAK)Ke JSIal0TCs aKIEHTHl Ha
HauboJee CI0XKHBIC U BaXKHBIE TOJIOKEHUS U3y4aeMOro MaTepHana.

JIex1MoHHBIE 3aHATHS MPOBOJIATCS B IIOTOYHOW ayTUTOPUU C IPUMEHEHHEM MYJIbTUMEIHHHOTO
MpoeKTopa B Buje yueOHoit npezentaiuu mwim B DUOC yHuBepcurera.

B Xome NeKIMOHHBIX 3aHATHH  PEKOMEHIYeTCs KOHCIEKTHPOBAHHWE YYEeOHOro Marepuaia.
Bo3MoxHO BeZieHHE KOHCIIEKTa JIEKIUI B BHI€ MHTEIIEKT-KapT.

OTaenbHBIC TEMBI IPEIATAIOTCS JUISI CAMOCTOSATEIHFHOTO N3YYCHHSI (KOHCTICKTHPYIOTCS ).

Matepuanbl JeKIUN SBISIOTCS OMOPHOW OCHOBOM Ui TOATOTOBKH OOy4arommxcs K
MPAKTUYECCKUM 3aHATUSM / 71a00paTOpHBIM pabOoTaM W BBIMOJIHCHUS 3aJaHUA CaMOCTOSTEIBHOU
paboThl, a TaKkKe K MEPONPUSITUSIM TEKYIIIETO KOHTPOJIIS YCIIEBAEMOCTH M MPOMEKYTOYHOU aTTecTaIlluu
10 JUCHUTUIMHE.

4.3. MeTtoanueckue YyKa3aHMsl JJIA OOy4YalIIUXCH IO OCBOCHHIO JHCHMIUIMHBI Ha
J1a0opaTOPHBIX padoTax

[ToarotoBKy K Kaxkaoi nabopaTopHOW paboTe CTYAEHT IOKeH HayaTh C O3HAKOMIIGHUS C
TUTAHOM 3aHSTHS, KOTOPBIH OTpaXkaeT COJIep)KaHWe MPEIOKEHHOW TeMmbl. Kakas BBITOJIHEHHAsS
paboTa ¢ 0pOPMICHHBIM OTYETOM IO HEH TOJJICKUT 3aIIUTE MPETOAaBaATENIO.

[Tpu oreHUBaHUY JIAOOPATOPHBIX PAOOT YUUTHIBACTCS CIICTyIOIIEE:

—Ka4ecTBO BBIMOJTHEHHS OJKCIEPUMEHTAIBHO-TIPAKTUYECKON YacTH paboThl U CTEIICHb
COOTBETCTBUS Pe3yIbTaTOB PAOOTHI 33JaHHBIM TPEOOBAHUSIM;

—Ka4yecTBO 0pOpMIIEHHUS OTUYETA 110 paboTe;

—Ka4eCTBO YCTHBIX OTBETOB HA KOHTPOJIbHBIC BOITPOCHI ITPH 3aIIUTE PAOOTHI.

Jlabopamopmusie pabomul opeanu3yrOmcs, 8 mom yucie 8 hopme npaKmuyeckol noo2omoeKu,
Komopas npedycmampusaem yuacmue o0yuaroumuxcs 8 GblNOJIHEHUU OMOEIbHbIX dIeMeHmos pabom,
CB8A3AHHBIX C OYOYUWel npopheccuoOHaIbHOU 0esIMenlbHOCIbIO.

[IpakTudeckasi MOATOTOBKA MPeIyCMATPUBAET BBHIMIOJHEHHE BCEX 3a/JlaHUi Ha J1ab0paTOpHBIX
paborax.



4.4. MeToauvecKkue yKazaHus il 00y4AOIIMXCS M0 OCBOCHUIO TMCHUIIMHBI HA 3aHATHAX
CeMHHAPCKOr0 THNA/ HA MPAKTUYECKUX 3aHATHAX

[IpakTnueckue (CeMHHAPCKUE) 3aHATHS TNPEICTABISIOT COOOHM JIeTalu3aiiio JEKIIMOHHOTO
TEOPETHUUECKOr0 MaTepualia, MPOBOAATCS B LETAX 3aKPEIUICHHUs] Kypca M OXBAaThIBAIOT BCE OCHOBHBIE
paznmensl. OcHOBHOM (OpMOW TMPOBEAEHUS CEMHHApPOB M TPAKTHUYECKUX 3aHATHA SBISETCS
oOcyxaeHue Hanbolee MPOOIEMHBIX U CIIOKHBIX BOIPOCOB IO OTJEIBHBIM TeMaM, a TaKKe PeIIeHue
3a/1a4 ¥ pa300p IPUMEPOB U CUTYAITUH B ayTUTOPHBIX YCIOBHUSX.

[TpakTHdeckue (CEeMHHAPCKHE) 3aHATHUS O0yUarOMINXCs 00eCIeUHBAIOT:

- IPOBEPKY ¥ YTOUHEHUE 3HAHUM, TOJTYYCHHBIX HA JICKIUSIX;

- TIOJTyYeHUE YMEHHUI U HaBBIKOB COCTABJICHHSI JOKJIAJIOB U COOOIICHHI, OOCYXICHHS BOIIPOCOB
10 Y4eOHOMY MaTepHany JUCIUTIINHBI,

- TOABEJICHHUE UTOIOB 3aHATHUM IO PEUTUHIOBOM CUCTEME, COIJIACHO TEXHOJOTMYECKOW KapTe
JMCITUTUINHEL.

Ipaxmuueckue 3anHamusl OpeaHu3yOMcs, 8 Mom ducie 8 hopme NpaKmu4eckou no02omoeKu,
Komopas npedycmampusaem ydacmue o0y4aoumuxcs 8 6blNOJIHEHUU OMOEIbHLIX dNeMeHmos8 pabom,
CBAZAHHBIX ¢ OYOYyWell NPoghecCcUOHATbHOU 0esiMelbHOCHbIO.

[IpakTHueckass MOArOTOBKA MPEAyCMATPUBAET BBINOJIHEHHE BCEX 3aJaHUN HA MPAKTUUYECKUX
3aHATUAX.

4.5. MeTonnueckne yKa3aHus 10 CAMOCTOSATE/IbHOM padoTe 00y4aromuxcs

CamocrosTenbHas paboTa o0ecreunBaeT NOArOTOBKY 00YYaromerocst K ayIMTOPHBIM 3aHATUSIM
U MEpONPUATUSAM TEKYLLEro KOHTPOJIA U MPOMEKYTOYHOW aTTeCTalld IO M3y4aeMOW AMCLMILIMHE.
Pe3ynbTarhl 3TOI NOATOTOBKU MPOSBISAIOTCS B aKTUBHOCTH O0YYArOIErocst Ha 3aHATHUAX U B KauecTBe
BBIMIOJTHEHHBIX MPAKTUYECKUX 3aJJaHUIN U IPYTUX (GOPM TEKYIIEro KOHTPOJIS.

CamocrosTenbHas padoTa CTyI€HTOB BKIIHOYAET:

1. N3yuenue yueOHOI JUTEpaTyphl MO KYpCy.

2. Pabory ¢ pecypcamu UnTepuer

3. CamocTtosTensHOe U3yYeHHE y4eOHBIX MaTepPHaIOB

[Ipy BBIMONHEHMM 3aJaHUN 11 CaMOCTOATENBbHOM padOThl peKoMeHAyeTcs NpopaboTKa
MaTEpHAJIOB JIEKIIUHI O KaKJI0M MPONJIEHHON TEME, a TAK)KE U3yUYEHHUE PEKOMEHyEeMOU JINTEPaTyphl.

Jis oOyyaromuxcs 1o 3a04Hoi popme 00ydeHHs caMOCTOSATENIbHAS paboTa SIBJISETCSI OCHOBHBIM
BUJIOM y4€OHOI eI TeIbHOCTH.

Jns obecnieueHUs] CaMOCTOSITENbHOW pabOThl O0YyYaroIUXcs MCIOJIb3YEeTCs AJIEKTPOHHBIN
yaeOHbI Kypc, coznannbii B DMMOC ynuBepcureta http://sdo.tolgas.ru/.
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5.  YYEBHO-METOJUYECKOE 1 MWH®OPMAILIMWOHHOE OBECIIEYEHUE
JUCHHUIIJINHBI

5.1. IlepeyeHb OCHOBHOI W JONMOJTHHUTEJIbHOW y4yeOHOH JIUTEpPATYpPbl, HEOOXOAUMON ISt
OCBOEHHS THCIUIIHHBI

Bes nuteparypa, BKIIIOUEHHAss B JIaHHBIM MepedyeHb, IPEACTaBiIeHa B BHJIE AJIEKTPOHHBIX
pecypcoB B 3ieKTpoHHOM 6ubnmunoreke yausepcurera (OBC). Jlureparypa, uCHoab3yeMas B Ie4aTHOM
BUJIE, IIPEJICTABJICHAa B Hay4YHOIl OMOIMoTeke yHUBepcuTeTa B 00beme He MeHee 0,25 3K3eMILIIpoB Ha
OJIHOTO O0yYaroerocs.

OcHoBHas1 JiuTEpaTypa

1. AramenioB, B. II. Ba3er mannbix : yueb. mns By3oB mo HampasieHuto 09.03.01
"Undopmaruka u Berumci. TexHuka'. Ku. 2. Pacnpenenennbie n yaaneHHsle 0a3bl nanHbix / B. I1.
Aranbios. - Jlokyment Bookread2. - Mocka : ®OPYM [u np.], 2021. - 271 c. : un. - (Beicmee
obOpaszoBaHue - bakanaBpuar). - VYka3. TEPMHUHOB. - URL:
https://znanium.com/catalog/product/1514118 (nata obparienus: 17.04.2023). - Pexum gocTyna: Juist
aBTOpH3. mosib3oBaTene. - ISBN 978-5-8199-0713-9. - 978-5-16-105263-1. - TekcT : 3JeKTPOHHBIMH.

2. benenpkas, M. H. AnmunucrpupoBanue B HH(POPMALIMOHHBIX CHUCTEMax : y4eO.
nocobue nans By30B Mo HampasieHusM mnoarotr.. 09.03.02 "HudopMm. cuctembl U TEXHOJIOTHH"
(6akamaBpuar), 11.03.02 "HMHpokoMMyHMKAIl. TEXHOJOTMHM W CHUCTEeMBbI cBsi3u" (OakanaBpuar),
09.04.02. "Hudopm. cucrembl u TexHonoruu" (maructparypa), 11.04.02 "HudpoxommyHUKAI.
TEXHOJIOTUM U cucteMbl cBsizu" (marmctparypa) / M. H. benenpkas, C. T. Manunosckuii, H. B.
SIkoBeHKo. - 3-¢ u3a., ucrp. u aom. - Mocksa : I'opsuast muaus - Tenexom, 2020. - 407 c. : uin. - Kpar.
CJIOB. COKp. ¥ TepMuHOB. - ISBN 978-5-9912-0780-5 : 499-95. - TekcT : HEMOCPEICTBEHHBIH.

3. Bacun, H. H. Texnonmoruu mnaketHod kommyranuu : yueOHuk / H. H. Bacun. -
Hoxyment Reader. - Cankr-IlerepOypr [u mp.] : Jlams, 2022. - 281 c. - (Y4eOHUKH TSI BY3OB.
CneuunansHas nureparypa). - URL: https://reader.lanbook.com/book/207083 (mata oOpamieHus:
13.10.2022). - Pexxum nmoctymna: [uis aBTopu3. moisib3oBareneii. - ISBN 978-5-8114-3866-2. - Tekcr :
3JIEKTPOHHBIMN.

4. Koctiok, A. Y. AamuHuctpupoBanue 0a3 JaHHBIX U KOMIBIOTEPHBIX ceTed : yueo.
nocobue / A. . Koctiok, [I. A. becnianos ; FOx. ¢enep. yu-T. - Jlokymenr read. - Poctos-Ha-/lony [n
np.] : Usn-Bo FOx. denep. ya-ta, 2020. - 128 c. - URL: https://znanium.com/read?id=375017 (mara
oOpamienus: 22.12.2022). - Pexxum goctyna: i aBTopu3. nosszoateneil. - ISBN 978-5-9275-3577-
4. - TekcT : ANEKTPOHHBIH.

S. Kyry3os, O. 1. UH(poKkOMMYyHUKalIMOHHBIE CUCTEMBI U ceTH : yueOHuk / O. 1. Kyty30B,
T. M. Tarapuukosa, B. B. Ilexanosckuii. — U3a. 3-e, crep. — Jlokyment Reader. — Cankr-IlerepOypr
[u nmp.] : Jlams, 2022. — 243 c. — Ilpun. — URL: https://reader.lanbook.com/book/242858 (nara
obpamenust: 06.10.2022). - Pexxum nocryma: ais aBropu3. mosb3oBareneit. — ISBN 978-5-507-44763-
3. — TeKcT : AeKTPOHHBIE..

JlonoJiHuTeIbHAS JIUTEPaTypa

6. Bacun, H. H. OcHOBBI ceTeBbIX TEXHOJOTMH Ha 0a3e KOMMYTaTOpoOB U
MapupyTu3atopoB : yue0. nmocodbue / H. H. Bacun. - Mocksa : YH-T uadopm. TexHosoruit [u ap.],
2014. - 270 c. : un. - (OcHOBBI HH(OPMAMOHHBIX TeXHOJOTUH). - ['moccapuit. - ISBN 978-5-9963-
0489-9 : 375-00;320-00. - Tekcr : HEMOCPEACTBEHHBIH.

7. Kyszun, A. B. Komnsiorepasie cetu : yued. mocobue ans cpef. mpod. oOpa3oBaHus 110
HanpasieHusM noarot. 09.02.02 "Kommnerep. cetn, 09.02.01 "KoMmnproTep. CUCTEMBI U KOMILIEKCHI"
u 09.02.05 "ITpuknaa. uapopmaruka (mo orpaciasim)" / A. B. Ky3un, 1. A. Ky3un. - 4-e uzn., nepepao.
u nom. - Jlokyment read. - MockBa : ®OPYM [u ap.], 2022. - 190 c. : un. - (Ilpodeccuonanbuoe
obpazoBanue). - URL: https://znanium.com/catalog/product/1860119 (nara obpamienus: 17.04.2023). -
Pesxxum nmocrtyma: mist aBTopm3. mosb3oBareneid. - ISBN 978-5-00091-453-3. - 978-5-16-103935-9. -
TekcT : aMeKTPOHHBIH.

8. JlaGopaTopHbIit TPAKTHKYM o JTACIUTUINHE " AIMUHUCTPUPOBAHUE
MH(POKOMMYHUKAIIMOHHBIX CeTe" : A CTYAEHTOB BceX TexH. HampaieHuid / IloBomk. roc. yH-T
cepsuca (PI'bOY BIIO "IIBI'YC"), Kad. "Undopm. u snexkrpoH. cepsuc” ; coct.: B. U. Bonosay, K.
B. Andanos . - Jlokyment Adobe Acrobat. - Tompstru : [IBI'YC, 2016. - 1,60 Mb, 84 c. - URL:
http://elib.tolgas.ru/publ/LP_Volovach Anfalov_Administrir_infokom setej.pdf (mara oOpaienus:
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21.10.2020). - Pexxum goctyma: ajist aBTopus. monb3oBareineid. - 0-00. - Tekcer : 37eKTPOHHBIHA.

9. Maxkcumos, H. B. Kommnsiorepubie cetH : yued. mocobue i cpell. npod. oopa3oBaHuUs
10 CIENHAIBHOCTAM MH(OpMATUKH W Bbuuci. Texuuku / H. B. Makcumos, U. U. [Tonos. — 6-¢ u3.,
nepepad. u gomn. — JlokymeHt read. — MockBa : ®OPYM [u ap.], 2023. — 464 c. : wi. — (Cpennee
npodeccCuoHaIbHOE oOpasoBaHmue). — I'moccapwii. - [Tpuo. — URL:
https://znanium.com/catalog/product/1921406 (nata obparmienus: 17.04.2023). - Pexum gocTyna: st
aBTOopu3. mosib3oBateneit. — ISBN 978-5-00091-454-0. - 978-5-16-105870-1. — TekcT : 31eKTPOHHBIMA.

10. Omudep, B. I'. besonacnocts kommnbsioTepubix ceteit / B. I'. Omudep, H. A. Onudep. -
Mocksa : I'opsuas nmuaus -Tenexom, 2016. - 644 c. : ui. - [Tpwun. - ISBN 978-5-9912-0420-0 : 823-90.
- TekcT : HenmoCpeACTBEHHBIN.

11. Omudep, B. I'. Komnberorepasie cetu. [IpuHIUIIBI, TEXHOIOTHH, TMPOTOKOJBI : y4eO.
nocoOue Ui By30B IO HampamieHuio "MHQopmartuka W BBIYMCI. TeXHUKA" M IO CIEHUAIBLHOCTH
"Bprunci. MamumHbBI, KOMIUICKCHI, cucTteMbl u cetu", "IIporp. obOecrieueHre BBIYUCI. TEXHUKH W
asromaruzup. cuctem" / B. I'. Omudep, H. A. Onudep. - 4-¢ uza. - Cankr-IlerepOypr : [Turep, 2013. -
944 c. : un. - (YueOnuk s By3oB. CTaHAapT TpeTbero mokoiaeHus). - And. ykas. - ISBN 978-5-496-
00004-8 : 305-00. - Tekcr : HEMTOCPEICTBEHHBIH.

12. Opranuzanys CeTeBOro aJMUHUCTpuUpoBaHus : yueO. mo cneruanbHocTH 09.02.02
"Kommerotep. cetn" / A. U. bapanuukos, 1. A. Bapanuukos, A. 0. I'pomos, O. A. JlomTeBa. -
Hoxyment read. - MockBa : Kypc [u ap.], 2020. - 384 c. - (Cpeanee mnpodeccuoHaIbHOE
obpazoBanmue). - URL: https://znanium.com/read?id=350673 (mara obpamenus: 10.12.2020). - Pexum
JnocTyna: Ans aBTopu3. nmoibs3zoBareneid. - ISBN 978-5-16-011869-7. - 978-5-16-104348-6. - Tekcr :
AJIEKTPOHHBIN.

13. Tanenbaym, O. C. Komnetorepusie cetu / J. C. Tanenbaym, JI. Yazepomn ; [mep. ¢
anri. A. I'pe6enpkoB]. — 5-e¢ uzn. — Cankrt-IlerepOypr : ITurep, 2014. — 955 c. : cxem. — (Kimaccuka
computer science). — And. ykas. — ISBN 978-5-496-00831-0 : 1300-00. — TekcT : HEMOCPEACTBEHHBII.

14. VYp6anosuy, I1. I1. Kommetorepusie cetu : yued. mocodue / I1. I1. Ypbanosuu, 1. M.
Pomanenko. - MockBa ; Bomorma : Wudpa-Umxkenepus, 2022. - 460 c. - URL:
https://znanium.com/catalog/product/1902692 (nata obpamienus: 17.04.2023). — Pexxum goctyna: s
aBTOpH3. nosib3oBareneit. - ISBN 978-5-9729-0962-9. - Tekct : 31eKTpOHHBII.

5.2. IIpodeccuonanbubie 06a3bl JaHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMBI,
HHTEePHET-pecypcehl
1.  eLIBRARY.RU : Hayunas snexkTpoHHast Oubiauoreka : cat. — Mocksa, 2000 - . - URL:

https://elibrary.ru  (mara obpamenusi: 03.12.2022). — Pexum jgoctyna: i 3aperUCTPHP.
[OJIb30BaTeIEeH. — TEKCT: DJIEKTPOHHBIN.

2. EnmmHoe oOKHO JocTynma K oOpa3oBarenbHBIM pecypcam : caibt. - URL
http://window.edu.ru/ (nara obpamenus: 03.12.2022). - TekcT : 3IeKTPOHHBIH.

3.  Koncynprantllmoc : chopaBouHas mpaBoBas cucrema : caidr / 3AO0
«Koncynprantllntoc». — MockBa, 1992 - . - URL: http://www.consultant.ru (mara oOpaiieHus
03.12.2021). - TekcT : 371eKTPOHHBIH.

4.  OOpazoBarenbHble pecypcbl HMHurtepHera. HMHpopmartuka : cailt. - URL
http://www.alleng.ru/edu/comp.htm (nata obpamenwus: 03.12.2022). - TeKcT : 3MeKTPOHHBIH.

5. VYuuBepcuterckas wuH(popmarmonHas cucrema POCCHUSA :  caift. - URL

http://uisrussia.msu.ru(ara oopamenus: 03.12.2022). - TeKCT : 3MEeKTPOHHBIH.

6.  Dnekrponnas oubnmoTeka. TexHuueckas nurepatypa : cadt. - URL : http://techliter.ru/
(mata obpamenust: 03.12.2022). - TekcT : 37EKTPOHHBIMN.

7. DnektpoHHas 6ubnuoTeyHas cucrema [10BOIKCKOTro rocy1apcTBEHHOTO YHHUBEPCUTETA
cepuca : cailt / ®I'BOY BO «IIBI'YC». — Tonbsrru, 2010 - . - URL. : http://elib.tolgas.ru (gara
oOpamienus 03.12.2022). - Pexxum noctymna: A aBTOpU3. MOJIb30BaTenei. - TeKCT : 3eKTPOHHBIH.

8.  DrnexTpoHHO-OMONMOTEUHast cucreMa Znanium.com : cair / OOO "3HAHUYM". —
Mockga, 2011 - . - URL: https://znanium.com/ (gara o6pamienus 03.12.2022). - Pexxum poctyna: st
ABTOPH3. NOJIb30BATENEH. - TEKCT : AIEKTPOHHBIN.
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9.  DnexrponHo-6mOimotevyHas cucrema Jlanp : caiit / OOO "OBC JIAHbB". - Mockaa,
2011 - . - URL: https://e.lanbook.com/ (nata obparienus 03.12.2022). - Pexxum noctyna: 1jis aBTOPH3.
nojb30BaTesei. - TEeKCT : 3JIEKTPOHHBIM.

5.3. IIporpammHoe oGecnieueHnune
HNudopmannonHoe obecrieueHne ydeOHOro mpolecca IO TUCHMIUIMHE OCYIIECTBISETCS C
UCITIOJIb30BAHUEM  CJICIYIOMIET0 IMPOrPaMMHOTO  OOecrieueHusi (JMIIGH3MOHHOTO W CBOOOIHO
pacIpoCTpaHsIeMOro), B TOM YHCII€ OTEYECTBEHHOTO IPOU3BO/ICTBA:

Ne HaumenoBanue YciaoBus gocryna
n/n

1. MicrosoftWindows 13 BHYTPEHHEW CeTH yHUBEpCHUTETa (JMIEH3HMOHHBII JOTOBOP)

2. MicrosoftOffice 13 BHYTPEHHEW CeTH yHUBEpCHUTETa (JMIEH3HOHHBII JOrOBOP)

3. CI0 MOODLE 13 M000# TOYKH, B KOTOPOIl UMeeTCs IOCTYI K ceTi IHTepHeT

(JTMLICH3UOHHBIN JIOTOBOP)
4., IMaker Microsoft Office U3 BHYTPEHHEH CeTH yHHBEpcHTEeTa (CBOOOIHO pAaCIPOCTPAHIEMOC)
5. [porpamma 6pay3ep W3 BHYTPEHHEW CETH YHUBEPCUTETa (CBOOOIHO PACIPOCTPAHICMOE)
Opera/Chrome/Firefox

6. [Mporpamma HyperTerminal 13 BHYTPCHHEH CETH YHUBEpCHUTETA (CBOOOIHO PacIpOCTPaHIEMOE)
7. IIporpamma Putty 13 BHYTPEHHEH ceTH yHHBepcHuTeTa (CBOOOIHO PACIPOCTPAHAECMOC)
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6. OMMCAHUE MATEPUAJIBHO-TEXHUYECKOM BA3bl, HEOBXOJIUMOM 151
OCYUIECTBJIEHUSA OBPA3OBATEJIbBHOT'O ITPOLECCA 110 JUCIHUJINHE.

[TomereHust MpencTaBiIsOT coO0ON yueOHbIe ayAUTOPUU ISl MPOBEIACHHS y4eOHBIX 3aHATHUH,
MPEIyCMOTPEHHBIX y4eOHBIM TUIAHOM U paboyeil MporpaMMoi JUCHUIUIMHBI, OCHAIICHHBIC
000py/I0BaHUEM U TEXHUYECKHUMH CPEICTBAMU 00OyUEHUS.

3aHATHSA JIEKIIHOHHOTO THUMA. Y4eOHbIE ayOUTOPHH [UIS 3aHSATHH JIEKIIMOHHOTO THIA
YKOMILIEKTOBAaHbI MEOENIbIO U TEXHUUECKUMHU CPEJICTBAMU O0YyUEHUSs, CIIY>KALIUMU 17151 IPEICTaBICHUS
yueOHoIi nHpopManuu (CTallMOHAPHBIE WK TIEPEHOCHBIE HAOOPHI IEMOHCTPAITMOHHOTO 000pYIOBaHUS
(IpoeKTOop, HPKpaH, KOMITBIOTEP/HOYTOYK), ydeOHO-HArJsAIHbIE MOcoOus (Tpe3eHTAIMu [0 TeMaM
JeKIHiA), 00ECIIEYNBAIOIINE TEMAaTHUYECKUE WILTIOCTPAIMH, COOTBETCTBYIOIIME TAaHHOM MporpaMme
JUCIUTUIAHBI.

3aHATHA CEMHHAPCKOT0 THNA. YUYeOHBbIC ayJUTOPUH [UIS 3aHSATHH CEMHUHAPCKOrO THUIa
YKOMILIEKTOBaHbI MEOENIbIO M TEXHUUYECKUMHU CPeICTBaMU O0yUEHUSs, CIIY KAIUMU 715l IPEICTaBICHUS
yueOHoli nH(popManuu (CTallMOHAPHBIE WK TIEPEHOCHBIE HAOOPHI IEMOHCTPAIMOHHOTO 000pYIOBaHUS
(IpoeKTop, 3KpaH, KOMIbIOTEP/HOYTOYK).

JlabopaTopubie paGoTnl. [[1si mpoBeneHUs Ja0OPATOPHBIX PabOT HCIMONB3yeTcs ydeOHas
aynutopusi «Jlabopatopus T-408, T-409, T-412», ocHamieHHas CcIEAYOUUM O000pPYAOBAHUEM:
MIEPCOHATBHBIMU KOMITBIOTEPAaMH U TIOCTYIIOM K ceTu MHTepHeT

[IpomexyTounas arrectanus. /(s mpoBeneHUsI MPOMEKYTOUHON aTTECTALMU 1O TUCIUILINHE
UCIIOJIB3YIOTCS KOMITBIOTEPHBIEC KJIACCHI, OCHAIICHHBIC KOMITBIOTEPHON TEXHUKOM C BO3MOXXKHOCTBIO
NOJKIIOUeHUs K ceTu MHTepHeT M oOecrmeueHueM JocTyrna B SJIEKTPOHHYIO HH(OPMAalMOHHO-
00pa3oBaTeNbHYIO0 Cpey YHUBEPCUTETA /WK y4eOHBbIC ayJqUTOPUH, YKOMILJICKTOBAaHHBIE MEOEIBI0 U
TEXHUYECKUMU CPEICTBAMHU O0yUCHUSI.

CamocrosiTenbHass paGora. Ilomemenuss a8 camMOCTOSITENBHOM pabOThl  OCHAILIEHBI
KOMIIBIOTEPHONH TEXHHKOW C BO3MOXKHOCTBIO MOJKIIOUEHUsi K ceTu «MHTepeHeT» M JOCTYIOM K
AJNIEKTPOHHOM  MH(OpPMAIMOHHO-00pa30BaTENbHOM  cpele  yHHBepcuTeTa. [ opraHuzanuu
CaMOCTOSITENIbHOM paboThl 00YYAIOIINXCS UCTIOIB3YIOTCS:

KOMITbIOTEPHBIE KJIACCHI YHUBEPCUTETA;

Ooubnuoreka (Meauazan), UMEIoIas MecTa JUisi 00y4JaroluXcsl, OCHAIIEHHbIE KOMIBIOTEPAMH C
JIOCTYTIOM K 0a3aM JlaHHbBIX U ceTh VHTepHeT.

DJieKTpoHHAasi HHPOPMALMOHHO-00pa3oBaTebHas cpena ynusepcurera (OUOC). Kaxawrit
oOyJaronuiicss B T€YEHHE BCETo Mnepuojia o0yueHHsl oOecrieueH MHANBUAYAIbHBIM HEOIPaHUYEHHBIM
JOCTYIIOM K DJIIEKTPOHHON uWH(OpMalMOHHO-00pa3oBarenbHO cpeae yHuBepcurera (DUOC)
http://sdo.tolgas.ru/ u3 1060 TOYKHM, B KOTOpPOM HMeeTcs JOCTyl K HH(pOpMaMOHHO-
TEJIeKOMMYHUKAaIIMOHHOU ceTH "MHTepHeT", Kak Ha TEpPUTOPUU YHUBEPCHUTETA, TaK U BHE €e.

OUOC ynuBepcuteTa 00€CIeynBaeT:

JOCTyNn K Y4eOHBIM TIJIaHaM, pa0OoyuM MporpaMMaM JIUCHUIUIMH (MOAYJEei), mporpaMmam
MPaKTUK, ODJICKTPOHHBIM YYEOHBIM W3JAaHUSM H DJIEKTPOHHBIM O0pa30BaTEIBHBIM pPECypcaM,
YKa3aHHBIM B pab04MX MporpaMMax IUCIUIUTMH (MOIyJei), mporpaMMax MpakTuK;

(dhopMHUpPOBAHKE AIEKTPOHHOTO MOPTHOINO 00YUAIOIIETOCs, B TOM YUCJIE COXPAHEHHE €ro padoT
Y OLICHOK 32 3TH pabOTHI.

B cnyuae peanuzanun oOpazoBaTenbHON MPOTPAMMBI ¢ IPUMEHEHUEM DJIEKTPOHHOTO O0yUYeHHSI,
TUCTAHIIMOHHBIX 00pa3oBaTenbHBIX TexHoNIoruit SMOC nononHUTEIHHO 00eCeUnBaECT:

¢dukcanuoo xoma 00pa3oBaTENBHOIO IMpoliecca, Pe3ydbTaToB MPOMEXKYTOYHOW aTTECTallud U
pe3yIbTaTOB OCBOCHHSI 00pa30BaTEIbHON MPOTPaAMMBIL;

MIPOBEICHUE YICOHBIX 3aHSITHM, MPOIEAYP OLICHKU PE3YIHTATOB O0YUCHHUSI, peaTn3ainsi KOTOPBIX
MPEeIyCMOTPEHa C TMPUMEHEHHEM OJJIEKTPOHHOro OOydYeHHs, AUCTAHIIMOHHBIX O00pa30BaTEIbHBIX
TEXHOJIOTHH;

B3aMMOJICHCTBHE MEXAY ydaCTHHKaMu 00Opa3oBaTeNbHOrO MpoIecca, B TOM YHCIIe CHHXPOHHOE
U (UJIM) aCHHXPOHHOE B3aUMOJAENCTBUS mocpecTBOM cetu "MurepHet".
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7. OCOBEHHOCTH OPI'AHU3AIIMNA OBYYEHUs  UIs1  JIUI C
OI'PAHUYEHHBIMU BO3MOKHOCTAMMU 3/10POBbS U UHBAJIN/10OB

[Ipn HeoOxommmocTu paboyas MporpaMma AWUCHHMIUIMHBI MOXET OBITh aJanTHpOBaHA JUIS
obecrieyeHnss 00pa30BATENBHOIO IMPOLIECCa WHBAIUAOB M JIMI C OTPAHUYEHHBIMH BO3MOKHOCTSIMHU
3JI0POBBSI, B TOM YHCIIE JJISl AUCTAaHIIMOHHOTO oOydeHus. [y aToro Tpebyercst 3asBIEHHE CTYAECHTa
(ero 3aKOHHOTO TPEACTAaBUTENS) W 3AKIIOUYEHUE IICHUXOJIOTO-MEIUKO-TIEarorniyeckol KOMHCCUHU
(IIMIIK).

B ciiyuae HeoOXoauMoCTH, 0OyYalOUIMMCS M3 YUCIA JUI] ¢ OrPAaHHYCHHBIMH BO3MOYKHOCTSIMH
310poBbsl (1O 3asBIICHHIO OOydaromerocs) a i WHBAJIUIOB TaKXKe B COOTBETCTBHUH C
WH/IMBUYaJIbHOM MPOrpaMMOi peaOuINTallii HHBAJIKM/A, MOTYT MPEAaraTbCs CIeIyIonue BapuaHThl
BOCHpUATHA y4eOHON MH(OPMALIUK C YUETOM WX WHAWBUAYATBHBIX IICUXO(PU3NUECKIX 0COOCHHOCTEH,
B TOM YHUCJIC C TPUMCHCHUCM JJICKTPOHHOI'O O6y‘-I€HI/ISI 1 JUCTAaHIIMOHHBIX TEXHOJIOTHIA:

- Ui JHIl C HapyHICHUSMH 3pEHHS: B NEYaTHOW (opMe yBelM4eHHBIM IpupToM; B (opme
AIIEKTPOHHOTO IOKYMEHTa; B opme ayauodaiiia (mepeBos yueOHbIX MaTepuaioB B ayauodopmar); B
neyatHo ¢Qopme Ha s3bIKke bpaiinsg; WHIUBHIyanbHbIE KOHCYJIBTAMM C IPHUBJICYCHUEM
TH(l)JIOCYpIIOHGpCBOI[‘II/IKa; WHIWBUIYAJIbHBIC 3aaHW U KOHCYJIbTallhuU.

- JUIS JIMI] C HapyHICHUSMM Cilyxa: B IedaTHOH Qopme; B (opme 311eKTPOHHOrO JOKYMEHTa;
BUACOMATCpHAJIbI C CY6TI/ITpaMI/I; HHAWBUAYAJIbHBIC KOHCYJIbTallun C IMPUBJICYHCHUCM
CYpIONEpEeBOIUNKA; NHANBUAYaJIbHbIC 331aHUS U KOHCYIbTAIINH.

- JUIA JIUI] C HapYIIEHUSIMH ONMOPHO-ABHTaTENIBHOTO ammapara: B mnedatHoi (opme; B dopme
9JIEKTPOHHOTO JIOKYMEHTA; B (hopMe ayanodaiina; HHIMBHYaIbHbIC 3aJaHNsl H KOHCYJIbTALIUH.
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8. OHEHOYHBIE MATEPUAJIbI (®OHJ OHNEHOYHBIX CPEACTB) JJA
TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTAIIUN

8.1. OnucaHue moka3aTesjieii U KpUTepHEeB OIEHUBAHUS KOMIETEHUHMH HAa Pa3IMYHBIX
Tanax ux (popMUpPOBaHUS, ONIUCAHHE IIKAJ OLlEHUBAHUSA.

JIist OLleHKHM 3HAHWKA, YMCHHM, HAaBBIKOB M YPOBHS C(HOPMHPOBAHHOCTH KOMIICTCHIIMM TIO
TUCIUIIMHE TPUMEHSETCS OaIbHO-PEHTHHIOBasS CHCTEMa KOHTPOJS W OICHKH YCIEBAEMOCTH
CTYJICHTOB. B OCHOBY OaJlIbHO-pPEHTHMHIOBOM CHCTEMBI ITOJIOKCHBI IMPHHIIMIIBI, B COOTBETCTBHH C
KOTOPBIMH (DOPMHUPOBAHHE PEUTHHTA CTYAEHTa OCYIIECTBISACTCS B XOAE TEKYIIEro KOHTPOIIS
ycneBaeMocTd. MakcumanbHOe KoJmdecTBO 60amioB B cemectpe — 100.

IIkana oueHKH pe3yJabTaTOB 0CBOEHNSI AUCHUIJIMHBI, C()OPMHPOBAHHOCTH Pe3yJIbTATOB

o0yueHust
®opma IIkaabl OLEHKH YPOBHS
NpoBeIeHus! c¢(hopMHPOBAHHOCTH IIIxana oneHKH YPOBHS 0CBOCHHUS JMCHUTNIIMHBI
NPOMEKYTOYHOM pe3y1bTaTOB 00y4YeHMs
aTTecTaluu VYposuesas mkana | 100 6anpHas 100 6ampHast 5-0anmnpHas mKana, Heaug GepeHnn
OLICHKU mKana, % mkana, % ¢ hepeHIpoBaHHas poBaHHas
KOMIETeHIUH OLIeHKa/0aImt OLICHKA
JIOTIOPOTOBBIN Huxe 61 Huxe 61 «HEYIOBIICTBOPHUTEIHHOY / HE 3a4TEHO
2
3auem HOPOTOBBIN 61-85,9 61-69,9 «YIOBJICTBOPUTEIHHOY / 3 3a4TEHO
70-85,9 «xopomioy / 4 3a4TEHO
TIOBBIIICHHBII 86-100 86-100 «OTJIIMIHOY / 5 3a4TEHO

Ilo umoeam mexyweii ycnesaemocmu cmyOeHmy Modicem Obimb GblCMABIeHAd OYEeHKA No
APOMENCYMOUHOU ammecmayuu 8 COOMEemCcmeul 3a HAOPaHHLIMU 34 cemecmp 6aniamu (no
HakonumenvbHomy petumuney). Cmyoenmam, HAOPAsBUIUM 6 X00e MeKYue20 KOHMPOJisl YCnesaemMocmu
no oucyunaure om 61 0o 100 6annos u evinonHUSWUM BCe 00s3amelbHble 8UObL 3ANTAAHUPOBAHHBIX
VUEOHBIX 3aHAMUL, NO PeueHuto npenooasameisi 6e3 NPoxXoNCOeHUs. NPOMENCYMOYHOU ammeCcmayuu
BbLICMABIAENICS OYEHKA 8 COOMBEMCMBUL CO WKALOU OYEHKU Pe3yIbMamo8 0C80eHUs. OUCYUNTUHBL.

Pesynomam obyuenusa cuumaemca chopmupoeannvim (NOBLIUIEHHDLIL YPOGEHb), eclu
meopemuyecKoe coOepIucanue Kypca 0C80eHO NOJIHOCMbIO, NpU YCMHBIX cOOeced08aHUSIX CMYOeHm
ucuepnvigarouje, NOCie008amMeNbHO, YemKO U JI02UYeCKU CMPOUHO usiazaem Y4eOHblll Mamepuai;
C80000HO chnpagisgemcs ¢ 3a0a4amu, BONPOCAMU U OpyeUMU BUOAMU 3A0AHUL, MPedOVIOuUX
NpUMeHeHUs 3HAHUL, UCNOIb3yem 8 omeeme OONOJHUMENbHbIIL MAmepual, 6ce NpedyCMOmpeHHble
paboueti  yueOHOU NpPOSPAMMOU  3A0AHUsL  BLINOJHEHbL 6 COOMGEMCMEUU C YCMAHOBIEHHbIMU
mpebosanuaMu, CmyOeHm CHOCOOeH AHATUUPOBAMb NOJLYYEHHble pe3yIbmamvl,  NpOsEIsem
CAMOCMOSAMENbHOCMb NPU BbINOTHEHUU 3A0AHUL, KAYeCmE0 UX GbINOJHEHUS OYEHEHO YUCIOM OANl08
om 86 0o 100, umo coomeemcmeyem NOBLIULUEHHOMY YPOBHIO CEHOPMUPOBAHHOCMU pPe3Ylbmamos
o00yuenus.

Pesynomam o0yuenusa cuumaemcsa cQopmuposannvim (ROPO20BbIIL  YPOBEHD), eciu
meopemuyeckoe cooepicanue Kypca 0C80€HO NOIHOCMbIO, NPU YCMHbIX C0Dece008aHUsAX CMyOeHm
nOCIe008amenbHO, YemKO U JI0UYeCKU CMPOUHO usiazaem YYeOHull Mamepuai, CHpaeisemcs ¢
3a0ayamu, 60npocamu U OpyeumMu SuoamMu 3a0aHull, Mpeoyrwux NpPUMEeHeHUs 3HAHUU, 6ce
npedycmMompenHvle pabouell Y4eOHOU NpOSPAMMOU  3A0AHUsL  BbINOJHEHbL 8 COOMBEMCMEUU C
YCMAHOBNIEHHbBIMU MPebOo8AHUAMU, CMYOEHm CHOCOOEeH aHANU3UPO8AMb NOJYYEHHbIE Pe3YIbMmambl;
nposeisiem camoCmosmenbHOCMb NpuU BbINOJHEHUU 3A0aHUll, KA4ecmeo UX GblNOJHEHUS] OYEeHEHO
yuciom 6arnos om 61 0o 85,9, umo coomeemcmeyem NoOpocoBOMY YPOBHIO CHOPMUPOBAHHOCIIU
pe3yIbmamos 00yueHus.

Pe3ynomam of0yuenus cuumaemcsa HecoOpMUpoBaAnHvIM, eciu CmMyOeHm Npu GblNOJHEHUU
3a0anull He OEMOHCMpUpyem 3HAHUL YYeOHO020 Mamepudand, OONycKaem OWUOKU, HeY8epeHHO, C
OonbuuUMU  3aMPYOHEHUAMU  BbINONIHAEM 3A0AHUS, He OeMOHCMpuUpyem HeoOX0OUMbIX YMeHUL,
KAYecmeo 6bINOJIHEHHbIX 3A0AHULL He COOMBEemCcmayem YCmaHOBIeHHbIM MpebO8anUiM, KAUecmeo ux
BbINOIHEHUS OYEHEHO YUCTIOM 0aNN08 Hudce 61, umo coomeemcmeayem 00nopo2080My YPOBHIO.
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@opMBbI TEKYIEr0 KOHTPOJIS yCIIeBAeMOCTH

(I)OprI TEKYIero KOHTPOJIsI KommuectBo | KommgectBo 6amtoB | Makc. BO3M. KOJI-
KOHTPOJIbHBIX 3a | KOHTp. TOUKY BO OaiioB
TOYCK
OTyér 1o mpakTUYecKoil padoTe 2 15 30
OTuér no nabopaTopHoii padbote 2 15 30
TectupoBaHue 1Mo TeMaM JICKIIMOHHBIX 3aHITHH 3 10 30
TBopueckuit  pedtuHr  (ygyactue B~ KOH(EpeHUUSX, 1 10 10
OJIMMIMHUAAX H T.I1.)
HToro nmo aucuunjinge 100 6asi10B

Cucrema OIICHUMBaHHUS TMPEACTaBICHA B DSJCKTPOHHOM Y4YeOHOM Kypce TO JAHCLHUIUIMHE
http://sdo.tolgas.ru/.

8.2. TumnoBble KOHTpPOJIbHBIE 3aJaHusi WM HHbIe Marepuaianl aaa TEKYIIEI'O
KOHTPOJIS YCIIEBAEMOCTH

8.2.1. TunoBble 3a1aHNUA 1JIsl MPAKTHYECKHUX PadoT

IpakTunyeckoe 3ansiTue Nel «Co3ganue u aAMUHUCTPUPOBAHIE XPAHIITHUIL JAHHBIX).

1. 3yuuTh TEOpETHUYECKHIE CBEACHUS, MTOPSIOK paboThl ¢ yruiutoit DiskPart. 2. Co3nate u HaCTpOUTH
BUPTyaJIbHYI0 MamuHy B cpene Virtual Box mns ycranoBku Windows Server 2012. IIpenycmoTpeTh
OpPraHU3aII0 OTJCILHOTO BHPTYAIBHOTO KOHTPOJUIEpA Ui CHCTEMHOTO JHMCKAa U OTIEIBHOTO IS
JUCKOB XpaHwiuiia. [IpuBoa onTHYecKUX AMCKOB OpraHu3oBaTh Ha KoHTposuiepe SATA st Bcex
BapuaHTOB. 3. BBIACTUTh OTACTBHBIA JAMCK MOJ CUCTEMY W MPOU3BECTH €0 HACTPOWKY YTHIUTON
DiskPart. Ycranoska OC Windows BOo3MOKHa TOJIBKO Ha JUCK THmHa «0a3oBwiii» !!! 4. Hactpouts
xpanunuine yruntoil DiskPart mo Bapuanty 3ananus (cM. tabin. 2). YcranoBuTs u 3anyctuts OC. 5.
Paccunrtare 00beM xpaHwnuma. [IpoBepuTh COOTBETCTBUE PACUETHBIX JAHHBIX JCHCTBHUTEIBHOCTH,
yOemuThCs B pab0TOCIIOCOOHOCTH XPAHUIIHIIIA.

IIpakTnueckoe 3anatue Ne2 «Cnyxba Active Directory. VYcrtaHoBka, HacTpoiika,
aJMHUHHCTPUPOBAHUE.
1. M3yuutp Tteopernueckue cBeAeHUs. OCBOMTH CIOCOOBI CO3JaHUS TPYHIOBBIX IOJUTHK
6e3omacHocty B ADDS. 2. HacTtpouTh cepBep B peKUM padOThl KOHTpOJUIEpa JOMEHA: YCTaHOBUTH U
HacTpouTh ciyk0bl Active Directory (ADDS), DNS, DHCP. BapuanTsl 3amanusi nmpeacTaBiIeHbl B
tabn. 3. Jnsa rpynnel NAdmin HazHauuTh clefyronue mnpasa: BkiIouyaTh B gomeH [IK cerw,
ylpaBjieHUe YAaJIEHHBIMU pabo4yuM cTosioM. 3. YcTaHoBUTH BTOpylo rocreByro OC co cpenoit
Windows. BkitouuTh €€ B CO3/1aHHBIM J1OMEH, MCIONb3ysd YUYETHYIO 3alKCh MOJIb30BATENsl IPYIIIbI
NAdmin. 4. [IpoBepuTh Ha3HAUCHHUE MTPAB U PAOOTy KAXKIOM U3 YUETHBIX 3aMUCeil BO BTOPOi TOCTEBO
OC, nanpumep, MOCpeICTBOM HM3MEHEHHUs naThl U BpeMeHHu. 5. Ilposeputs paboty DHCP-cepsepa.
[TposepuTts 3anmcu DNScepsepa. [IporectupoBath paboTy 100aBICHHBIX 3aITUCEH.

8.2.2. TunoBble 3a1aHUA /151 J1a00PATOPHBIX padoT

JlaGopaTopnas pa6ora Nel. «AIMUHUCTPHUPOBAHUE CETEBBIX MOTOKOB JaHHBIX».

1. I3yunuTth KpaTKue TEOPETHUECKHE CBEJEHUA. 2. YCTaHOBUTH omnepannonHyio cucremy (OC) Linux
ROSA. Hacrpoutrs OC B pexuM MapIIpyTH3alMH METOAOM (opBapAMHTa. Y CTAHOBUTh M HACTPOUTh
napametpsl Shorewall. 3. Coequnuts B BupTyansHoi cpeae 3 IIK (cm. puc. 12). Haznauuts [Pagpeca
dopmara 192.168.1.* u 192.168.1.*+100 nna untepdeiicoB el u e2 coorBercTBeHHO; 192.168.2.*% n
192.168.2.#+100 nns unTepdeiicoB €3 u €4 COOTBETCTBEHHO, I/l * - MOPSAKOBBIH HOMEp CTyJEHTa 10
KypHaiy rpynmbl. Macka s obenx mojacereit: 255.255.255.0. 4. B oTdere ykasaTh JaHHBIC IS
Kaxgaoro mHTepdeiica: HazHaueHHble IP- u ¢dusudeckue azapeca. 5. Co3gaTh MakpoC MPaBHIT IS
nepeaayd MHGOPMAIMOHHBIX TMOTOKOB s (ailepBona ¢ umeHneM Makros®, rae * - mopsiikoBbId
HOMEp CTYJEHTa IO JXypHaly Ipynmbl. Makpoc AOKEH BKIIIOYaTh BCE TMOAMYHKTHI M3 TaOIHIIbI
3aganuii. [IpoBeputh paboTy mpaBWiI, 3aAaHHBIX MakpocoM, BpyuHyw. IIpomemoHcTpupoBaTh
IPEenoaaBaTesio.
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Jladoparopnasi padora Ne2. «Cpensl BupTyanu3anuu. Hactpoiika, aAIMUHUCTPUPOBAHUE.

1. M3yuuTh KpaTKue TEOPETHUECKUE CBEACHHS. 2. YCTaHOBUTb, HACTPOUTH M IPOBEPHUTH PaOOTYy
ammapaTtHoi BupryanbHOH cpenbl VMware-ESXi-5.1.0-update2. Jlns peanu3aiiuu MCIOJIb30BaTh
Virtual Box, npoduins co3nats co cnenyrommmu mapamerpamu: 1) OC Linux Red Hat x64. 2) O3V 2
I'b. 3) Buneomamsate - 12 MbB (pexum ympaBieHus KoHconbHBIH). 4) HDD — 70 I'b, Tun
¢ukcupoBannbiif, *.vmdk. 5) /IBa cereBbix amantepa Intel Pro 1000 MT Desktop, Hepaz6opunBbIii
pexxum: Paspermuts Bce. 6) CPU — He meHee aByx. O0s3aTeIbHO MPOBEPUTH YCTAHOBKY TUIATMHOB,
cooTBeTcTBYOIMX Bepcun Virtual Box. JlomkHa ObITh akTUBHA (DYHKIUS BUPTYAIHU3aLMU IpoLIeccopa
Intel Virtualization 8 BIOS xoctoBoii MammHbl, a Takke akTuBHbI QyHkimn AMD-V/VT-X, Nested
Paging, PAE-NX B Virtual Box. 3. YcTaHOBUTb ¥ IIPOBEPUTH pabOTy OAHON BHUPTYaJIbHON MAIMHbI B
cpene ESXi mocpenctBom VSphere Hypervisor mox ynpaienuem OC Windows. 4. Co3nate u
HACTPOUTh B cperae VMware BTOpoil cereBoil MHTep(deic M BTOPOH BUPTYaIbHBI KOMMYTATOP.
OpranuzoBath JOCTYNl K BUPTYaJIbHON MalllMHE IO JIBYM CETEBBIM HHTepdeiicaMm: OAUH B peXHUME
«BHYTPEHHSISI CETh», a BTOPOW — «CETEeBOHM amanTep XocTa». JloOMTbCS JOCTYIMHOCTH BUPTYaIbHOM
MamuHbl 13 XoctoBoit OC mo cetu, u3 BupryasbHoi OC Windows, ycTaHOBIIEHHOH paHee (CM. pucC.
13, xiuent). [IpoBepky cnenyer mpou3BOAUTH MOCpeaAcTBOM KoMauabl Ping. 5. IIpoxeMoncTpupoBaTh
pe3yNbTaT MPenoiaBaTenio.

Tumnosbie TeCTOBBIC 32 JaHHUA:

. YKaXXWUT€ YPOBEHb, OTCYTCTBYIOLIUI B TPEXYPOBHEBOM UEPAPXUIECKON MOJIEIH CETH:
YPOBEHb JIOCTYIIa;

YPOBEHB pacIpeieTICHIs/arperamuu;

YPOBEHb MOATBEPKICHMUS.

. YKaXXuTe HEBEPHO YKa3aHHYIO KaTErOpHi0 KOMMYTAaTOPOB (110 BO3MOKHOCTH YIPaBJIEHUS):
HEYIPaBJIsIEMblE KOMMYTATOPBI;

yIpaBisieMble KOMMYTaTOPbI;

YIIPaBJIAIOLINE KOMMYTAaTOPBI.

. OyHKIUSA TOIKIIOYEHUST padouyux TPYyHN K YPOBHIO paCIpenieieHuss B TPEXypPOBHEBOU
MEPAPXUUECKON MOJIENIN CETH BBINIOJIHAETCS HA YPOBHE:!

wo T NO TR

a. JOCTyma;
b. pacnpenenenus/arperanumy;
C. sapa.

4. KomMMmyTaTtopsl, TOJJEPKUBAIOIIME O3TOT TMPOTOKOJ, JOJDKHBI  XpPaHWUTh  TaOuuIy,
cBs3bIBaIOILYIO HeHTU(rKaTopsl HopToB PVID ¢ unentudpukaropamu VID ceru:

a. Ha ocHose crangapta IEEE 802.1ad (Q-in-Q VLAN);

b. Ha ocHoBe moptoB u npotokoiioB IEEE 802.1v;

C. Ha ocHoBe ctangaprta IEEE 802.1Q;

5. Co3maTh yYETHYIO 3alUCh MOIB30BATEISI MOXKHO C MOMOIIBIO cienytonieid koman sl CLI:

a. config account <usernamie> {encrypt [plain_text | sha_1] <password>}

b. create account [admin | operator | user] <username 15>

c. Enter a case-sensitive new password:

6. B pe3yisTare BBIITOJTHEHUS KOMAaH/IbI:
DES-3528#save Command: save
Saving all settings to NV-RAM Done

Ha kommyTtaTope DES-3528 Gyzaer ocymiecTBieHo:

a. Ilepesarpyska koMmMyTaTopa ¢ COXpaHEHHUEM YCTaHOBOK B mamsiTh NVRAM

b. Bo3Bpar Tekynmux nmapameTpoB KOMMYTaTopa K 3aBOJICKUM MapaMeTpaM 10 YMOIYaHUIO

C. CoxpaHeHue TeKkymeld KoH(QUrypalli KOMMYyTaTopa B JHEPrOHE3aBUCHUMYIO MaMsTh
NVRAM

7. YKaXuTe HECYLIECTBYIOIIYI0 TEXHOJIOTMIO CO3JaHHMsl PE3EepPBHBIX CBSI3eH  MEXIYy
KOMMYTaTOpaMH (151 HOBBIIIEHHS HAaZEKHOCTH U IPOU3BOIUTETLHOCTH)

a. pe3epBUpPOBaHUE COSAMHEHUI C TOMOIIbIO MPOTOKOJIOB ceMeiicTBa Spanning Tree

b. GamancupoBka Harpy3ku, OOECHEUYHMBAIONIAs NapaUICIbHYIO Mepefady JaHHBIX 110 BCEM
IbTEPHATUBHBIM COCIMHEHHUSIM C IIOMOIIBI0 MEXaHU3Ma arperupoOBaHUs IOPTOB



17

C. OanmaHCHpOBKAa Harpy3k, oOecredrBaronias IMapauleibHYIO Mepefady IaHHBIX 10 BCEM
ATBTEPHATUBHBIM COCTUHEHUSM C IIOMOIIBI0 MeXaHn3Ma OJIOKMPOBKH MTOPTOB

8. Yuactuuk posn Serveradmin umeer ciieyromiue mpaBa Ha ypoBHe sk3eMinisipa SQL Server:

a. MOXET BBITIONHSATH JIF0OYI0 3a1ady B moboit b/ SQL Server.

b. ycTanaBiuBaTh U U3MEHATH MApaMETPhl KOHPHUTYPAIIUH YIATCHHBIX U CBA3aHHBIX CEPBUCOB U
napaMeTpsl PeILTUKALINN.

C. koupurypuposath SQL Server ¢ moMoms0 CHCTEMHOM XpaHUMO# Tpoueaypsl Sp_configure u
nepe3anyckarh ciyxos1 SQL Server

d. BBIMOJHATH BCE OINEpAIMH, CBA3aHHBIC C 3alUTON, KOHTPOJb HAJ YYETHBIMH 3aIlHCAMH
cepBepa M uTeHue xxypHana ommbok SQL Server

9. Vuactuuk ponu ddladmin umeer creayrorue npaBa Ha ypoBHE 0a3bl JaHHBIX:

a. moxkeT 100aBnATh B bl 1 ynansaTe U3 Hee mosib3oBaTenei

b. MoXeT 100aBIATh, U3MEHSTh U yIAISATh O0BEKTHI

C. MOXET YIPABIATH PA3PEUICHUSIMU, POJISIMHU, 3aITUCIMU YIACTHUKOB POJICH

d. moer BoONHATE KoMmaHasl DBCC, wuHUIMMpPOBAaTh mpomecchl (DUKCAIUK TPaH3aKIIHIA,
CO3/1aBaTh PE3ePBHBIC KOITUU

10. Yuactauk poau Db_securityadmin umeer cieayromiue npaBa Ha ypoBHE 0a3bl TaHHBIX:

a. MoxeT 100aBiATh B b/l 1 ynansaTe U3 Hee nonb3oBareneit

b. MoeT 100aBIATh, U3MEHATh M yIAISATh 00BEKTHI

C. MOXKET YIPABIIATh PA3PEHICHUSIMHE, POJISIMH, 3aITUCIMHU YIACTHUKOB POJICH

d. moker BoONHATE KoMmaHasl DBCC, wuHUIMMpPOBATH Ipolecchl (DUKCAIMH TPaH3aKI[HIA,
CO3/1aBaTh PE3ePBHBIC KOITUU

8.3. TumnoBble KOHTPOJbHBbIE 3aJaHUA MJIU HWHbIE MaTepuadbl JJs NPOBeIeHHUS
INPOMEXYTOUYHOM ATTECTALIUU

dopma TPOBEACHHS MPOMEKYTOYHOW aTTECTAMH MO0 AUCIHILTUHE: 3auem (no pe3yibmamam
HAKONUMEeNbHO20 petimuted uil 6 (popme KOMNbIOMEPHO20 MeCMUpOB8aHusl).

Yemuo-nucomennas gpopma no sKk3amenayuoHHbIM Ouemam npeononazaemcs, Kaxk npasuio, ois
coayu akademMuyeckoll 3a00aAHCeHHOCU.

IIpuMepHbIi NepedyeHb BONPOCOB U 3aJaHUH /I IOATOTOBKH K 3a4eTy
(MK-1: UTIK-1.1, UTIK-1.2, ITIK-1.3, UTIK-1.4):

. OcHOBHBbIE MOHATUS THPOKOMMYHUKALIMOHHBIX CETEH.

. OCHOBHBIE XapaKTEPUCTUKHU NH(HOKOMMYHUKAIIMOHHBIX CETEH.

. Tononornus ceru.

. IIponyckHast cnocoOHOCTb CETH.

. Knacc nH(okoMMyHUKaIIMOHHBIX CETeH KaK OTKPBIThbIE HHPOPMAIIMOHHBIE CUCTEMBI.
. Mogenu u cTpyKTypbl HHHOKOMMYHUKAIIMOHHBIX CETEH.

. Tomonorus cetn Tuma 3Be3/a.

. KonbuieBas Tonosorus ceru.

. [lluHHAs TOMOJIOTUS CETH.

0. HIuxHO-3Be31000pa3Hast TOMOIOTHS.

11. 3Be3mo000pa3HO-KOIBIIEBAsT TOMOIOTHS.

12. ®usnueckas cOTOBasi TOMOJOTHS.

13. NHopMammoHHBIE PECYPCHI CETEH.

14. Vnpasnsrouiue y3ibl CETH.

15. ®opmartsl npeacTaBICHUS 1aHHBIX.

16. Teoperuueckne OCHOBBI COBPEMEHHBIX HH(OKOMMYHUKAIIMOHHBIX CETEH.
17. basoBas stamoHHas MojeNIb MeXTyHapOAHOW OpraHU3aIliy CTaHIapPTOB.
18. MexnayHapoaHas opraHu3zaius ctanaaptuzammu [SO.

19. IlpaBuia B3aMMOIEHCTBHSI OOBEKTOB CETH.

20. CeMuypoBHEBasi MOJIENIb OPTaHU3ANH CETH.

IIpuMepHBIi TeCT AJIs1 HTOTOBOI0 TECTHPOBAHMSA:

P OO0 NO Ol WwN R
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1. Kakoe kauecTBO MpUCYyIIE Kak KOHTEHHEPAM, TaK U TUIIEPBU30PaAM:

a) 00a MO3BOJIAIOT BUPTYaJIbHBIM MallIMHAM padoTaTh HE3aBUCUMO OT XocToBor OC;

0) 00a moyararoTcst Ha PO XOCTa JIJIsl CBOUX OCHOBHBIX OIEpaLIUii;

B) 00a 00eCIIeunBaIOT OUYEHb JIETKHE BUPTYaJIbHbIC MAITUHEI;

r) 00a MO3BOJISIIOT Ype3BbIUaiiHO 3(h(PEeKTUBHO UCIOIB30BATh allllapaTHBIE PECYPChI?

2. YTo U3 HIDKENEePEUHCICHHOTO HE BXOIUT B 00SI3aHHOCTH MEHEKepa makeToB Linux:

a) CHHXPOHU3aLUs JIOKAJIbHOTO UHJEKCA C YAAJIEHHBIMUA PEMO3UTOPHIMH;

0) CKaHUpPOBaHWE YCTAHOBJICHHOI'O MPOTPAMMHOIO OOECICUeHUs] Ha HAIWYHE BPEIOHOCHBIX
porpamm;

B) OOHOBJIEHHE YCTaHOBJIEHHOT'O IPOTPAMMHOTO 00eCTIeueHHS;

T') IPOBEPKA TOTO, YTO YCTAHOBJIEHBI BCE 3aBUCUMOCTHU MAKETOB?

3. Kakyto u3 crnenyronmx KOMaH] Bbl Obl MCHOJB30BAIU JJISi HETMOCPEACTBEHHOW YCTAaHOBKH
3arpy>kK€HHOTr0 IPOrpaMMHOTO

nakera B cucremy Ubuntu:

a) dpkg -i;

0) dnf --install;

B) apt install;

r) yum -i?

4. Ilpu co3nanuu BUpTyasibHOM MamuHbl B Virtua!Box kakoit u3 maroB OyeT NepBbIM:

a) BEIOpaTh THI (haiiia Ha KECTKOM JIUCKE;

0) BEIOpaTh MEXIY TUHAMUYECKUM U (PUKCHPOBAHHBIM Pa3MEPOM JIUCKA;

B) U3BJe4b BUpTYyanbHbI DVD u3 auckoBoja;

I') HACTPOUTH CETEBON MHTEpderc?

5. Kakoif u3 cnemayrommx ¢opMaToB MOKHO HCHOIB30BaTh Aiisi 00pazoB OC:

a) VDI,

6) VM,

B) ISO;

r) VMDK?

6. Kakyro n3 cienyronmx KOMaH/[ Bbl Obl HCIIOJIB30BAIIH JUIs coXpaHeHus: BM B ¢aiin

B (popmare OV A:

a) vboxmanage export;

6) vboxmanage clonevm;

B) Vboxmanage import;

r) vboxmanage clone-ova?

7. Kakue u3 cnenyronux ¢aro komangHoi crpoku LXC 3anmycTst koHTeliHep 0e3

ABTOMATUYECKOTO OTKPBITHS HOBOT'O C€aHCa 00OJIOUYKHU:

a) Ixc-start -t;

0) Ixc-start -a;

B) Ixc-start -d;

r) Ixc-start -n?

8. ITo ymouaHUIO B KAKOM U3 CJIEAYIOIINX KaTaJoroB Bbl HaiieTe (hailioByro cuctemy

KOHTENHepa:

a) /usr/share/lxc/;

0) /etc/share/lxcl;

B) /usr/lib/Ixc/;

r) Ivar/lib/Ixc/?

9. Llenbio kimroua mMuppOBaHUS SIBISAETCS:

a) yCTaHOBJIEHHE O€30MaCHOTO CETEBOTO COCTMHEHUS;

0) mudpoBanue U ACMUPPOBKA MAKETOB TaHHBIX;

B) 3aByaJINPOBaHNE KOH(UICHIMATbHBIX JAHHBIX B MTyTH;

r) o0ecrieyeHne Ha/le)KHOCTH NIepeiadn JaHHbIX.

10. Kakoit komMaH10 BBl MOYKETE MPOBEPUTH COCTOSIHUE CITY>KOBI:

a) dpkg -s <ums_ciyx010;

0) systemd status <ums_cayx0bI>;
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B) systemctl status <ums_cayx0Obr>;

r) systemctl <ums_ciyxObr> status?

11. Kakue u3 3TUX NaKeTOB JIOJKHBI OBITh YCTAHOBJICHBI JIJIS1 TOTO, YTOOBI XaeT-CepBep
MOT IPUHUMATh yJaleHHbIe BX0oAbl 10 SSH:

a) openssh-server;

0) ssh-server;

B) openssh-client;

r) ssh-client?

12. B nuctpubyruse Linux, ucnons3yromeM systemd, kakast U3 3TUX IPOTPaMM BBITTOJIHSET
pabory ini t:

a) /lib/systemd/systemd;

6) /bin/systemd;

B) /shin/init;

r) /bin/ini t?

13. Kakas u3 cneayromumx ciayx0 He sBisercs systemd:

a) networkd;

6) journald;

B) processd;

r) udevd?

14. T'ne nomxHbI OBITH pa3mellieHbl Kitoun A SSH-coenunenuit 6e3 napos:
a) OTKPBITBIN U 3aKPHITHIN KIIOYM HA Xa€Te, 3aKPBITHII KII0Y HA KIUEHTE;

0) OTKPBITBIN U 3aKPBITHII KJIIOUM HA Xa€Te, OTKPBITHIM KIIOU HA KIMEHTE;

B) 3aKPBITHII KJIIOY HA XaeTe, OTKPBITHIM KIII0Y HA KIHEHTE;

') OTKPBITBIN KIIOY Ha XOCTE, 3aKPBIThII KJII0Y HA KIHEHTE?

15. KakoBa 1ienpb naposbHoi ¢pa3sl B ceccusix SSH:

a) MOATBEPAUTH CBOIO UIEHTUYHOCTD B yajieHHOU nporpamme OpenSSH;

0) MOATBEPAUTH CBOIO UACHTUYHOCTH B JIOKaIbHOM mporpamMmme OpenSSH;

B) OIPENEINTh, KaKylo Mapy KJtoueil Bbl XOTUTE UCIIOIb30BaTh;

I') ayTeHTU(PULIUPOBATH CTATyC Mapbl KJIt0Yei?

16. Kakoii 13 3THX apryMeHTOB YKa3bIBaeT IPOTpaMMe tar C)kaTh apXHB:

a) -a;

0) -v;

B) -Z;

r) -c?

17. Kakue 13 3TuX pa3/ienoB Bbl Obl HE 3aX0TENIN BKIIOYATh B PE3EPBHBIN apXUB:
a) /var,;

0) /run;

B) /;

r) /home?

18. Kak 00bIYHO yKa3bIBAETCSl BTOPOM pa3fiell Ha TIEPBOM JIUCKE:

a) /dev/sdb2;

6) /dev/srb0;

B) /dev/sda2;

r) /dev/sdbl?

19. Kakas u3 crieayromux KOMaH CO3/1acT CKaTblil apXuB U3 Beex (aiiyios . mp4 B KaTasore:
a) tar cvf archivename. tar.gz * .mp4;

0) tar cvf * .mp4 archivename. tar.gz;

B) tar czvf archivename. tar.gz * .mp4;

r) tar *. mp4 czvf archivename. tar?

20. Kakoit u3 cnenyromux HHCTPYMEHTOB TIOMOKET BaM cOOpaTh JacTH (aiiina BMecTe:
a) cat;

0) split;

B) 1;

r) part?



