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1. IHEPEYEHb IINTIAHUPYEMBbBIX  PE3YJIbTATOB OBYYEHUA o
JUCHUIVIMHE, COOTHECEHHBIX C [IIVIAHUPYEMBIMH PE3YJIbTATAMU
OCBOEHUA OBPA30OBATEJIBHOMN NPOT'PAMMBI

1.1. Ileab ocBOEHUS AU CIATNIIUHBI
[lenpt0o OCBOGHHUS MMCHUIUIMHBI SBISIETCS (OPMHPOBAHHE Y OOYYAIOIMIUXCS CIACAYIOIIHUX
KOMITCTEHIINH:

Kon
HauMeHnoBanue KOMIETEHIIHH
KOMIIETEeHIIMH
OK 01 BeiOupats  crmocoObl  perieHHs 3agad  Mpo(ecCHOHAIBHON  JIeATEIbHOCTH

IMMPUMCHUTCIIBHO K PA3JIMYHBIM KOHTCKCTAM

Hcnonb30BaTe COBpPEMEHHBIE CPEICTBA IIOMCKA, aHAJIW3a M HHTEpIpeTaluu
OK 02 uHpopManuid W HMHGOPMAIIMOHHBIE TEXHOJOTWM JJs BBINOJHEHUS 3a7ad
1po¢eCCHOHATILHOM 1€ TEIbHOCTH

PazpabatpiBaTh mOACHCTEMBI 0E30MACHOCTH HMH()OPMAIIMOHHOW CHUCTEMBI B
COOTBETCTBHUH C TEXHUYECKUM 33JJaHUEM

I1K 5.3

1.2. Ilnanupyemblie pe3yJbTAaThl OCBOCHUS M CHHUILINHBI
B pe3ynbpTaTe ocBOCHMS AUCIUILUIMHBI 00YYarOITUICS JOJKEH:

HMeTh NPAKTUYEeCKHUH ONbIT:

— HacTpOMKa M ylpaBJIeHUE CETEBbIMU YCTPOMCTBAMU;

— IPOEKTUPOBAHUE U peann3anus JokaiabHbIX cerelt (LAN).

yMeThb:

— OpPraHu30BBIBAaTh U KOHPUTYPHUPOBATH KOMIIbIOTEPHBIE CETH;

— CTPOUTH U aHAIU3UPOBATH MOJIEIHN KOMIIBIOTEPHBIX CETEH;

— 3¢ (}eKTUBHO HCIIONB30BATh AallapaTHbIE W MPOrPAMMHBIE KOMIIOHEHTHI KOMITBIOTEPHBIX
CEeTe| NpHU pPEeUICHUH pa3INYHbIX 33]a4;

— BBIIOJHATH CXEMbl W YEepTeXH IO CHEUUAIBHOCTH C WCIOIb30BAaHUEM TPUKIIATHBIX
IPOrPaMMHBIX CPEJCTB;

— paboTaTh ¢ MPOTOKOJAMHU Pa3HbIX YPOBHEH (Ha MpHMepe KOHKPETHOIO CTeKa MPOTOKOJIOB:
TCP/1P, IPX/SPX u 1.1.);

— YCTaHaBIUBAaTh U HACTPaUBaTh I1apaMETPhI IPOTOKOJIOB;

— IIPOBEPSATH MPABUIBHOCTD NIEPEAUN JaHHbIX;

— oOHapyXHUBaTh U YCTPAHAThH OIIMOKMU MpU Nepeade JaHHbIX.

3HATh:

— OCHOBHBIE IOHATHS KOMIIBIOTEPHBIX CETEH: THIIBI, TOIOJIOIMM, METOJBI AOCTYyNa K Cpene
nepeaauy;

— anmnapaTHble KOMIIOHEHTHI KOMIIBIOTEPHBIX CETEH;

— IPUHLIMIIBI TAKETHOM Nepeaadn JaHHBIX;

— MOHATHE CETEBOM MOJieNN; ceTeByro Moaenb OSI u npyrue cereBble MOEIH;

— TPOTOKOJBI: OCHOBHBIE TOHSTHS, MPUHIMIIBI B3aUMOJCHCTBUS, Pa3iUuyusi U OCOOEHHOCTH
pacnpoCTpaHEHHBIX POTOKOJIOB, YCTAHOBKA IIPOTOKOJIOB B ONIEPALIMOHHBIX CUCTEMAX;

— aJipecalyio B CETAX, OPraHU3alUI0 MEKCETEBOTO BO3ICHCTBHUS.

1.3. MecTo AMCUMIIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

HucuuruinHa «KoMmmbloTepHBIE CETH» OTHOCUTCA K  OOLIENpOo(ecCHOHATBHOMY  IHKITY
OCHOBHOI1 MpodeccOHaIbHON 00pa30BaTeIbHON MPOrPAMMBI.



2. CTPYKTYPA U COAEP)KAHUE JUCIUITJIMHBI
2.1. O0béM TUCHMIIMHBI M BUAbI Y4e0HOii padoThI

O6mias Tpya0éMKOCTh AUCHMIUIAHBI cocTaBisier 180 wacoB. Mx pacmpeneneHue mo Buiam
paboT mpeAcTaBIeHO B TaOIHUIIE:

. TpyaoeMKoCcTh, Yac
Buab! yueOHbIX 3aHATHI U Pa00ThI 00yYaI0LIUXCS Beero 4 cemectp 5 cemecTp
OO01mas TPy10eMKOCTh 180 72 108
O0beM padoThl 00yUAOIIUXCS BO
B3aMMO/IECTBHMH C NPeNnojaaBaresieM 1o 144 72 72
BHJIaM Y4eOHbIX 3aHATHH (BCero), B T.4.:
JIEKITUH 46 24 22
nabopaTopHbIe pabOTHI 42 22 20
IPAKTUYECKHE 3aHSITHS 52 24 28
KypCOBOE MPOEKTUPOBAHUE (KOHCYIIBTAINH) - - -
CamocrosiTesibHas padora 36 - 36
KoHTpoub (4acel Ha JK3aMeH, 3a4eT, 4 5 2
KOHTPOJIbHYIO padoTy)
KouncyabTanus nepea 3x3aMeHOM - - -
IpomenyTonas arTecranus KonTpoasnas | InddepenuupoBanHbIii
pabora 3a4er




2.2. Conep:xkaHue TUCHMILINHBI, CTPYKTYPUPOBAHHOE MO TEMaM

Koapbl Buabl yueoHoii padoThl
KOMIIETEHITH, Padora Bo
¢opmupoBanuio B3aMMOJCHCTBUH C |
KOTOPBIX npenojgaBareiemM g o ®opMBI TEKYILEro
CHOCOﬁCTByeT @ ° E ? KOHTPOJISA
3JIeMEeHT HaumeHnoBaHue pa3iesioB, TeM & E & § g ER= (HauMeHOBaHUe
NporpamMMabl :, = : § :. S é OLEHOYHOTr0
= E2 |8 8¢ cpeiacTBa)
= 2o |EE ==
1 8S158 S
= é =1 é &
4 cemecTp
Tema 1. BecnpoBoaHble CcHCTEMBI. KoncnextupoBanue
Coaeprxanue TeMbl: JIEKIIIOHHOTO
1.JIByxTOo4ueyHasi CBS3b. 24 MaTepuaia
2.CBs13b OJTHOTO UCTOYHHKA U Ot4er no
HECKOJBKHX MPHUEMHHUKOB. MPaKTUIECKUM
JlabopaTopHnas padora 1. MoHUTOpUHT 3aJIaHUAM
W aHaimM3 ceTeBoro Tpaduka C 11 Ot4er o
ucnonb3oBanueM Wireshark. nabopaTOpHBIM
paboTtam
JlaGopaTopnast padora 2. Hactpoiika
OK 0L, OK 02, | \/oxcereoro sKpaHna (JaiipBona). 11
IK 5.3
IIpakTuyeckoe 3ansaTue 1. Hactpoiika
JIOKAJIbHOU CETH C UCII0JIb30BAHUEM 12
MapIuIpyTH3aTopa 1 KOMMyTaTopa.
IIpakTH4eckoe 3anaTHE 2.
Kondurypanus DHCP-cepsepa. 12
HUTOI'O 3a 4 cemecTp 24 22 | 24
5 cemecTp
Tema 2. KomMmyTanusi KaHaJI0B. KoncnektupoBanue
Copep:xaHue TeMbl: JIEKIIMOHHOT O
1.OnemeHTapHbIi KaHaI. 22 Marepuana
2.CocTaBHOU KaHaJI. Otuer no
3.HesddextuBHOCTE Tpu  mepemaue MPaKTHIECKUM
MyJIbCUPYIONIETO TpaduKa. 3aJJaHUsIM
JlabopaTopHasi padora 3. Hactpoiika u Otuer o
YOpaBIeHHE CETEBBIM  XPaHMITUIIEM 10 1ab0PaTOPHBIM
(NAS). pabotam
JlaGopaTopHasi pa6orta 4. [IposencHue
OK 01, OK 02,
K 5.3 TECTHPOBAHHUS MPOU3BOJUTEIBHOCTH 10
CETH.
IIpakTnyeckoe 3ansaTue 3. Cozganue u
14
ympasieare VLAN.
IIpakTuyeckoe 3ansatue 4. Co3ganue
00JIaYHOT0 XPaHUIHUILA JJIsl COBMECTHON 14
paboTEHI.
CamocrosiTenpHass paboTa: MOATOTOBKA
K MpPaKTUYECKUM 3aJaHHsM, IIOHCK 36
MaTepHaja 1o Teme.
HUTOI'O 3a 5 cemecTp 22 20 | 28 36




2.3. ®opMbl U KPUTEPHHU TEKYIIEro KOHTPOJISI yCeBaeMoCTH (TEXHOJIOTHYecKasi KapTa

JJISl CTY/IeHTOB 04HOi (hopMBbI 00y4eHHUsT)

DopMbI TeKYILIEr0 KOHTPOJISI KosnuyectBo KoaunyectBo Makc. BO3M.
KOHTPOJIbHBIX 0aJu10B 3a 1 K0JI-BO 02J1710B
TO4YEK KOHTP. TOYKY
KoHcnekTupoBaHue JIEKIIMOHHOTO MaTepraa 6 6 36
OT4eT N0 NPaKTUYECKUM 33aHUSIM 4 8 32
OTueT no 1abopaTOpHBIM paboTam 4 8 32
HUroro mo MJIK | 100 6aasi0B

2.4. lllkayia onleHKH pe3yJabTATOB OCBOCHHUS AUCHUILUIUHBI, CGOPMHUPOBAHHOCTH
pe3yJabTaToOB 00y4eHHsI

®opma Yciaosus IIIkanbl OEeHKH YPOBHS
IIkana oeHKH YPOBHS OCBOEHUS
NPOBEIEHUsI JOIyCKa c¢()OpMUPOBAHHOCTH PE3yJIHTATOB
MPOMEKYTOYHOI o0y4eHust AMCITHILTHHBL
aTTecTaluu VYposHeBas mkana | 100 OanpHas 100 5-0amnpHas Henuddhepex
OLICHKH mkana, % OanpHast IIKaia, LIMPOBaHHAS
KOMITCTEHITHH IIKaja, OIIEHKa
% g pepeHIIpo
BaHHas
OLIEHKa/0aut
Konrponbnas JIOITYCKal0TCS JIOTIOPOTOBBIN Huxe 61 Huxe 61 | «HEeyIooBIETBOP HE 3a4TEHO
pabota/ BCE CTY/ICHTBHI UTEIBHOY / 2
Jduddepernnpona TTOPOTOBEIHA 61-85,9 61-69,9 «YZOBIETBOPUT 3a4TEHO
HHBIH 3aueT (1o enpHOY» / 3
HaKONUTEIbHOMY 70-85,9 «xopomo» / 4 3a4YTEHO
PEHTHHTY M1 TIOBBIIICHHBIA 86-100 86-100 | «oramuHO» /5 3auTeHO
KOMITBIOTEPHOE
TECTHPOBaHUE)




3. METOOJUYECKHE YKA3AHUA JJIs1 OBYYAIOIIUXCA IO OCBOEHHUIO
JUCIHUIIVINHBI

3.1. OO0mme MeTOAMYECKHE  PeKOMEHJAIMU MO0  OCBOCHHK  IMCHUILIUHBI,
o0pa3oBaTe/IbHbIE TEXHOJIOTHH

JlMcuuIuInHa peannu3yeTcs MOCPEACTBOM IPOBEIEHUS KOHTAKTHOW paboThl C 00yYaroIUMUCS
(BKJItOUAs MPOBEJICHUE TEKYILEro KOHTPOJIsl YCIEBAEMOCTH ), CAMOCTOSITEIbHON pabOThl 00yUYarOIIUXCsI
Y IIPOMEXKYTOYHOU aTTECTALIUH.

KontaktHas paGora MOKeT ObITb ayAMTOPHOW, BHEAYAUTOPHOM, a TakXKe IPOBOJUTHCA B
3JICKTPOHHOM HMH(pOPMAIIMOHHO-00pazoBarenbHOl cpene yHuBepcutera (nanee - SMOC). B cioydae
NPOBEICHUS YaCTH KOHTAKTHOHM paboTel mo aucuuiuimHe B DMMOC (B COOTBETCTBHH C PaCHHCAHUEM
y4eOHBIX 3aHATHH ), TPYAOEMKOCTh KOHTaKTHOU padoTta B DMMOC sKkBUBaJIEeHTHA ayIUTOPHOM padoTe.

[Ipu mnpoBeneHMM Y4eOHBIX 3aHATHH 1O JUCHUIUIMHE OOECHeuMBaeTCs pa3BUTHE Y
00y4aroIuXcsl HABBIKOB KOMaHIHOW pabOThl, MEKIMYHOCTHON KOMMYHUKAILIUU, IPUHSITUS PELICHUH,
JUIEPCKUX KAa4eCTB (BKJIIOUYAs IPOBEACHUE NHTEPAKTUBHBIX JIEKIUH, IPYIIIOBBIX TUCKYCCHH, POJIEBBIX
UT'p, TPEHUHIOB, aHAIN3 CUTYyallud U MMUTAILIMOHHBIX MOJEJEH, NpernogaBaHue TUCHMILIMHBI B popme
Kypca, COCTaBJIEHHOTO Ha OCHOBE pE3yJIbTaTOB HAay4HbIX HCCIIEJOBAHUM, IPOBOJUMBIX
YHHUBEPCUTETOM, B TOM YHCJIE€ C YYETOM PETHOHAIbHBIX OCOOCHHOCTEH MpodecCHOHATIBLHON
JESITEIIbHOCTH BBIITYCKHUKOB M MIOTpeOHOCTEH paboToaareneii).

[IpenoraBanie AUCUUILUIMHBI BEJETCA C MPUMEHEHUEM CIEYIOUIMX BHJOB 00pa3oBaTeIbHBIX
TEXHOJIOT U

- 0aNIbHO-PEUMUHC08As MEXHOI02US. OYEHUBAHUS,

- 91eKMpOHHOE 0OyUeHue,

- penpooyKmueHvie mexHoI0ul,;

- MEeXHOJI02UU PA36UBAIOUE20 0DYYeHUs,

- NPAKMUKO-OPUEHMUPOBAHHbIE MEXHOIOSUU.

JUis OLEHKM 3HAaHUM, YMEHHUW, HABBIKOB M YpPOBHS C(HOPMHUPOBAHHOCTH KOMIIETEHIMH IO
JUCLUIUIMHE TNpUMEHsieTcss OalIbHO-PEUTHUHIOBas CHUCTEMa KOHTPOJS M OLEHKH YCIEeBaeMOCTU
CTYIEHTOB. B OCHOBY OalyibHO-pEHTHHIOBOM CHCTEMBI IOJIOKEHBI HMPUHLIMIIBI, B COOTBETCTBHM C
KOTOpbIMH ()OPMHUPOBAHHE PEUTHHIa CTyJE€HTa OCYLIECTBISAETCS B XOJIe TEKYLIEro KOHTPOJIS
ycrieBaeMocTH. MakcuManbHOe KOJM4ecTBo 0amioB B cemectpe — 100.

Ilo wroram Tekymiel ycHeBaeMOCTH CTYJIEHTY MOXET ObITh BBICTaBJIEHa OIIEHKa I10
IIPOMEXYTOUHOM aTTecTalil B COOTBETCTBUM 3a HaOpaHHBIMU 3a ceMmecTp Oamnamu. CTyaeHTam,
HaOpaBIIUM B XOJ€ TEKYLIEro KOHTPOJs yCHeBaeMOCTH Mo aucuuiuinHe or 61 no 100 OGamoB u
BBIMIOJIHUBIIMM BC€ 0Os3aTENIbHbIE BU/bl 3aIUIAHUPOBAHHBIX YUYEOHBIX 3aHATUH, IO PELIECHUIO
npernojiaBatenss 0e3 TMPOXOXKIACHUS TMPOMEXYTOYHOM aTTeCTallud BBICTABISETCS OLIEHKAa B
COOTBETCTBUU CO IIKAJION OLEHKU PE3yIbTAaTOB OCBOCHUS TUCIUIINHEI.

Pesynbrar 00y4eHust cuuraercss c(POPMHPOBAHHBLIM (NOBBIICHHBI YPOBEHB), €CIU
TEOPETUYECKOE COJEp)KaHUE Kypca OCBOEHO IOJHOCTHIO; IMPH YCTHBIX COOECEIOBaHUSAX CTYICHT
UCUEPIIbIBAOIE, IOCIEeI0BaTEeIbHO, YETKO M JIOTMUECKH CTPOHHO H3/araeT y4yeOHBbI Marepua;
CBOOOJHO CHpaBiseTCs C 3ajadyaMd, BONpPOCAMM U JPYTMMM BHJAaMHU 3aJaHUl, TpeOyrolux
IIPUMEHEHUs 3HAHUM, UCIOJIb3YeT B OTBETE JOMOJHMUTEIbHBI MaTepHall; BCE IPELYCMOTPEHHBIE
paboueil yueOHOM mporpamMmol 3alaHus BBIIOJHEHbl B COOTBETCTBUM C YCTaHOBJIECHHBIMU
TpeOOBaHUSAMH, CTYJEHT CIIOCOOCH aHATU3UPOBATh IOJYYEHHBIE pPE3YNIbTaThl; MPOSBISET
CaMOCTOSITENIbHOCTh TPU BBINIOJHEHUH 3aJ[aHHM, KaueCTBO MX BBIIOJHEHUS OLIEHEHO YHMCIIOM 0aslioB
or 86 mo 100, YTO COOTBETCTBYET IOBBIIIEHHOMY YPOBHIO C(HOPMUPOBAHHOCTH peE3yJIbTaTOB
00yJeHUsI.

Pesynbrar o00y4eHusi cumrTaercsi CcQOPMHMPOBAHHBIM (IIOPOrOBBLIH YPOBEHb), €CIIH
TEOPETUYECKOE COJEp)KAaHUE Kypca OCBOEHO TMOJHOCTBIO; MpPH YCTHBIX COOECeIOBaHUSAX CTYAEHT
MOCJIEI0BATEIbHO, YETKO M JIOTMYECKH CTPOMHO u3Jaraer y4eOHBIH MaTepuall; CIpaBiIseTcs C
3aJjayaMy, BONPOCAMHM MW JPYIrMMH BHJAaMHU 3aJaHuil, TpeOyrolux MpUMEHEHHUs] 3HAHUN; BCe
IpeyCMOTpEHHbIe pabouelt yuyeOHOM mporpaMMoil 3aJaHusi BBIIOJIHEHB B COOTBETCTBHHM C
YCTaHOBJIEHHBIMU TpPEOOBaHUSMH, CTYIEHT CHOCOOEH aHaJIM3UpOBATh IOJIyYEHHBIE PE3YNIbTaThl;
IPOSIBIISIET CaMOCTOSITENIBHOCTh IPU BBINOJHEHMM 3a/aHUM, KadeCTBO WX BBINOJIHEHHUS OLEHEHO
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guciaoM OammoB oT 61 g0 85,9, 94TO COOTBETCTBYET MOPOTOBOMY YPOBHIO C(OPMHPOBAHHOCTH
pe3yIbTaTOB OOYUCHHSI.

PesynbTaT 00yueHHMsl cuMTaeTcsi HeC()OPMHMPOBAHHBIM, €CJIU CTYIEHT MPU BBINOJIHEHUU
3aJaHUii HE JEMOHCTPUPYET 3HAaHUI y4eOHOTO Marepuana, JOIMYCKaeT OIIMOKH, HEYBEPEHHO, C
OONBIIMMU 3aTPyJHEHUSMHU BBINOJHSACT 3aJaHUSA, HE JIEMOHCTPUPYET HEOOXOIUMBIX YMEHHUH,
KAaueCTBO BBITIOJHEHHBIX 3aJaHW HE COOTBETCTBYET YCTAHOBICHHBIM TPEOOBAHMSM, KAadeCTBO HX
BBITNIOJTHEHUSI OLEHEHO YHCIIOM 0alljIoB HUKE 61, 4TO COOTBETCTBYET JOMOPOIOBOMY YPOBHIO.

3.2. MeToauyeckue yKasaHus M0 CAMOCTOSITEILHOM padoTe 00y4aromuxcs

CamocrosTenbHas paboTta obecrieunBaeT MOArOTOBKY 00yYaroIIerocst K ay IMTOPHBIM 3aHSITUIM
U MEpONPUATUSAM TEKYLLIEro KOHTPOJIA U MPOMEKYTOYHOW aTTeCTAllUU IO M3Y4aeMOW AMCLMILIMHE.
Pe3ynbrarhl 3TON MOATOTOBKH MPOSBISIOTCS B aKTUBHOCTH OOYYAIOLIEroCsl Ha 3aHATHSAX M B KaueCcTBe
BBITTOJIHEHHBIX MTPAKTUYECKUX 331aHUI U APYTHX (GOPM TEKYILETO KOHTPOJIS.

[Ipy BBINOJIHEHUH 3aJaHU [JI1 CAMOCTOSATENIbHOM paboThl pEKOMEHIyeTcs MpopaboTka
MaTepHaJIOB JICKIUN 10 KaXKI0M MPONJIECHHON TeMe, a TaK)Ke U3y4YEHUE PEKOMEHIYEMOH JINTEepaTyphl,
npeacrabiieHHON B Pa3nerne 4.

B mpouecce caMocToATENbHOW pPAa0OTHI MPU M3YYEHUHM JUCLUUIUIMHBI CTYAEHTBI MOTYT
UCIIONIb30BaTh B CIEHUAIU3UPOBAHHBIX AyIUTOPHUSIX ISl CAMOCTOSITETBHOM pabOThl KOMITBIOTEPHI,
o0OecrieynBaroIeMy JOCTYIl K NPOrpaMMHOMY OOECHEYEHHI0, HEOoOXOIUMOMY sl H3y4YeHUs
TUCIUILIMHBI, @ TaK)Ke TOCTYI uepe3 HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHYIO ceTh «HTepHeT» K
AIIEKTPOHHON WH(pOpMAIMOHHO-00pa3zoBarenbHOll cpene yHuBepcutera (DMOC) u 3rmeKTpoHHOMH
oubnuoreynoit cucreme (OBC), rme B 31MEKTPOHHOM BHJE pacIoyiaraloTcsi ydeOHble U y4deOHO-
METOJIMYECKHE MAaTE€pHaJIbl, KOTOPbIE MOT'YT OBITh MCIOJIB30BaHBI ISl CAMOCTOSATEIbHONU pabOThl IpU
W3YYEHUU JUCLUILINHBI.

Jis  oOywaromuxcss 1O 3a04HOM (opMe OOydYeHHS CaMOCTOSITEbHAS padoTa SBISICTCS
OCHOBHBIM BHJIOM Y4eOHOI J1eATeIbHOCTH.
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4. YYEBHO-METOJUYECKOE MU HWH®OPMALMWOHHOE OBECIHEYEHHE
JUCIHUIIVINHBI

4.1. IlepeyeHb OCHOBHOW M JONOJIHHUTEIbHON y4eOHOH JIMTepaTypbl, HEOOXOAUMON JIA
OCBOCHHSA JMCHUILIHHBI

OcHoBHas1 JiUuTEpaTypa:

1. Ky3pmuH, A. B. KomnbroTepHsie cetu : yde0. mocobue s cpen. npod. odOpazoBaHus
no HanpasieHusMm noaroT. 09.02.02 "Komnbrep. ceru", 09.02.01 "Kommnbrorep. cucTemMbl u
koMmruiekchl" 1 09.02.05 "Ilpuxnan. uadopmaruka (o orpacisam)" / A. B. Ky3un, /. A. Ky3uH. - 4-¢
u3., nepepad. u goim. - JJokymenr read. - Mocksa : ®OPYM [u np.], 2025. - 190 c. : un. - (Cpennee
npodeccuonanibHoe obpaszoBanue). - URL: https://znanium.ru/read?id=451373 (mara oOpatieHus:
25.11.2024). - Pexxum poctyma: ajsi aBTopu3. nmoib3opareneii. - ISBN 978-5-00091-453-3. - 978-5-16-
103935-9. - TekcT : PIEKTPOHHBIMN.

2. Maxkcumos, H. B. KomnbroTepabie cetu : yued. mocodue s cpea. mpod. oOpazoBaHus
10 CMEeIHUAIBHOCTAM HH(POpMaTUKH 1 Bhiuuc. TexHuku / H. B. Makcumos, . U. Ilonos. - 6-¢ u3m.,
nepepad. u jgon. - Jlokyment read. - MockBa : ®OPYM [u ap.], 2024. - 464 c. : un. - (Cpennee
npodeccronanbHoe obpaszoBanue). - ['moccapuii. - Ilpun. - URL: https://znanium.ru/read?id=437070
(mata obpamenwus: 26.11.2024). - Pexxum goctyma: myist aBropu3s. monb3osareneii. - ISBN 978-5-00091-
454-0. - 978-5-16-105870-1. - TekcT : 2JIEeKTPOHHBIH.

3. VYmkoB, M. A. Opranuzauus, NOpUHIOUIBI I[OCTPOEHUS U (DYHKIMOHHPOBAHUS
KOMIIBIOTEPHBIX ceTel : y4eOHuK Ui cped. mpod. obOpazoBanus mo crnenuanbHocTu "CeTeBoe U
cucreMHoe anmuHucTtpupoBanue" / M. A. Ymaxos, B. A. Kpacos, H. B. CaBunoB. - Mocksa :
Axkanemus, 2019. - 240 c. : un. - (Ilpodeccuonanbroe obpazoBanue). - ISBN 978-5-4468-7865-9
976-25. - TekcT : HENOCPEACTBEHHBIA.

JlonoJHUTeIbHASA JINTepaTypa:

1. Hazapos, A. B. Dkcryatanusi 00beKTOB ceTeBOil HHPPACTPYKTYypHI : yued. ans npod.
oOpazosart. opr. nno cneruanbHocTH 09.02.02 "KommnbroTep. cetn" / A. B. Hazapos, A. H. Enransiues,
B. I1. MenbsuukoB. - Jlokyment Bookread2. - Mocksa : Kypc [u mp.], 2023. - 360 c. - (Cpennee
npodeccuoHaibHoe  oOpazoBanue) (Cpemnee mnpodeccuonanpHoe oOpaszoBanme). - URL:
https://znanium.ru/read?id=428836 (mara obpamenus: 17.01.2024). - Pexum goctyma: Ais aBTOPH3.
nonb3oBarenei. - ISBN 978-5-906923-06-6. - 978-5-16-105198-6. - TekcT : 21eKTpOHHBIH.

2. Vitmun, A. I'. IlpaktukyMm. [leMOHCTpaliMoHHbIH K3aMeH 6a30Boro ypoBHs. CeTeBoe U
CHUCTEMHOE aJMUHHCTpUpoBaHue : yuel. mocoduwe / A. I'. Vitmun. - JlokymeHnt read. - CaHKT-
[MerepOypr [u mp.] : Jlanp, 2023. - 116 c. - Ipun. - URL: https://reader.lanbook.com/book/352310
(mata oOpamenus: 15.11.2024). - Pexxum nocryma: i aBTopu3. nois3oBateneid. - ISBN 978-5-507-
46869-0. - TekcCT : AIeKTPOHHBIH.

4.2. TIpodgeccuoHanbHble 0a3bl JAHHBIX, HH(OPMALMOHHO-CIPABOYHBIC CHCTEMBI,
HHTEePHET-pPecypcehl
1. eLIBRARY.RU : nayunas snektpoHHast Oubnuoreka : caiir. — Mocksa, 2000 - . — URL

https://elibrary.ru (mara oOpamenus: 03.12.2021). — Pexum pgoctyma: uisi  3aperucTpHp.

nosb3oBaTenen. — TeKeT: JIEKTPOHHBIIM.

2. Ennnoe oxHO goctyma K oOpa3oBarenbHBIM pecypcam :  cait. - URL
http://window.edu.ru/ (mata oopamenus: 03.12.2021). - TeKCT : AIEKTPOHHBIH.

3. VYuuBepcurerckas uHpopMmanmonHas cucrema POCCUSA : caiit. - URL
http://uisrussia.msu.ru (nara oopamenus: 03.12.2021). - Tekcr : 3MEKTPOHHBIH.

4, ®denepanbHas Ciry»)0a ToCyIapCTBEHHOW CTaTUCTUKH : calT. - Mocksa, 1999 - . - URL:
http://www.gks.ru/ (mata oopamienns: 03.12.2021). - TekcT: 37K TPOHHBIH.

5. OnekTpoHHas 6ubnnoredHas cucrema [1oBomKCKOro rocy1apcTBEHHOr0 YHUBEPCUTETA

cepsuca : caiitr / ®I'BOY BO «IIBI'YC». — Tonestta, 2010 - . - URL : http://elib.tolgas.ru (nara
obpamenus 03.12.2021). - Pexxum goctyma: 1yist aBTOpU3. MOTAB30BaTeNe. - TeKCT : 2IeKTPOHHBIH.


http://window.edu.ru/
http://uisrussia.msu.ru/
http://www.gks.ru/
http://elib.tolgas.ru/
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6. DJIeKTpOHHO-0MOIMOTeYHast cucTeMa Znanium.com : cait / OO0 "3HAHUYM". —
Mocksa, 2011 - . — URL : https://znanium.com/ (nata oopamenwust 03.12.2021). - Pexxum mocryna: mist
aBTOPU3. MOJIb30BATENICH. - TEKCT : AIEKTPOHHBIN.

1. OnexTpoHHO-0nOaMoTeyHast cuctema Jlanp : cailt / OOO "OBC JIAHB". - Mockaa,
2011 - . - URL.: https://e.lanbook.com/ (mata o6paruenus 03.12.2021). - Peskum goctyma: 1uist aBTOPHU3.
IIOJIB30BaTENEH. - TEKCT : AJEKTPOHHBIN.

4.3. [IporpaMmmHoe obecnieyeHune

Nudopmanmonnoe obecrieueHne y4eOHOro mporecca MO0 JAUCHUIUIMHE OCYIISCTBISIETCS C
UCITIOJIb30BAaHUEM  CJICYIOMIET0 IMPOrpaMMHOTO  oOecrieueHus: (JIMIIEH3MOHHOTO W CBOOOIHO
pacIpoCTpaHsIeMOro), B TOM YHCII€ OTEYECTBEHHOTO IPOU3BO/ICTBA:

Ne HaumeHoBaHue YcaoBus gocryna
n/n
1 | Microsoft Windows U3 BHYTPEHHEH CeTH YHHBEpCHUTETa (JIMIIEH3UOHHBIN JJOTOBOP)
2 | Microsoft Office U3 BHYTPEHHEH CeTH YHHBEpPCHTETa (JIMIIEH3UOHHBIN JOrOBOP)
3 KoncynsrantlIntoc 13 BHYTPEHHEHN CEeTH YHUBEpCUTETA (JIMIIEH3MOHHBIN 10T0BOP)
4 C10 MOODLE 13 M000 TOYKH, B KOTOPOU UMEETCs IOCTYH K ceTu MHTepHeT
(JIMLIEH3MOHHBIN JJOTOBOP)



http://www.garant.ru/
http://www.garant.ru/
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5. ONMCAHUE MATEPAAJIBHO-TEXHUYECKOM BA3bl, HEOBXOIUMOM 115
OCYHIECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLHECCA IO JUCHUIIJIMHE

CrenpanbpHble MOMEUICHUS NPEACTABISIIOT COOOW y4yeOHBIE ayAWTOPUHM Ui TPOBEICHHS
3aHATUM BCeX BHUJOB, IPEAYCMOTPEHHBIX 00pa30BaTeIbHOM MPOrpaMMOM, B TOM UYHUCIIE TPYIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJIbTALUH, TEKYHIETO KOHTPOJS M IPOMEKYTOYHOW aTTECTAallMd, a TaKxkKe
IOMEIIEHUsT ISl  CaMOCTOATENbHOM  paldoThl, MacTepckue U J1abopaTOpHM, OCHAIEHHbIE
000pyIOBaHUEM, TEXHHYECKMMHU CpEACTBaMH OOYy4YeHHS U MaTrepuajaMH, YYUTHIBAIOIIUMHU
TpeOOBaHUS MEXKAYHAPOIHBIX CTAaHIAPTOB.

3aHATUSA JIEKIMOHHOIO THNA. YUYeOHble ayAUTOPUM JUIsl 3aHATUH JIEKLIMOHHOTO THIIA
YKOMIUIEKTOBAaHBI MEOENIBIO U TEXHUYECKUMHU CPEICTBAMH O0YUEHHUSI, CITY KAlTUMHU IJ1s1 TIPEACTABICHUS
yueOHOoI nHpopMaIK (CTallMOHAPHBIE UITH ITEPEHOCHBIE HAOOPHI IEMOHCTPALMOHHOTO 000pY10BAHNUS
(IpoeKTop, 3KpaH, KOMITBIOTEP/HOYTOYK), Y4eOHO-HarjsiiHble MOocoOMs (Ipe3eHTAlMd IO TeMaM
JeKIMii), obecrneynBaroue TeMAaTUYeCKUe WIUIIOCTPALMM, COOTBETCTBYIOIIME NaHHOH Iporpamme
JVCLIATUTAHBL.

3aHsATUA ceMHHapcKoOro tuma. J[ns npoBeleHHs NPAKTUUYECKUX 3aHATUN HCHOIb3YyeTCs
yueOHasi ayauTOpHs, YKOMIUICKTOBaHHAsh MeEOENbl0 W TEXHUYECKHMMHU CPEICTBAMH OOYy4YCHHS,
CIIy’KalllUMU Ul TIpe/CTaBlIeHus] yuyeOHoM uH(opManuu (mepeHoCHON HaOop JEeMOHCTPAlMOHHOIO
obopyoBanus (TIPOSKTOP, IKpaH, /HOYTOYK).

JlaGopaTopHble padoTbl. (1 mpoBeneHus 1abOpaTOpHBIX pabOT HCHONb3yeTcs y4yeOHas
aynutopusi  «Jlaboparopus  MHPOPMALMOHHBIX  TEXHOJIOTUH, MH(DOPMATUKM U  METOJOB
nporpammupoBanus (I'-413)», ocHaménnas ciaenyonmM obopynoBanreM: Kommbsiotep Akcyc Intel
G530\iH61\GeForceGT430\4096 Mb DDR3\500Gb\LCD 22" - 14 mr., Komnsiotep B cbope iP2.0
LCD - I wr., mpuatep HP 1200 - 1 mT., MOOMIBHBIN 3KpaH mpoeKnuoHHbIH Draper Luma - 1 mir.,
MoOubHBI mpoekTop Sanyo PLC, CereBoe oGopymoBanue D-Link DES-1024D, 24-nopToBbiii;
nokanbHas ceTb 100 M6 ¢ noctynom B MuTepHeT 50 MO.

IIpome:xyToyHast arrecrauusa. {11 npoBeneHus NpOMEXyTodyHoW arrecrauuu no MJIK
UCTIOJIb3YIOTCSl KOMIBIOTEPHBIE KJIACCHI, OCHAILCHHbIE KOMIBIOTEPHOH TEXHUKOM C BO3MOXHOCTbHIO
MOJKITIOUEeHUsT K ceTd MHTepHeT M obOecredyeHHeM JOCTylma B DIIEKTPOHHYIO HH(DOPMAIMOHHO-
00pa30BaTeNbHYIO CpPey YHUBEPCUTETA W/WIIK ydeOHbIe ayJUTOPUH, YKOMIIJIEKTOBaHHbIE MEOENIbI0 U
TEXHUYECKUMU CPEJICTBAMH OOydEHUSI.

CamocrtosiTeibHasi pabora. IlomemeHuss Uit CcaMOCTOSATENBHOM pabOThl  OCHAIIEHBI
KOMITHIOTEPHON TEXHHUKOH C BO3MOXHOCTBIO TMOJKIIOYEHUs K ceth «MHTepHeT» W JOCTymoM K
AJIEKTPOHHOM  HMH(pOpPMAIMOHHO-00pa3oBaTeIbHOM  cpelne  yHHMBepcuTeTa. [l  opraHu3zanuu
CaMOCTOSITENIbHOM paboThl O0y4arOUIMXCA HMCHONb3YIOTCS: KOMIIBIOTEPHBIE KJIAcChl YHUBEPCHUTETA;
6ubnuoreka (Meauaszan), MMeOLas MecTa s OOy4yaroIIMXCs, OCHAIllEeHHbIE KOMIIBIOTEpAaMHU C
JOCTYIIOM K 0a3aM JJaHHBIX U ceTH MHTepHeT.

JJIeKTpPOHHasi HMH(OPMaNMOHHO-00pa3oBaTeqbHass cpeaa yHusBepcurera (QUOC).
Kaxnaplii oOywaromuiics B TEYEHHE BCEro Imepuoaa oO0y4deHHs oOecnedyeH WHIWBUIYaJbHbIM
HEOI'PaHMYEHHBIM JOCTYIIOM K 3JIE€KTPOHHOW MH(OPMAIIMOHHO-00pa30BaTeIbHON Cpe/ie YHUBEPCUTETA
(BUOC) http://sdo.tolgas.ru/ u3 000K TOUYKH, B KOTOPOM HMeEETCS AOCTYN K HH(POPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOHN ceTn «VHTepHeT», Kak Ha TepPUTOPUH YHUBEPCUTETA, TaK U BHE €€.
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6. OCOBEHHOCTH OPI'AHMU3ALINN OBYYEHUA  JIA JIMIQ C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMU 3I0POBbs 1 UHBAJINIOB

IIpu HeoOxomumocTH pabodas mporpaMma MOKET OBITh aJanTUpOBaHa A OOecHeueHHs
00pa30BaTENbHOTO MPOLEcCa MHBAINUIOB U JIUL] ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10pPOBbS, B TOM
yycie Uil AUCTAaHIMOHHOro oOyueHus. s sTtoro TpedyeTcs 3asBiICHHME CTyAEHTa (€ro 3aKOHHOIO
IIPEJICTABUTEIISA) U 3aKIIOYEHHE [ICUX0JI0r0-MeuKo-nenarornueckoit komuccuu (IIMIIK).

K npeameTHbIM pe3ynbTaTaM OCBOEHHS TUCIUILIMHBI JOTIOJHUTEIBHO OTHOCATCS:

1) nns cnenbix, cIabOBUASIINX 00YYAIOIIUXCSL:

- ¢()OpMUPOBAHHOCTh HABBIKOB IMCbMa Ha OpaiiIeBCKOM MeYaTHOM MaIIUHKE;

2) Ans TIyXUX, CI1a00CBIIIAIINX, TO3AHOOTJIOXIINX 00YyJatOIINXCs:

- c()OPMHPOBAHHOCTh U Pa3BUTHE OCHOBHBIX BHJOB PEYEBOH JEATENbHOCTH OOyYaromuxcs -
CILyXO3pUTEJIBHOTO BOCHPUATUS (C HCIOJB30BAHUEM CIYXOBBIX amlmapaToB MU (WIM) KOXJIEAPHBIX
UMILUIAHTOB), FOBOPEHUS, YTEHUS, IUChMa;

3) 1 00y4aromuXcs ¢ pacCTPOUCTBAMH ayTUCTUYECKOTO CIIEKTPA:

-OBJIaJICHUE OCHOBHBIMHM CTHJIMCTMYECKMMM pECcypcaMH JIEKCUKM U (pa3eosoruu s3blka,
OCHOBHBIMM HOpMaMH JIMTEPATYPHOTO SI3bIKAa, HOPMaMH PEUYEBOr0 3TUKETA; MPUOOPETEHHE ONBITA UX
UCIIOJIb30BAaHUS B PEUEBON M aJbTEPHATUBHOW KOMMYHUKATUBHOW IMPAKTUKE MPH CO3JaHUU YCTHBIX,
IMCbMEHHBIX, AIbTEPHATUBHBIX BbICKA3bIBAaHUI; CTPEMJIEHUE K BO3MOKHOCTH BbIPAa3UTh COOCTBEHHbBIE
MBICJIM U UyBCTBa, 0003HAYUTh COOCTBEHHYIO MO3UIIMIO.

B ciydae HeoOXxomuMOCTH, 00YyJaIOMIMMCS M3 YMCIIA JIUL C OTPAaHMYCHHBIMHA BO3MOYKHOCTSIMH
310poBbs (1O 3asBIeHHIO OOyyarolierocs) a JUisi HHBAIKWIOB TakKKe€ B COOTBETCTBUU C
WH/IMBUIYaJIbHOW MTPOrpaMMOil peaObuiInTalui HHBAIHIA, MOTYT MPEAIaraThCsl CIeIYIOIUE BapUAHTHI
BOCIIPHUATHS yueOHOM MH(OPMAIMK ¢ yU€TOM UX MHIUBUIYaJIbHBIX ICUXO(PU3NIECKUX OCOOCHHOCTEH,
B TOM YHCJIE€ C IPUMEHEHUEM 3JIEKTPOHHOI0 O0YUYEHUS U JUCTAHIIMOHHBIX TEXHOJIOTUI:

- JUId JIML C HapyLIEeHWsIMM 3pEHMs: B NeYaTHOM (GopMe yBelIMuYeHHbIM WpudToM; B (dopme
AIIEKTPOHHOTO JIOKYMEHTa; B hopMe ayauodaiina (mepeBoa ydeOHbIX MaTepralioB B ayauodopmar); B
neyaTHoOM Qopme Ha sA3blke bpaing; HWHIMBUAYalbHbIE KOHCYJIBTALlMM C  IPHUBJICYEHUEM
TU(DIOCYpOTIEPEBOIUNKA; UHANBUAYAIbHbIE 331aHNUS U KOHCYJIbTAIUH.

- JJI JUI] C HapyLIEHUsMM Cllyxa: B Me4yaTHOl ¢opme; B ¢opMe 3IIEKTPOHHOTO JIOKYMEHTa,
BUJEOMaTepHanbl €  CyOTHTpaMHu;  HMHAWBHUIYyaJbHbIE  KOHCYJIbTallMM C  MPUBJICYEHHUEM
CYpJIOTIepEBOUNKA; UHANBUYAIbHBIE 3aJJaHNUS U KOHCYJIbTALIUH.

- JUId JIMIl C HapyUIEHUSIMH ONOPHO-JBUTAaTEIbHOrO ammapara: B IeyaTHoH ¢opme; B (popme
AIIEKTPOHHOI'0 IOKYMEHTa; B (hopMe ayanodaiina; MHIUBUAYaTIbHBIE 33/1aHUS M KOHCYJIbTAIUH.
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7. OOEHOYHBIE MATEPHAJIbI (®POHA OLEHOYHBIX CPEIACTB) JJIA
TEKYIEI'O KOHTPOJIA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

7.1. TunoBble KOHTPOJIbHbIE 32IAaHUSI UJIH MHbIE MATEPHUAJIbI, HE00X0AMMBbIE /1JIs1 OLEHKH
3HAHWI, YMEHHM i, HABBIKOB M (MJIH) ONBITA B X0/I€ TEKYLIEr0 KOHTPOJISI yCIIeBA€MOCTH

7.1.1. TunoBble 3aJaHUsI K MPAKTUYECKHM (CEMUHAPCKUM) 3aHATHIIM

IIpakTnueckas paGora Ne 1. Hacrpoiika J0KaJbHOH ceTM ¢ HMCHOJIb30BaHUEM
MapuIpyTH3aTopa U KomMMmyrtarTopa. Llenbio paboTel sBIsieTcs co3/laBaTh M HacTpauBaTh 0a3oBYIO
JIOKQJIBHYIO CETh, NCIIOJIb3YSl MapIIPYTU3aTOP U KOMMYTAaTOpP.

IpakTnuyeckas padora Ne 2. Kondurypauuss DHCP-cepBepa. Llensio paGoTbl siBiseTcs
3HakOMCTBO ¢ mnpuHuunamu pabdorel DHCP-cepBepa M HayduThCsl €ro HacTpauBaTh JJIs
aBTOMAaTUYECKOM pasgauu IP-anpecoB ycTpoiicTBaM B JIOKaIbHOM CETH.

IIpakTuyeckasi padora Ne 3. Coznanue u ynpapienue VLAN. Ilenpo paGoTel sBisieTCS
U3ydeHHE NPUHIUIOB paboThl BHUPTYalbHBIX JokambHBIX ceTed (VLAN) m ux HacTpoilky Ha
KOMMYTaTope.

IIpakTnueckas padora Ne 4. Co3nanune 00JIa4HOI0 XPaHUJIMIIA I COBMECTHOH padoThl.
Ilenpto paboOTHl SBISETCS HAYYUTHCS HCHOJIB30BATh OOJIAUHbIE TEXHOJIOIMU JUISL CO3JaHHMS U
yIpaBJIeHUS] COBMECTHBIM XPAHWIUIIEM JaHHbBIX.

7.1.2. TunoBble 3aJaHNUSA J1JIs1 JTA00OPATOPHBIX padoT

JlabopaTtopnass paGora Ne 1. MoOHHMTOPHHI W aHaJu3 cereBoro Tpaduka ¢
ucnosb3osanneM Wireshark. [lenbio paboThl siBisieTcss OCBOEHUE METOJIPB MOHUTOPUHIA U aHAJIN3a
ceTeBoro Tpaduka ¢ nmomoripo Wireshark.

JlabopaTtopnasi paGora Ne 2. Hacrpoiika mexcereBoro 3kpana (caiipsoaa). llenbio
paboThl ABISETCS O3HAKOMIJICHHE CTYIEHTOB C NPUHLHUIAMU PAOOTHI MEXKCETEBBIX JKPAHOB U HUX
HaCTPOMKOM /IS 3aIUTHI CETH.

JlabopaTopHasi padora Ne 3. Hacrpoiika u ynpaJjieHue cereBbIiM xpanujauieMm (NAS).
[lenbto paboThl sBIsETCS OOy4YEHHE CTYJIEHTOB HACTpauBaThb U YIPABISTh CETEBBIM XPaHUIMILEM
naHHbIX (NAS) 1711 COBMECTHOTO JOCTYyTA K (haimam.

JlabopaTtopnasi pabdora Ne 4. IlpoBeneHue TeCTUPOBAHUSI NMPOU3BOAUTEIBLHOCTH CETH.
[lenpto paboTHl sBISETCA M3yYEHHE METOJOB TECTUPOBAHMUS MPOM3BOJUTEIBHOCTH CETH C
MCIIOJIb30BaHUEM PA3JIMYHBIX UHCTPYMEHTOB (Hampumep, iPerf).

7.2. TunoBble KOHTPOJIbHBIE 321aHUSA WJIM UHbIe MAaTePHAJIbI, HEOOXOAUMBIE s OL[eHKH
3HAHUI, YMEHN, HABBIKOB M (MJIH) ONBITA B X0/1¢ IPOMEKYTOYHOM aTTeCTaluu

dopma mpoBeAEeHUS MPOMEXKYTOUHOW aTTeCTallMM MO JUCLMILIMHE: KOHTpoJibHas pabota (4
cemectp) auddepeHupoBaHHbIN 3aueT (5 cemecTp) (IO pe3ysibTaTaM HAKOMUTEIbHOTO PEUTHHTA WUITH
B (hopMe KOMIIBIOTEPHOTO TECTUPOBAHMS).

KoHTposb u onieHka pe3yabTaToB OCBOEHUS TUCIUILUIMHBI B 4aCTH C(hOPMHUPOBAHHOCTH OOLIMX
komreTeHmii 1 ux yvacteit (OK 01, OK 02) ocymiectBisercss mpenojaBaTeiieM B XOJ€ TEKYIIEro
KOHTPOJISL YCIIEBAEMOCTH (B MPOIIECCE MPOBEACHUS MPAKTUYCCKUX 3aHITHH, Ta00paTOPHBIX padoT).

B xome mnpoBeneHHs NPOMEKYTOUHOM aTTECTAllMM OCYLIECTBIISIETCS KOHTPOJIb M OLEHKa
PE3yJIbTaTOB OCBOEHMSI MPOPECCUOHANBHBIX KOMIIETEHIINI U UX YacTeH.

Bonpocs! 1J1s1 TOATOTOBKHU K MPOMEKYTOYHOI aTTecTallid KOHTPOJIbHAsA padoTa
(4 cemecTp)

KonTponbHast paboTta mpoBOIUTCS 1715 3aKpEIUICHUS MTOJIyY€HHBIX 3HaHUHN 1 HallpaBJIeHa Ha
pacuipeHnue, yriryojaeHrne 1 CUCTEeMaTH3aIMIo 3HaHUH, osTydyeHHbIX ipu u3ydenun OI1.11
«KommnbroTepHble cetu» obydarommmucs 1o crneunaibHoctu 09.02.07«HdopmanioHHbIe CUCTEMBI U
IIPOrPaMMUPOBAHUEY, ISl IPOMEKYTOUHOM aTTECTALlUN.

Copep:xaHue KOHTPOJIbHON pabOThl COOTBETCTBYET TPeOOBAHUSIM paboydel MporpaMMbl
TUCIUILIAHEL U TpeOoBaHusM, n3okeHHbIM B I'OC CITO no crnenuaibHOCTH.
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[{enb KOHTPOJIBLHOM PabOTHI COCTOUT B YCTAHOBJICHUH YPOBHS MOJATOTOBKU CTYJEHTA K
BBINOJIHEHUIO MTPO(ECCHOHABHBIX 33/1a4 U COOTBETCTBHS €ro MoAroToBku TpedoBanmsim GI'OC CI1O
no crnermanbHocTH 09.02.07 «MHpOpMaIMOHHBIE CUCTEMBI U IPOTpaMMUpoOBaHue». KoHTpoapHas
paboTa COCTOUT U3 OTBETOB Ha BOIIPOCHI OTKPBITOTO THUIIA 10 TEMaM JAUCLUILINHBIL.

IIK 5.3 YcrpansiTb HeMCIPABHOCTH B padoTe HHPOKOMMYHUKANMOHHBIX CHCTEM

1. Yro Takoe KOMIBIOTEPHAsI CETh U KAKOBbI €€ OCHOBHbBIE KOMIIOHEHTHI?

2. KakoBa ponb TOpPOTOKOJOB B KOMIbIOTEpHbIX cersix? [lpuBenure mpumepsl
pacnpoCcTpaHEHHBIX MPOTOKOJIOB.

3. Yto Takoe monens OSI, m kakue ypoBHHM oHa BKiIrodaeT? KakoBa (yHKIHS KaxIoro u3
YpOBHEU?

4. Yro takoe [P-anpec, u kakue cymectBytoT Bepcun [P (IPv4 u IPv6)? KakoBbl ux OCHOBHBIE
oTiinuuA?

5. YUto Takoe MapuipyTH3alus, U Kak OHa OCYIIECTBIISIETCS] B KOMITBIOTEPHBIX CETsIX?

6. KakoBa paszHuiia Mexnay JiokaiabHOW M riobansHOi ceThio (LAN u WAN)? Ilpuenute
IIPUMEPHI UCIIOJI30BAHUS KAKIOU U3 HUX.

7. Uto takoe NAT (Network Address Translation), u kak OH HCHOJB3yeTCd B CETEBOM
uH(ppacTpykType?

8. KakoBel ocHOBHble (yHKIMH H ocobOeHHOcTH OecmpoBoanbix cetet (Wi-Fi)? Kakue
cranaaptel Wi-Fi Bam u3BecTHBI?

9. Yrto takoe VLAN (BupTyasibHas JOKalbHAs CETh), U KAKOBBI IPEUMYILIECTBA UCTIOIB30BaHUS
VLAN B opranuzauuu?

10. KakoBbl OCHOBHBIE METOJABI U CpeAcTBa oOecredeHHus OE30MaCHOCTH B KOMIIbIOTEPHBIX
ceTsx?

11. Yro Takoe 'meperpy3ka MapuIpyTu3aTtopa', U KaKOBBl OCHOBHBIE MPU3HAKH JTOU
po0sieMbI?

12. KakoBbl OTIMYUS MEXAY CTaTUYECKOW M JUHAMHYECKON MapIIpyTHU3alMel, U B KaKUX
CIIy4asiX 1e1eco00pa3HO UCIOJIb30BATh KAXKAYIO U3 HUX?

13. Kak HacTpouTh MexceTeBol dKkpaH ((haipBoi) A 3alIUTHI JIOKATHHOW CETH OT BHEIIHUX
yrpo3?

14. Yrto Takoe DMZ (nemunuTapu3oBaHHas 30HA), M KakoBa €€ pOJb B IOCTPOCHUU
0e30MacHOl CeTeBON apXUTEKTYphl?

15. Kak ocymiecTBisieTcss pe3epBHUpPOBAHUE CETEBBIX MNyTeH Ui TMOBBIIIEHHUS HAJEKHOCTU
CBSA3U?

16. Kakue MeTonbl ayTeHTH(UKALMK TOJIb30BATENEH CYIIECTBYIOT Ui JIOCTYMa K CETEBBIM
pecypcam?

17. Kak peanu3syeTcs ynpaBjieHUe 10CTYIIOM B CETH M KaKHe CPEACTBa JJIs 3TOT0 UCHOJb3YIOT?

18. Kak nactpouts VLAN Trunking Protocol (VTP) nns ynpasnenus VLAN Ha HECKOIbKHX
KOMMYyTaTopax?

19. Yro Takoe DHCP Snooping, 1 kak OH MOMOTaeT 3alllUTUTh CETh OT aTak?

20. KakoBbl OCHOBHBIE METOJbl JIMATHOCTUKU CETEBBIX NPOOJEM C HCIOJIb30BaHUEM
koMmanHo# ctpoku (CLI)?

Bomnpocsl 111 TOATOTOBKH K NPOMEKYTOYHOM aTTecTannu 11 depeHIUpOBaHHBIH 32a4eT
(5 cemecTp)

IIK 5.3 YcrpansiTh HeMCIPABHOCTH B padoTe HHPOKOMMYHUKAIMOHHBIX CHCTEM

1. Yro Takoe mosp30BaTeIbCKUI MHTEp(dEc 1 Kakie ero OCHOBHbIE 31eMeHThl? Kak oH Biusier
Ha B3aMMOJEHCTBHE M0JIb30BATENS C IPUIOKEHUEM?

2. Yro Takoe TEXHOJIOIMH BUPTYyaIU3aluu, U KaK OHU IPUMEHSIOTCS B COBpeMEHHOM [T?

3. KakoBa ponb cucrem ynpasneHusi 6azamu naHHbix (CYBJl) B opranuszanuu XpaHeHUs U
ynpasieHus naHHbiMu? Ha3oBure Heckonbko nomynsapHeix CYB/I.
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4. YTto Takoe KOMITbIOTEpHAs CETh, U KaKUe CYIIECTBYIOT MOJIEIH €€ apXUTEKTYphl (Harpumep,
KIIMEHT-CEPBEPHAs U TUPUHTOBast)?

5. Kakue ocHoBHBIE ¢dopmaThl (AIOB CYIISCTBYIOT, U B 4Ye€M HUX OTIWYHUSA (Hampumep,
TEKCTOBbIE, TpaUecKue, ayuo, Buaeo)?

6. KakoBwl ipuHIMIIBEI paboThl MIHTEpHETA U €ro OCHOBHBIE MPOTOKOJbI (Hanpumep, TCP/IP,
HTTP, FTP)?

7. Urto Takoe MNpOrpaMMHUpPOBAHHE, U KaKW€ OCHOBHBIC S3BIKM MPOrpaMMHUpPOBAHUS
UCIIOJIb3YIOTCS ISl pa3pabOTKU MPUIIOKEHUN?

8. KakoBsl 1maru, HeoOXoqumble A7 pa3paboTKU MPOrpaMMHOrO OOECHeUeHHUs, U 4TO TaKoe
JKU3HEHHBIN UK pa3padotku [10?

9. Yto Takoe 00paboOTKa JaHHBIX U KAKOBBI OCHOBHBIE 3TAIlbI 3TOTO Mporecca?

10. KakoBbl mHpHHIMIIBI PabOThl TEXHOJOTMH MAIIMHHOTO OOy4YeHUS M HCKYCCTBEHHOIO
MHTEJIJIEKTA, U KaK OHU IPUMEHSIOTCS K aHAJIU3y JaHHBIX ?

11. Yro takoe mporpaMMHUpOBaHUE U KaKHE S3BIKH MIPOrpaMMUpOBaHUs BbI 3Haete? B uem mx
OCHOBHBIC OTJIMYHUS?

12. KakoBsI 3Tansl )KH3HEHHOTO [IUKJIA pa3paboTku mporpaMmHoro odecneuenus (SDLC)?

13. Yro Takoe NCKYCCTBEHHBIH MHTEIIEKT U KAKOBBI €0 OCHOBHBIE 00J1aCTH IPUMEHEHUS?

14. B yem pa3HuLla MEXAYy HEOOXOIMMOCTHIO U JOCTAaTOUYHOCTHIO B KOHTEKCTE CHCTEMHOTO
aHayuza?

15. Yro Takoe koMIblOTepHas rpaduka U Kakue €€ OCHOBHBIC BUIbI CYLIECTBYIOT?

16. Kakue npuHuunbl pabOTbl HMHTEPHETA M KAKHE TEXHOJOIMH OOECIEeUMBAIOT €ro
dbyukumonuposanue (Hanpumep, DNS, HTTP, TCP/IP)?

17. Yto Takoe oOjauHble BBIYUCIEHUS U KaKue IMPEUMYIIECTBA OHU IPEIOCTABISAIOT JUIS
MOJIb30BaTEIEH U OpraHu3aIuii?

18. KakoBa BaXXHOCTb aIrOPUTMHUYECKOTO MBIIIJICHUS B pEUIEHUMM 3a7ad U B
POrpaMMUPOBAHUN?

19. Yrto Takoe mudpoBas MOANUCH W KaKk OHa oOecreyrmBaeT O€30MACHOCTh SJIECKTPOHHBIX
JIOKYMEHTOB?

20. KakoBbI OCHOBHBIE CTPATETHH 3alIUTHI HH()OPMAIIMKA OT HECAHKIIMOHUPOBAHHOTO JIOCTyTa?



