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1. IHEPEYEHb IINTIAHUPYEMBbBIX  PE3YJIbTATOB OBYYEHUA o
JUCHUIVIMHE, COOTHECEHHBIX C [IIVIAHUPYEMBIMH PE3YJIbTATAMU
OCBOEHUA OBPA30OBATEJIBHOMN NPOT'PAMMBI

1.1. Ileab ocBOEHUS AU CIATNIIUHBI
Ilenpt0o OCBOGHUS AMCHUIUIMHBI SBISIETCS (OPMHPOBAHHE Y OOYYAIOIMIUXCSA CIASAYIOIIHNX
KOMITCTEHIINH:

Kon
HauMeHnoBanue KOMIETEHIHMH
KOMIIETEeHIIMH
OK 01 BeiOupaTh  crmocoObl  pemieHus 3aga4  Ipo(ecCHOHAIBHON  IeATEIIBHOCTH

MMPUMCHHUTCIILHO K pa3JIMYHBIM KOHTCKCTaM

Hcnonb30BaTh COBPEMEHHBIE CPEICTBA IIOMCKA, aHAIW3a M HUHTEpIpEeTaluu
OK 02 uHpopManuu, ¥ UWHPOPMALMOHHBIE TEXHOJOTMM ISl BBINOJHEHHUS 337134
1po¢ecCHOHATIBHOM 1S TEIbHOCTH

[IpoBoUTh  KOHTpPOJIb  [MApaMETPOB, JIMATHOCTUKY UM  BOCCTAHOBJICHHE
K 3.1 paboTocrnocoOHOCTH  HU(PPOBBIX  YCTPOMCTB  KOMIIBIOTEPHBIX  CHUCTEM U
KOMILJIEKCOB

1.2. [lnanupyemble pe3yJbTaThl OCBOCHUS TUCHUILINHBI
B pe3ynbrate ocBOSHUS AUCHUIIIMHBI 00 YyUAOLTUICS TOJKEH:

HMeTh NPAKTHYECKHH ONBIT:

— Yy4aCTHC B OTJIAaAKC W TCXHHUYCCKUX HCIHBITAHUAX KOMIIBIOTCPHBLIX CUCTCM, WHCTAJIIALIHNU,
KOH(UTYPUPOBAHUH MPOTPAMMHOI0 00ECIICUCHHUS.

yMeTb:

— OCYILIECTBJISITH YCTAHOBKY U KOH(UTypUpOBaHUE TMEPCOHATBHBIX KOMIIBIOTEPOB, H
MOJIKJIIOUEHHUE MepuepHiHbIX YCTPOKCTB;

— TIPOBOJIUTH KOHTPOJb MApaMeTpoB, JHUATHOCTUKY M BOCCTAHOBJIIEHHE DPAOOTOCTIOCOOHOCTH
KOMIIBIOTEPHBIX CUCTEM U KOMIUIEKCOB;

— OPOBOJUTH CUCTEMOTEXHHUYCCKOC O6CJ’IY)KI/IBaHI/I€ KOMITIBIOTCPHBIX CUCTCM.

3HATh:

— CpencTBa MU METOAbl aBTOMATH3MPOBAHHOTO MPOEKTUPOBAHMS TpHU pa3paboTke UGPOBBIX
YCTPOMCTB.

1.3. MecTo AMCUMIIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl

HucuunnuHa «KoMIblOTEpHBIE CETH» OTHOCUTCS K 00menpodecCHOHaTbHOMY —IUKITY
OCHOBHOMH NMpodeccuoHanbHOM 00pa30BaTeIbHOM MPOrpaMMBl.



2. CTPYKTYPA U COAEP)KAHUE JUCIUITJIMHBI
2.1. O0béM TUCHMIIMHBI M BUAbI Y4e0HOii padoThI

O6mias Tpya0éMKOCTh AUCHMIUIAHBI cocTaBisier 180 wacoB. Mx pacmpeneneHue mo Buiam
paboT mpeAcTaBIeHO B TaOIHUIIE:

TpynoeMKoCcTh, Yac
Buab! yueOHbIX 3aHATHI U Pa00THI 00yYaI0LIUXCS Beero 4 cemectp 5 cemecTp
OO01mas TPy10eMKOCTh 180 72 108
O0beM padoThl 00yUAOIIUXCS BO
B3aUMO/IelCTBUM € NpenojaaBaTesieM 1o 134 62 72
BHJIaM Y4eOHbIX 3aHATHH (BCero), B T.4.:
JIEKITUH 46 24 22
nabopaTopHbIe pabOTHI 32 12 20
IPAKTUYECKHE 3aHSITHS 56 24 28
KypCOBOE MPOEKTUPOBAHUE (KOHCYIIBTAINH) - - -
CamocrosiTesibHas padora 46 10 36
KoHTpoub (4acel Ha JK3aMeH, 3a4eT, 4 5 2
KOHTPOJIbHYIO padoTy)
KouncyabTanus nepea 3x3aMeHOM - - -
IpomenyTonas arTecranus KonTpoasnas | InddepeHuupoBanHbIii
pabora 3a4er




2.2. Conep:xkaHue TUCHMILINHBI, CTPYKTYPUPOBAHHOE MO TEMaM

Koapbl Buabl yueoHoii padoThl
KOMIIETEHITH, Padora Bo
¢opmupoBanuio B3aMMOJCHCTBHH C |
KOTOPBIX npenojgaBareiemM g o ®opMBI TEKYILEro
CIoCo0CTBYeT ° ° E = KOHTPOJIsI
3JIEMEHT HaumeHnoBaHue pa3iesioB, TeM & E & § & ER= (HauMeHOBaHUe
NporpamMMabl :, = : § :. S é OLEHOYHOTr0
= E2 |8 8¢ cpeiacTBa)
= 2o |EE ==
1 8S158 S
= é =1 é &
4 cemecTp
Tema 1. BecnpoBoaHble CcHCTEMBI. KoncnextupoBanue
Copep:xanue TeMbl: JIEKIIIOHHOTO
1.JIByxTOo4ueyHasi CBSI3b. 24 MaTepuaia
2.CBs13b OJTHOTO UCTOYHHKA U Ot4er no
HECKOJIbKHX PHUEMHHUKOB. MPaKTUIECKUM
JlabopaTopHnas padora 1. MoHUTOpUHT 3aJIaHUAM
W aHalnM3 CeTeBoro Tpaduka ¢ 6 Ortuer no
ucnonb3oBanueM Wireshark. nabopaTOpHBIM
paboTtam
JlaGopaTopnast padora 2. Hactpoiika
MEXCETeBOT0 3KpaHa ((paiipBomna). 6
OK 01, OK 02,
IIK 3.1 IIpakTuyeckoe 3ansaTue 1. Hactpoiika
JIOKAJIbHOU CETH C UCII0JIb30BAHUEM 12
MapuIpyTU3aTopa 1 KOMMYTaTopa.
I[IpakTnyeckoe 3ansitue 2.
Kondurypanus DHCP-cepsepa. 12
CamocrosiTenibHas pabora: pabora C
JUTEpaTypol, MOATOTOBKA K 3aHITHUSM, 10
nopaboTKa H  YCOBEPIICHCTBOBaHUE
MPOTPaMMHOT0 KOJIA.
HUTOI'O 3a 4 cemecTp 24 12 | 24 10
5 cemecTp
Tema 2. KomMmyTanusi KaHaJI0B. KoncnektupoBanue
Coaeprxanue TeMbl: JIEKIIMOHHOTO
1.OnemeHTapHbIi KaHaI. 22 Marepuana
2.CocTaBHOU KaHaJI. Otuer no
3.HesddextnBHOCTF TpHM  mepemaue MPaKTHIECKUM
MyJIbCUPYIOIIETO TpaduKa. 3aJJaHUsIM
JlaGopaTopHasi padora 3. Hactpoiika u Otuer o
yIOpaBlieHHE CETEBbIM  XPaHHWJIHILEM 10 n1a00paTOpPHBIM
(NAS). paboram
JlabopaTopHasi pa6orta 4. [IposeneHue
OK 01, OK 02,
K 3.1 TECTHPOBAHUS MIPOU3BOAUTEINBHOCTH 10
CETH.
IIpakTnyeckoe 3ansarue 3. Co3nanue u
14
ynpasnenne VLAN.
IpakTnyeckoe 3ausatue 4. Co3zmanue
00JIaYHOTO XPaHUIHUILA JJISl COBMECTHON 14
paboTEHI.
CamocrosiTenpHass paboTa: MOATOTOBKA
K MpPaKTUYECKUM 3aJaHHsM, IIOHCK 36
MaTepHaja o Teme.
HUTOI'O 3a 5 cemectp 22 20 | 28 36




2.3. ®opMbI U KPUTEPHHU TeKYyLIero KOHTPOJISI yCIeBAaeMOCTH (TeXHOJOrMYecKasi KapTa
AJISl CTY/IeHTOB 04HOi (hopMBbI 00y4YeHHUsT)

DopMBbI TeKYLLIEr0 KOHTPOJIsI KoanuecTtBo KoauuecTBo Maxkc. BO3M.
KOHTPOJIbHBIX 0asioB 3a 1 KOJI-BO 02/1J10B
TO4YEK KOHTP. TOYKY
KoHcnekTupoBaHue JIEKITMOHHOTO MaTepraa 6 6 36
OTYeT Mo NMPAKTHYECKUM 3aJaHUSM 4 8 32
OTueT no 1abopaTOpHBIM paboTam 4 8 32
HUroro mo MJIK | 100 6axasi0B

2.4. lllkayia onleHKH pe3yJabTATOB OCBOCHHUS JUCHUILUIUHBI, CGOPMHUPOBAHHOCTH
pe3yJabTaToB 00y4eHHs

®opma Yciaosus IIIkanbl OLEHKH YPOBHS
IIkana oeHKH YPOBHS 0CBOEHUS
NPOBeIeHUs JOIIyCKa c¢()OpMUPOBAHHOCTH PE3yJIbTATOB
NPOMEKYTOYHOMH o0y4eHust A CHHILTHHb!
aTTecTaluH YpoBHeBas miKaia 100 6anpHas 100 5-0amnpHas HenuhdhepeH
OLICHKH mkana, % OanpHast IIKaa, LIMPOBaHHAS
KOMICTEHITHHA TIIKAaa, OIICHKa
% g pepeHIIpo
BaHHAas
OLIeHKa/0aut
KouTponbHas JIOITYCKaIOTCA JIOTIOPOTOBBIN Huxe 61 Huxe 61 | «HEeyIooBIETBOP HE 3aYTEHO
pabora/ BCE CTYICHTHI uTeapHOY [ 2
HduddeperunpoBan TTOPOTOBEIH 61-85,9 61-69,9 «YZOBIETBOPUT 3a4TEHO
HBI 3a4eT (110 enpHOY» / 3
HaKONUTEILHOMY 70-85,9 «xopormioy / 4 3a4TEHO
PEHTHHTY W TIOBBILLIEHHBIN 86-100 86-100 «OTIUIHOY / 5 3a4TEHO
KOMITBIOTEPHOE

TECTUPOBAHUE)




3. METOOJUYECKHE YKA3AHUA JJIs1 OBYYAIOIIUXCA IO OCBOEHHUIO
JUCIHUIIVINHBI

3.1. OO0mme MeTOoAMYECKHE  PEKOMEHJAUMH 1O  OCBOCHUIO  JUCHHUIJIMHBI,
o0pa3oBaTe/IbHbIE TEXHOJIOTHH

JlMcuuIuInHa peannu3yeTcs MOCPEACTBOM MPOBEICHHS KOHTAaKTHOW pabOThl ¢ 00yJarOmUMHUCS
(BKJItOUAs MPOBEJICHUE TEKYILEro KOHTPOJIsl YCIEBAEMOCTH ), CAMOCTOSITEIbHON pabOThl 00yUYarOIIUXCsI
Y IIPOMEKYTOUYHOM aTTECTALUU.

KontaktHas paGora MOKeT ObITb ayAMTOPHOW, BHEAYAUTOPHOM, a TakXKe IPOBOJUTHCA B
3JICKTPOHHOM HMH(POPMAIIMOHHO-00pazoBarenbHOl cpene yHuBepcutera (nanee - SMOC). B cioydae
NPOBEICHUS YaCTH KOHTAKTHOHM paboTel mo aucuuiuimHe B DMMOC (B COOTBETCTBHH C PaCHHCAHUEM
y4eOHBIX 3aHATHH ), TPYAOEMKOCTh KOHTAaKTHOU padoTta B DMMOC sKkBUBaJIEeHTHA ayIUTOPHOM padoTe.

[Ipu mnpoBeneHMM Y4eOHBIX 3aHSATHI 1O JUCHUIUIMHE OOECHeYMBaeTCs pa3BUTHE Y
00y4aroIuXcsl HABBIKOB KOMaHIHOW pabOThl, MEKIMYHOCTHON KOMMYHUKAILIUU, IPUHSITUS PELICHUH,
JUIEPCKUX KAa4eCTB (BKJIIOUAsl IPOBEJCHUE NHTEPAKTUBHBIX JIEKIU, TPYIIIOBBIX TUCKYCCHH, POJIEBBIX
UT'p, TPEHUHIOB, aHAIN3 CUTyalluii U UMUTAIIMOHHBIX MOJEJEH, pernoaaBaHue TUCHMILIMHBI B popme
Kypca, COCTaBJIEHHOTO Ha OCHOBE pE3yJIbTaTOB HAay4HbIX HCCIIEJOBAHUM, IPOBOJUMBIX
YHHUBEPCUTETOM, B TOM 4HCJIE€ C Y4YETOM pPETHOHAIbHBIX OCOOCHHOCTEH MpodecCHOHaTbHON
JIeATEILHOCTH BBIITYCKHUKOB U MOTPEOHOCTEN paboToIaTesneil).

[IpenoraBanie AUCUUILUIMHBI BEJETCA C MPUMEHEHUEM CIEYIOUIMX BHJOB 00pa3oBaTeIbHBIX
TEXHOJIOT U

- 0aNIbHO-PEUMUHC08As MEXHOI02US. OYEHUBAHUS,

- 91eKMpOHHOE 0OyUeHue,

- penpooyKmueHvie mexHoI0ul,;

- MEeXHOJI02UU PA36UBAIOUE20 0DYYeHUs,

- NPAKMUKO-OPUEHMUPOBAHHbIE MEXHOIOSUU.

JUis OLEHKM 3HAaHUM, YMEHHUW, HABBIKOB M YpPOBHS C(HOPMHUPOBAHHOCTH KOMIIETEHIMH IO
JUCLUIUIMHE THpUMEHsieTcs OalIbHO-PEUTHHIOBas CHUCTEMa KOHTPOJII M OLEHKU YCIEeBaeMOCTH
CTYIEHTOB. B OCHOBY OayibHO-pEHTHHIOBOM CHCTEMBI IOJIOKEHBI HMPUHLHUIIBI, B COOTBETCTBUU C
KOTOpbIMH ()OPMHUPOBAHHE PEUTHHIa CTyJE€HTa OCYLIECTBISAETCS B XOJIe TEKYLIEro KOHTPOJIS
ycrieBaeMocTH. MakcuManbHOe KOJM4ecTBo 0amioB B cemectpe — 100.

IIo wroram Tekymiel ycHeBaeMOCTH CTYJIEHTY MOXET ObITh BBICTaBJIEHa OIIEHKa I10
POMEXYTOUHOM aTTecTallii B COOTBETCTBUU 3a HaOpaHHBIMU 3a cemecTp Oamtamu. CTyaeHTam,
HaOpaBIIUM B XOJ€ TEKYLIEro KOHTPOJs yCHeBaeMOCTH Mo aucuuiuinHe or 61 no 100 OGamoB u
BBIMIOJIHUBIIMM BC€ 00s3aTeNIbHbIE BHUJbl 3alUIAHMPOBAHHBIX YUYEOHBIX 3aHSTUN, IO PEIICHUIO
npernojiaBatenss 0e3 TMPOXOXKICHUS TMPOMEXKYTOYHOM aTTeCTallud BBICTABISETCS OLIEHKAa B
COOTBETCTBUU CO IIKAJION OLEHKU PE3yIbTAaTOB OCBOCHUS TUCIUIINHEI.

Pesynbrar 00y4deHust cuuraercs c(POPMHPOBAHHBLIM (NOBBIIICHHBIH YPOBEHb), €CIH
TEOPETUYECKOE COJEpKAHUE Kypca OCBOEHO TMOJHOCTBIO; MpPHU YCTHBIX COOECENOBAaHUSAX CTYAEHT
UCUEPIIbIBAOIE, IOCIEeI0BaTEeIbHO, YETKO M JIOTMUECKH CTPOHHO H3/araeT y4yeOHBbI Marepua;
CBOOOZHO CHpaBiseTCs C 3ajadyaMd, BONpPOCAMHM W JPYTMMH BHJAMHU 3aJaHUil, TpeOyrolmx
NPUMEHEHNs 3HAHUM, UCIOJb3YeT B OTBETE JOMOJIHMUTEIbHBIM MaTepuall; BCE INPEAYCMOTPEHHbBIE
paboueil yueOHOM mporpamMmol 3alaHus BBIIOJHEHbl B COOTBETCTBUM C YCTaHOBJIECHHBIMU
TpeOOBaHUSAMH, CTYJEHT CIIOCOOCH aHATU3UPOBATh IOJYYEHHBIE pPE3YNIbTaThl; MPOSBISET
CaMOCTOSITENIbHOCTh TPU BBINIOJHEHUH 3aJaHHM, KaueCTBO MX BBIIOJHEHUS OLIEHEHO YHMCIIOM 0asioB
or 86 mo 100, 4YTO COOTBETCTBYET IOBBIIIEHHOMY YPOBHIO C(HOPMUPOBAHHOCTH peE3yJIbTaTOB
00yJeHUsI.

Pesynbrar o00y4eHusi cumrTaercsi CcQOPMHMPOBAHHBIM (IIOPOrOBBLIH YPOBEHb), €CIIH
TEOPETUUECKOE COJIEp)KaHUE Kypca OCBOEHO IOJHOCTHIO; MPH YCTHBIX COOECEAOBAHUAX CTYAEHT
MOCJIEI0BATEIbHO, YETKO M JIOTMYECKH CTPOWHO Wu3jiaraeT y4eOHBIH MaTepual; CIpaBiseTcs C
3aJjayaMy, BONPOCAMHM MW JPYIrMMH BHJAaMHU 3aJaHuil, TpeOyrolux MpUMEHEHHUs] 3HAHUN; BCe
IpeyCMOTpEHHBIe pabouell yueOHOM mporpamMMoil 3afaHus BBIIOJHEHBI B COOTBETCTBUU C
YCTaHOBJIEHHBIMU TpPEOOBaHUSIMH, CTYJIEHT CHOCOOEH aHalIM3UpPOBaTh IOJYyYEHHBIE pPE3yJbTaThl;
IPOSIBIISIET CaMOCTOSITENIBHOCTh IPU BBINOJHEHMM 3a/aHUM, KadeCTBO WX BBINOJIHEHHUS OLEHEHO
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guciaoMm OammoB oT 61 g0 85,9, 9TO COOTBETCTBYET IMOPOTOBOMY YPOBHIO C(HOPMHUPOBAHHOCTH
pe3yIbTaTOB OOYUCHHSI.

PesynbraT 00yueHHsi cunTaercsi Hec)OPMHMPOBAHHBIM, €CJIU CTYIEHT MPU BBINOIHEHUH
3aJaHUii HE JEMOHCTPUPYET 3HAaHUI y4eOHOTO Marepuana, JOIMYCKaeT OIIMOKH, HEYBEPEHHO, C
OONBIIMMH 3aTPYJHEHUSMU BBIMOJHSACT 3aJaHus, HE JEMOHCTPUPYET HEOOXOAUMBIX YMEHHH,
KAaueCTBO BBITIOJHEHHBIX 3aJaHW HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHSIM, KadeCTBO HX
BBITNIOJTHEHUSI OLEHEHO YHCIIOM 0alljIoB HUKE 61, 4TO COOTBETCTBYET JOMOPOIOBOMY YPOBHIO.

3.2. MeToauyeckue yKa3aHus M0 CAMOCTOSITEIbHOI padoTe 00y4aronuxcs

CamocrosTenbHas paboTa obecrieunBaeT NOAr0TOBKY 00yYaroIerocs K ay JMTOPHBIM 3aHSITUIM
U MEpONPUATUSAM TEKYLLIEro KOHTPOJIA U MPOMEKYTOYHOW aTTeCTAllUU IO M3Y4aeMOW AMCLMILIMHE.
Pe3ynbrarhl 3TON MOATOTOBKH MPOSBISIOTCS B AKTUBHOCTH O0YYaIOUIEroCsl Ha 3aHATUSX U B KaUeCTBE
BBINOJIHEHHBIX MTPAKTUYECKUX 3aIaHUH U APYTHX (POPM TEKYIIETO KOHTPOJIS.

[Ipy BBINOJIHEHUH 3aJaHU [JI1 CAMOCTOSATENIbHOM paboThl pEKOMEHIyeTcs MpopaboTka
MaTepHaJIOB JICKIUN 10 KaXKI0M MPONJIECHHON TeMe, a TaK)Ke U3y4YEHUE PEKOMEHIYEMOH JINTEepaTyphl,
npeacrabiieHHON B Pa3nerne 4.

B mpouecce caMocToATENbHOW pPAa0OTHI MPU M3YYEHUHM JUCLUUIUIMHBI CTYAEHTBI MOTYT
UCIIONIb30BaTh B CIEHUAIU3UPOBAHHBIX AyIUTOPHUSIX ISl CAMOCTOSITETBHOM pabOThl KOMITBIOTEPHI,
o0OecrieynBaroIeMy JOCTYIl K IPOrpaMMHOMY OOECHEYEHHI0, HEOOXOOUMOMY JUIsl H3Y4EHHUS
TUCIUILIMHBL, a TaKXKe JOCTYI uepe3 HHPOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHYIO ceTh «HTepHeT» K
AIIEKTPOHHON WH(pOpMAIMOHHO-00pa3zoBarenbHOll cpene yHuBepcutera (DMOC) u 3rmeKTpoHHOMH
oubnmuoreynoit cucreme (OBC), rme B 3MEKTPOHHOM BHJE pacIoyiaraloTcsi ydeOHble U ydeOHO-
METOJIMYECKHE MAaTE€pHaJIbl, KOTOPbIE MOT'YT OBITh MCIOJIB30BaHBI ISl CAMOCTOSATEIbHONU pabOThl IpU
W3YYEHUU JUCLUILINHBI.

Jis  oOywaromuxcss 1O 3a04HOM (opMe OOydYeHHS CaMOCTOSITEbHAS padoTa SBISICTCS
OCHOBHBIM BHJIOM Y4eOHOI J1eATeIbHOCTH.
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4. YYEBHO-METOJUYECKOE MU HWH®OPMALMWOHHOE OBECIHEYEHHE
JUCIHUIIVINHBI

4.1. IlepeyeHb OCHOBHOW M JONMOJHHUTEIbHONH y4eOHOH JMTepaTypbl, HEOOXOAUMON 1JIs
OCBOCHHSA JMCHUILIHHBI

OcHoBHas1 JiUuTEpaTypa:

1. Ky3pmuH, A. B. KomnbroTepHsie cetu : yde0. mocobue s cpen. npod. odOpazoBaHus
no HanpasieHusM noaroT. 09.02.02 "Komnerep. ceru", 09.02.01 "Kommbrorep. cuctembl u
koMmruiekchl" 1 09.02.05 "Ilpuxnan. nadpopmaruka (mo orpaciam)" / A. B. Ky3un, 1. A. Ky3us. - 4-¢
u3., nepepad. u goim. - JJokymenr read. - Mocksa : ®OPYM [u np.], 2025. - 190 c. : un. - (Cpennee
npodeccuonaibHoe obpazoBanue). - URL: https://znanium.ru/read?id=451373 (mara oOpaiieHus:
25.11.2024). - Pexxum pocrtyma: ajisi aBTopu3. nmoib3opareneit. - ISBN 978-5-00091-453-3. - 978-5-16-
103935-9. - TekcT : PIEKTPOHHBIMN.

2. Maxkcumos, H. B. KomnbroTepubie cetu : yued. mocobue st cpe. mpod. odpazoBaHus
10 CIEeIHUAIBHOCTAM HHpOpMaTUKH 1 Beiuuci. Texuuku / H. B. Makcumos, U. U. Tlonos. - 6-e u3m.,
nepepad. u jgon. - Jlokyment read. - MockBa : ®OPYM [u ap.], 2024. - 464 c. : un. - (Cpennee
npodeccronanbHoe obpaszoBanue). - ['moccapuii. - Ilpun. - URL: https://znanium.ru/read?id=437070
(mata obpamenwus: 26.11.2024). - Pexxum goctyma: muist aBTopu3. monb3osareneii. - ISBN 978-5-00091-
454-0. - 978-5-16-105870-1. - TekcT : 2JIEeKTPOHHBIH.

3. VYmkoB, M. A. Opranuzauus, NOpUHIOUIBI I[OCTPOEHUS U (DYHKIMOHHPOBAHUS
KOMIIBIOTEPHBIX ceTel : y4eOHuK Ui cped. mpod. obOpazoBanus mo crnenuanbHocTu "CeTeBoe U
cucreMHoe anMuHucTpupoBanue" / M. A. Ymaxkos, B. A. Kpacos, H. B. CaBunoB. - Mocksa :
Axkanemus, 2019. - 240 c. : un. - (Ilpodeccuonanbroe obpazoBanue). - ISBN 978-5-4468-7865-9
976-25. - TekcT : HENOCPEACTBEHHBIA.

JlonoJHUTeIbHASA JINTepaTypa:

1. Hazapos, A. B. Dkcrnyatanusi 00eKTOB ceTeBOil HHPPACTPYKTYypHI : yued. ans npod.
oOpazosart. opr. nno cneruanbHocTH 09.02.02 "KommnbroTep. cetn" / A. B. Hazapos, A. H. Enransiues,
B. I1. MenbshukoB. - Jlokyment Bookread2. - Mocksa : Kypc [u mp.], 2023. - 360 c. - (Cpennee
npodeccuonaibHoe  oOpazoanue) (Cpemnee mnpodeccuonanpbHoe oOpaszoBanme). - URL:
https://znanium.ru/read?1d=428836 (mara oOpamenus: 17.01.2024). - Pexxum nocrtyma: JUisi aBTOPH3.
nosab3oBareneid. - ISBN 978-5-906923-06-6. - 978-5-16-105198-6. - TekcT : 21eKTpOHHBIH.

2. Vitmun, A. I'. IlpaktukyMm. [leMOHCTpaliMoHHbIH K3aMeH 6a30Boro ypoBHs. CeTeBoe U
CHUCTEMHOE aJMUHHCTpUpoBaHue : yuel. mocoduwe / A. I'. Vitmun. - JlokymeHnt read. - CaHKT-
[MerepOypr [u ap.] : Jlaub, 2023. - 116 c. - TIpun. - URL: https://reader.lanbook.com/book/352310
(mata oOpamenus: 15.11.2024). - Pexxum nocryma: i aBTopu3. mois3oBateneid. - ISBN 978-5-507-
46869-0. - TekcCT : AIeKTPOHHBIH.

4.2. TIpodgeccuoHanbHble 0a3bl JAHHBIX, HH(OPMALMOHHO-CIPABOYHBIC CHCTEMBI,
HHTEePHET-pPecypcehl
1. eLIBRARY.RU : nayunas snektpoHHast Oubnuoreka : caifir. — Mocksa, 2000 - . — URL

https://elibrary.ru (mara oOpamenus: 03.12.2021). — Pexum pgoctyma: uisi  3aperucTpHp.

nosb3oBaTenen. — TeKeT: JIEKTPOHHBIIM.

2. Ennnoe oxHO goctyma K oOpa3zoBarenbHBIM pecypcam :  cait. - URL
http://window.edu.ru/ (mata oopamenus: 03.12.2021). - TeKCT : AIEKTPOHHBIH.

3. VYuuBepcurerckas uHpopMmanmonHas cucrema POCCUSA : caiit. - URL
http://uisrussia.msu.ru (nara oopamenus: 03.12.2021). - Tekcr : 3MEKTPOHHBIH.

4, ®denepanbHas Ciryx)0a TOCyIapCTBEHHOM CTAaTUCTUKH : calT. - Mocksa, 1999 - . - URL:
http://www.gks.ru/ (mata oopamienns: 03.12.2021). - TekcT: 37K TPOHHBIH.

5. OnekTpoHHas 6ubnnoredHas cucrema [1oBomKCKOro rocy1apcTBEHHOr0 YHUBEPCUTETA

cepsuca : caiitr / ®I'BOY BO «IIBI'YC». — Tonbsttu, 2010 - . - URL : http://elib.tolgas.ru (nara
obpamenus 03.12.2021). - Pexxum goctyma: 1j1st aBTOpU3. MOTB30BaTeNel. - TeKCT : 2IeKTPOHHBIH.


http://window.edu.ru/
http://uisrussia.msu.ru/
http://www.gks.ru/
http://elib.tolgas.ru/
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6. DJIeKTpOHHO-0MOIMOTeYHast cucTeMa Znanium.com : cait / OO0 "3HAHUYM". —
Mocksa, 2011 - . — URL : https://znanium.com/ (nata oopamenwust 03.12.2021). - Pexxum mocryna: mist
aBTOPU3. MOJIb30BATENICH. - TEKCT : AJEKTPOHHBIN.

1. OnexTpoHHO-0nbOaMoTeuHast cuctema Jlanp : caidlt / OOO "OBC JIAHbB". - Mockga,
2011 - . - URL.: https://e.lanbook.com/ (mata o6paruenus 03.12.2021). - Peskum goctyma: 1uist aBTOPHU3.
IIOJIB30BaTENEH. - TEKCT : AJEKTPOHHBIN.

4.3. [IporpaMmmHoe obecnieyeHune

NudopmanmonHoe obecrieueHue y4eOHOro mporecca MO0 JAUCHUIUIMHE OCYIISCTBISIETCS C
UCITIOJIb30BAaHUEM  CJICYIOMIET0 IMPOrpaMMHOTO  oOecrieueHus: (JIMIIEH3MOHHOTO W CBOOOIHO
pacIpoCTpaHsIeMOro), B TOM YHCII€ OTEYECTBEHHOTO IPOU3BOJICTBA:

Ne HaumeHoBaHue YcaoBus gocryna
n/n
1 | Microsoft Windows U3 BHYTPEHHEH CEeTH YHUBEpCHTETa (JIMLIEH3UOHHBIN JOTOBOP)
2 | Microsoft Office U3 BHYTPEHHEH CeTH YHHBEpPCHTETa (JIMIIEH3UOHHBIN JOrOBOP)
3 KoncynsrantlIntoc 13 BHYTPEHHEHN CeTH YHUBEpCUTETA (JIMIIEH3MOHHBII JI0T0BOP)
4 C10 MOODLE 13 M000i TOUKH, B KOTOPOM UMEETCS IOCTYI K ceTH MHTepHeT
(JIMLIEH3MOHHBIN JJOTOBOP)



http://www.garant.ru/
http://www.garant.ru/
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5. ONMCAHUE MATEPAAJIBHO-TEXHUYECKOM BA3bl, HEOBXOIUMOM 115
OCYHIECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLHECCA IO JUCHUIIJIMHE

CrnenuanbHple MOMELICHUS NPEACTABISIOT COOOW y4yeOHBbIE ayIUTOPHH Ui TPOBEACHHS
3aHATUN BCEX BHUJIOB, IPEIyCMOTPEHHBIX 00pa3oBaTelbHOI MPOrpaMMoi, B TOM YHCIIE€ TPYNIOBBIX U
WHAMBUAYAJIbHBIX KOHCYJIbTAllMM, TEKYILEro KOHTPOJISI U NPOMEKYTOUHOM aTTECTAllUU, a TaKkKe
MOMEILEHUSI JJII  CaMOCTOSITENIbHOM  paboThl, MacTepckue U  Jaboparopuu, OCHAILECHHbIE
000OpyIOBaHUEM, TEXHHYECKMMHU CpPEACTBaMH OOY4YeHHs U MaTepHajaMy, YYUTHIBAIOIIUMHU
TpeOOBaHUS MEXKTyHAPOIHBIX CTAaHIAPTOB.

3aHATHSA JIEKIIHOHHOTO THNA. YueOHble ayAuTOpPUU JUIsl 3aHATUH JIEKIIMOHHOTO THIA
YKOMIUIEKTOBAaHBI MEOENIBIO U TEXHUYECKUMHU CPEICTBAMH 00YUEHUS, CITYKALTUMH ISl IPEACTaBICHHUS
yueOHoli nH(popManuu (CTallMOHAPHBIE WK TIEPEHOCHbBIE HAOOPHI IEMOHCTPALIMOHHOTO 000PyI0BaHUs
(IpoeKTop, 3KpaH, KOMITBIOTEP/HOYTOYK), Y4eOHO-HarjsiiHble MOocoOMs (Ipe3eHTAlMd IO TeMaM
JeKIui), o0ecreunBaie TeMaTHYeCKHe WILTIOCTPAllMM, COOTBETCTBYIOUIME JAHHON MporpaMme
JVCLIATUTAHBL.

3anaTusa ceMuMHApckoro Tuma. /[ mpoBeneHUs NPAKTUYECKUX 3aHATHI HUCHOIb3yeTcs
yueOHasi ayauTOpHs, YKOMIUICKTOBaHHAsh MeEOENbl0 W TEXHUYECKHMMHU CPEICTBAMH OOYy4YCHHS,
CIIy)KaIllMMU ISl TIpe/ICTaBiIeHus] yueOHOW uH(opmanuu (MepeHOCHON Habop AEeMOHCTPALMOHHOTO
obopyoBanus (TIPOSKTOP, 3KpaH, /HOYTOYK).

JlabopaTopubie padotbl. [lisa mpoBeneHus 1a00paTOPHBIX PAa0OT HUCHOJIB3yeTcs ydeOHas
aynutopusi  «Jlaboparopus  MHPOPMALMOHHBIX  TEXHOJIOTUH, MH(DOPMATUKM U  METOJOB
nporpammupoBanus (I'-413)», ocHaménnas ciaenyonmM obopynoBanreM: Kommbiotep Akcyc Intel
G530\iH61\GeForceGT430\4096 Mb DDR3\500Gb\LCD 22" - 14 mr., Komnsiotep B cOope iP2.0
LCD - I wr., mpuatep HP 1200 - 1 mT., MOOMIBHBIN 3KpaH mpoeKnuoHHbIH Draper Luma - 1 mir.,
MoOubHbI npoekTop Sanyo PLC, CereBoe oGopymoBanue D-Link DES-1024D, 24-nopToBbiii;
nokanbHas ceTb 100 M6 ¢ noctynom B MuTepuet 50 MO.

IIpome:xyToyHast arrecrauusa. {11 npoBeneHus NpOMEXyTodyHoW arrecrauuu no MJIK
HCIIOJIB3YIOTCSI KOMITBIOTEPHBIE KJIACCHI, OCHAIEHHBIE KOMIBIOTEPHON TEXHHKOW C BO3MOXHOCTHIO
HNoJKJItoueHus: K cetu MHTepHeT M obecrieueHuWeM JocTyna B 3JIEKTPOHHYIO HH(OPMAalMOHHO-
00pa30BaTeNbHYIO CpPey YHUBEPCUTETA W/WIIK ydeOHbIe ayJUTOPUH, YKOMIIJIEKTOBaHHbIE MEOENIbI0 U
TEXHUUYECKUMHU CPEICTBAMU O0yUECHHUSI.

CamocrosiTeibHasi pabora. IlomemeHuss Juisi CcaMOCTOSATENBHOM pabOThl  OCHAIIECHBI
KOMITBIOTEPHOM TEXHUKOH C BO3MOYKHOCTBIO IOAKIIOUEHHs K ceT «VIHTepHeT» M IOCTYNIOM K
AJIEKTPOHHOM  HMH(pOpPMAIMOHHO-00pa3oBaTeIbHOM  cpelne  yHHMBepcuTeTa. [l  opraHu3zanuu
CaMOCTOSITENIbHOM paboThl O0y4arOUIMXCA HMCHOIb3YIOTCS: KOMIIBIOTEPHBIE KJIACChl YHUBEPCHUTETA;
6ubnuoreka (Meauaszai), MMeEMOLIas MecTa s OOydyaroIIMXCs, OCHAIEHHbIE KOMIBIOTEpaMH C
JIOCTYTIOM K 6a3aM JaHHBIX U ceTH VIHTepHeT.

JJIeKTpPOHHasi HMH(OPMaNMOHHO-00pa3oBaTeqbHass cpeaa yHusBepcurera (QUOC).
Kaxnaplii oOywaromuiics B TEYEHHE BCEro Imepuoaa oO0ydeHHs oOecnedyeH WHIMBUIYaJIbHbIM
HEOI'PaHMYEHHBIM JOCTYIIOM K 3JIEKTPOHHOW MH(OpMAIIMOHHO-00pa30BaTeNbHON Cpejie YHUBEpCUTETa
(BUOC) http://sdo.tolgas.ru/ u3 000K TOUYKH, B KOTOPOM HMeEETCS AOCTYN K HH(POPMAIIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «/HTepHEeT», Kak Ha TEPPUTOPUN YHUBEPCUTETA, TaK U BHE €€.
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6. OCOBEHHOCTH OPI'AHMU3ALINN OBYYEHUA  JIA JIMIQ C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMHU 31I0POBbs 1 UHBAJINIOB

IIpu HeoOxomumocTH pabodas mporpaMma MOKET OBITh aJanTUpOBaHa A OOecHeueHHs
00pa30BaTENbHOTO MPOLIECCa MHBAINUJIOB U JIUL] ¢ OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU 370POBbsI, B TOM
yuciae Uil AUCTAaHIMOHHOrO oOyueHus. s sToro Tpedyercs 3asBIECHUE CTYIEHTa (ero 3aKOHHOTO
IIPEJICTABUTEIISA) U 3aKIIOYEHHE [ICUX0JI0r0-MeuKo-nenarornueckoit komuccuu (IIMIIK).

K npeameTHbIM pe3ynbTaTaM OCBOEHHS TUCIUILIMHBI JOTIOJIHUTEILHO OTHOCSATCS:

1) nns cnenbix, cIabOBUASIINX 00YYAIOIIUXCSL:

- ¢()OpMUPOBAHHOCTH HABBIKOB IIMCbMa Ha OpailIeBCKOM e4aTHONW MalllMHKE;

2) Ans TIyXUX, CI1a00CBIIIAIINX, TO3AHOOTJIOXIINX 00YyJatOIINXCs:

- c()OPMHPOBAHHOCTh U Pa3BUTHE OCHOBHBIX BHUJOB PEYEBOH JEATENbHOCTH OOy4yaroluxcs -
CIIyXO3pUTEJIBHOTO BOCHpPUATUS (C HCIOJB30BAaHUEM CIYXOBBIX anmapaToB M (WIHM) KOXJIEapHBIX
UMILUIAHTOB), FOBOPEHUS, YTEHUS, IUChMa;

3) 1 00y4aromuXcs ¢ pacCTPOUCTBAMH ayTUCTUYECKOTO CIIEKTPA:

-OBJIaJICHUE OCHOBHBIMM CTHJIMCTHYECKHMMH pECypcaMu JIEKCUKM M (hpa3eosioruu A3bIKa,
OCHOBHBIMM HOpMaMH JIMTEPATYPHOTO SI3bIKa, HOPMaMH PEUYEBOr0 3TUKETA; NMPUOOPETEHUE OMbITA MX
UCIIOJIb30BAaHUS B PEUEBON M aJbTEPHATUBHOW KOMMYHUKATUBHOW IMPAKTUKE MPH CO3JaHUU YCTHBIX,
IUCbMEHHBIX, AIbTEPHATUBHBIX BbICKA3bIBAaHUI; CTPEMJICHUE K BO3MOKHOCTH BBIPA3UTh COOCTBEHHBIE
MBICJIM U UyBCTBa, 0003HAYUTh COOCTBEHHYIO MO3UIIMIO.

B cinyuyae HeoOXxoauMocCTH, 00yJaroIMMCs U3 YMCIIA JUL C OIPAaHUYEHHBIMU BO3MOKHOCTSIMHU
310poBbs (1O 3asBIeHHIO OOyyarolierocs) a JUisi HHBAIKWIOB TakKKe€ B COOTBETCTBUU C
WH/IMBUIYaJILHOW MTPOrpaMMOil peaObuINTaluy HHBAJINIA, MOTYT MPEAJIaraThCsl CISIYIOIUE BapUAHTHI
BOCIIPHATHS yueOHOM MH(OPMAIMK ¢ y4€TOM UX WHAMBHUIYAIbHBIX NCUXO(PU3MUECKUX OCOOCHHOCTE,
B TOM YHCJIE€ C IPUMEHEHUEM 3JIEKTPOHHOI0 O0YUYEHUS U JUCTAHIIMOHHBIX TEXHOJIOTUI:

- JUId JIML C HapyLIEHWsIMM 3pEHMs: B NeYaTHOM (GopMme yBelaMueHHbIM WpudToM; B dopme
AIIEKTPOHHOTO IOKYMEHTa; B opme ayauodaiina (nmepeBos yueOHbIX MaTepuaioB B ayaunodopmar); B
neyaTHoOM Qopme Ha sA3blke bpaing; HWHIMBUAYalbHbIE KOHCYJIBTALlMM C  IPHUBJICYEHUEM
TU(dI0CYpIOTIEPEBOIUNKA; HHANBUAYAIbHbIE 33JaHUSI U KOHCYJIbTaI[1H.

- JJI JUI] ¢ HapyLIEHUsMM cllyxa: B meyaTHOH (opme; B (opMe 3JIEKTPOHHOIO JTIOKYMEHTA;
BUJEOMaTepHanbl €  CyOTHTpaMHu;  HMHAWBHUIYyaJbHbIE  KOHCYJIbTallMM C  MPUBJICYEHHUEM
CYpJIOTIepEBOUNKA; UHANBUYAIbHBIE 3aJJaHNUS U KOHCYJIbTALIUH.

- JUId JIMIl C HapyUIEHUsIMH ONOPHO-JBUTATEIbHOIO ammapara: B IeyaTHoH ¢opme; B (popme
3JIEKTPOHHOI'0 IOKyMEHTa; B (hopMe ayanodaiina; MHIUBUya bHbIC 3a]JaHUS U KOHCYJIbTAlUH.
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7. OOEHOYHBIE MATEPHAJIbI (®POHA OLEHOYHBIX CPEIACTB) JJIA
TEKYIEI'O KOHTPOJIA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

7.1. TunoBble KOHTPOJIbHbIE 32IAHUSI UJIH MHbIE MATEPHUAJIbI, HE00X0AMMBbIE /1JI51 OLEHKH
3HAHWI, YMEHHM i, HABBIKOB M (WJIH) ONBITA B X0/l€e TEKYILIEro KOHTPOJIS yCIIeBA€MOCTH

7.1.1. TunoBble 3aJaHUsI K MPAKTUYECKHM (CEMUHAPCKUM) 3aHATHIIM

IIpakTnueckas paGora Ne 1. Hacrpoiika JIOKaJbHOH CceTH € MCHOJIb30BaHHEM
MapLIpyTH3aTopa U KoMMmyTaTopa. Llenbio paboTel sBIseTcs co3/laBaTh U HacTpauBaTb 0a30BYIO
JIOKQJIBHYIO CETh, NCIIOJIb3YSl MapIIPYTU3aTOP U KOMMYTAaTOpP.

IpakTnuyeckas padora Ne 2. Kondurypauuss DHCP-cepBepa. Llensio paGoTbl siBiseTcs
3HakOMCTBO ¢ mnpuHuunamu pabdorsl DHCP-cepBepa M HayuuThCsl €ro HacTpauBaTh JJIs
aBTOMaTUYEeCKOM pasfgauu IP-agpecoB ycTpoiicTBaM B JIOKaJIbHOM CETH.

IIpakTuyeckasi padora Ne 3. Coznanue u ynpapienue VLAN. Ilenpo paGoTel sBisieTCS
U3y4eHHE NPUHIUIOB paboThl BHUPTYyanbHbIX JoKanbHBIX ceTeid (VLAN) m ux HacTpoiiky Ha
KOMMYTaTope.

IIpakTnueckas padora Ne 4. Co3nanune 00JIa4HOI0 XPaHUJIMIIA JI1 COBMECTHOH padoThl.
Ilenpto paboOTHl SBISETCS HAYYUTHCS HCHOJIB30BATh OOJIAUHbIE TEXHOJIOIMU JUISL CO3JaHHMS U
yIpaBJIeHUS] COBMECTHBIM XPAHWIUIIEM JaHHbBIX.

7.1.2. TunoBble 3a1aHNUSA J1JIs1 JTA00OPATOPHBIX padoT

JlabopaTtopnass paGora Ne 1. MoOHHMTOPHHI W aHaJu3 cereBoro Tpaduka ¢
ucnosb3osanneM Wireshark. [lenbio paboThl siBisieTcs OCBOEHUE METO/IPB MOHUTOPUHIA U aHAJIN3a
ceTeBoro Tpaduka ¢ nmomoripo Wireshark.

JlabopaTtopnasi paGora Ne 2. Hacrpoiika mexcereBoro 3kpana (¢aiipsosa). llensio
paboThl ABISETCS O3HAKOMJICHHE CTYJIEHTOB C MPUHLIUIAMHU PAOOTHI MEXKCETEBBIX SKPAaHOB M HX
HaCTPOMKOM /IS 3aIUTHI CETH.

JlabopaTopHasi padora Ne 3. Hacrpoiika u ynpaJjieHue cereBbIiM xpanujauieMm (NAS).
[lenbto paboThl sBIsIETCS OOy4YeHHE CTYIEHTOB HACTpauBaThb WU YIPABIATh CETEBBIM XpPaHWIUIIEM
naHHbIX (NAS) 1711 COBMECTHOTO JOCTYyTA K (haimam.

JlabopaTtopnasi padora Ne 4. IlpoBeneHue TeCTUPOBAHUSI NMPOU3BOAUTEIBLHOCTH CETH.
[lenpto paboTHl sBISETCA M3yYEHHE METOJOB TECTUPOBAHMUS MPOM3BOJUTEIBHOCTH CETH C
MCIIOJIb30BaHUEM PA3JIMYHBIX UHCTPYMEHTOB (Harpumep, iPerf).

7.2. TunoBble KOHTPOJIbHBIE 321aHUS WJIM UHbIE MAaTePHAJIbI, HEOOX0AMMBbIe VISl OLleHKH
3HAHUI, YMEHN, HABBIKOB M (MJIH) ONBITA B X0/1¢ IPOMEKYTOYHOM aTTeCTaluu

dopma mpoBeAEeHUS MPOMEXKYTOUHOW aTTeCTallMM MO JUCLMILIMHE: KOHTpoJibHas pabota (4
cemectp) auddepeHupoBaHHbIN 3aueT (5 cemecTp) (10 pe3ysbTaTaM HAKOMUTEILHOTO PEHTHHTA WU
B (hopMe KOMIIBIOTEPHOTO TECTUPOBAHMS).

KoHTposb u onieHka pe3yabTaToB OCBOEHUS TUCIUILUIMHBI B 4aCTH C(hOPMHUPOBAHHOCTH OOLIMX
komreTeHmid 1 ux yvacteit (OK 01, OK 02) ocymiectBisercs mpemnojaBaTeiieM B XOJ€ TEKYIIEro
KOHTPOJISL YCIIEBAeMOCTH (B MPOIIECCE MPOBEACHUS MPAKTUYECCKUX 3aHSATHI, Ta00paTOPHBIX padoT).

B xome mnpoBeneHHs NPOMEKYTOUHOM aTTECTAllMM OCYLIECTBIISIETCS KOHTPOJIb M OLEHKa
Pe3yJIbTaTOB OCBOCHMSI MPOPECCUOHANBHBIX KOMIIETEHIUI U UX YacTeH.

Bonpocsl i1 NOATOTOBKH K MPOMEKYTOYHOH aTTEeCTALMU KOHTPOJIbHAas padoTa
(4 cemecTp)

KonTponpHast paboTa mpoBOIUTCS IS 3aKPEIUICHUS MTOJIyYeHHBIX 3HAHUH 1 HAllpaBJIeHa Ha
pacmmpenue, yriyojieHue U CHCTeMaTH3aIuio 3HaHUH, MoaydeHHbIX pu uzydenuu OI1.13
«KommproTepHbie cetu» odydarommmucs 1o crnennanbHocTu 09.02.01 «KoMnbploTepHbIE CHCTEMBI U
KOMIUIEKCBI», JUIsl IPOMEKYTOYHOM aTTeCTAIIHH.
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Coneprxanre KOHTPOJIBHOM pabOTHI COOTBETCTBYET TPEOOBAHMAM paboveil MporpaMMbl
TUCITUTLIMHBL U TpeOoBaHmsIM, n3nokeHHbIM B @PI'OC CIIO mo crienuaibHOCTH.

[enb KOHTPOJIBLHOM PabOTHI COCTOUT B YCTAHOBJICHUH YPOBHS MOJATOTOBKU CTYJEHTA K
BBINOJIHEHHUIO TPO(ECCHOHABHBIX 33/1a4 U COOTBETCTBHS €ro MoAroToBku TpedoBanmsiM GI'OC CI1O
no crneranbHocTH 09.02.01 «KommbroTepHbIe CHCTEMBI M KOMILIEKCh», KoHTponbpHas paboTa
COCTOUT M3 OTBETOB HA BOIIPOCHI OTKPBITOTO TUIIA IO TEMaM JIUCIHUILIUHBIL.

IIK 3.1 IIpoBoAUTH KOHTPOJIb MAPAMETPOB, TMATHOCTHKY U BOCCTAHOBJICHHE
padoTocnocoOHOCTH HU(PPOBHIX YCTPOMCTB KOMIIBIOTEPHBIX CHCTEM H KOMILJIEKCOB

1. YTto Takoe KOMIbIOTEPHAs CETh U KAKOBBI €€ OCHOBHBIE KOMIIOHEHTHI?

2. KakoBa posb TpPOTOKOJOB B KOMIBIOTEpHbIX ceTsax? IlpuBenure npumepsl
pacIpoCTPaHEHHBIX IPOTOKOJIOB.

3. Yto Takoe monens OSI, m kakue ypoBHHM oHa Bkitoyaer? KakoBa (yHKIMS KaXIOro U3
YpOBHE?

4. Yto Takoe IP-anpec, u xakue cymectBytor Bepcuu [P (IPv4 u IPv6)? KakoBbl HX OCHOBHBIE
oTiInuuA’?

5. Uto Takoe MapuipyTH3alus, 1 Kak OHa OCYIIECTBIISICTCS] B KOMITBIOTEPHBIX CETSIX?

6. KakoBa paszHuiia Mexnay JiokaiabHOW u rinodansHOi cetbto (LAN u WAN)? Ilpuseaute
IIPUMEPHI UCIIOJI30BAHUS KAXKIOW U3 HUX.

7. Uto takoe NAT (Network Address Translation), u kak OH HCHOJB3YyeTCSI B CETEBOU
uH(ppacTpyKType?

8. KakoBbl ocHOBHbIe (yHKIMH H ocobOeHHOcTH OecmpoBoanbix ceteit (Wi-Fi)? Kakue
cranaapTel Wi-Fi Bam n3BecTHBI?

9. Yto takoe VLAN (BupTyasbHas JOKaJIbHAS CETh), U KAKOBBI IPEUMYIIECTBA HCIIOJIb30BAHMS
VLAN B opranuzanuu?

10. KakoBbl OCHOBHBIE METOJbI U CpejcTBa oOecreyeHHus 0e30IacHOCTH B KOMITBIOTEPHBIX
ceTsix?

11. Yro Takoe '"meperpyska MapuipyTu3aropa"’, M KaKOBbl OCHOBHBIE IPU3HAKU OSTOU
npoosieMbI?

12. KakoBbl OTIMYMS MEXIy CTaTUYECKON M JUHAMUYECKON MapuipyTu3anueil, 1 B Kakux
CIIy4asiX 1e1eco00pa3HO UCIOIb30BATh KAXKAYIO U3 HUX?

13. Kak HacTpouTh MeXceTeBOi 3kpaH (¢ailpBoi1) Ul 3aLIUTHI JOKAJbHONW CETH OT BHELIHUX
yrpo3?

14. Yto Takoe DMZ (nemunuTapu3oBaHHas 30HA), M KakoBa €€ pOJb B IOCTPOCHUHU
0e30MacHOl CeTeBOM apXUTEKTYphl?

15. Kak ocymiecTBisieTcss pe3epBHpPOBAHUE CETEBBIX MyTeHl Ui TMOBBIIEHUS HAJEKHOCTU
CBS3U?

16. Kakue MeToasl ayTeHTH(UKALUU TOJIb30BATENIEH CYIIECTBYIOT Ul JOCTYNA K CETEBBIM
pecypcam?

17. Kak peanu3syercst ynpaBjieHUe T0CTYIIOM B CETH M KaKHe CPEACTBa JJIs 3TOT0 UCIOJIb3YIOT?

18. Kak nactpoutb VLAN Trunking Protocol (VTP) nns ynpasnenus VLAN Ha HeCKOJIbKHX
KOMMYyTaTopax?

19. Yro Takoe DHCP Snooping, 1 kak OH MOMOTaeT 3alllUTUTh CETh OT aTak?

20. KakoBbl OCHOBHBIE METOJbl JIMATHOCTUKU CETEBBIX NPOOJEM C HCIOJIB30BaHUEM
komaniHo cTpoku (CLI)?

Bomnpocsl 111 TOATOTOBKH K NPOMEKYTOYHOM aTTecTannu 11 depeHIUpOBaHHBIH 32a4eT
(5 cemecTp)

IIK 3.1 IIpoBoAUTH KOHTPOJIb NAPAMETPOB, THATHOCTHKY H BOCCTAHOBJIEHHE
padoTocnocoOHOCTH HU(PPOBHIX YCTPOMCTB KOMIIBIOTEPHBIX CHCTEM H KOMILJIEKCOB
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1. UTo Takoe mojap30BaTeIbCKUid HHTEP(ENC U KaKue ero OCHOBHBIE yieMeHThI? Kak oH BiuseT
Ha B3aMMO/IEHCTBHE NOJIb30BATENS C IPUIIOKEHNEM ?

2. Yto Takoe TEXHOJOTMH BUPTYyAIU3aluH1, U KaK OHU MPUMEHSIOTCS B cOBpeMeHHOM [T?

3. KakoBa ponb cucrem ymnpapineHus 6azamu ganabix (CYBJl) B opraHusanuu XpaHEHHUS H
ynpasiienus ganubiMu? HazoBute Heckosibko nonyisspasix CYB/I.

4. Yto Takoe KOMIIbIOTEPHAs CETh, U KaKUE CYLIECTBYIOT MOJIEIH €€ apXUTEKTYphl (Harpumep,
KIIMEHT-CEepBEPHAs U MUPUHTOBasT)?

5. Kakue ocHoBHbIe (opmaTbl (aiiJIoB CyHIECTBYIOT, U B 4Ye€M HX OTJIMYMA (HAIpHUMeEp,
TEKCTOBBIE, TpaduyecKue, ayauo, BUIeo)?

6. KakoBwl ipuHIMIIBEI paboThl MIHTEpHETA U €ro OCHOBHBIE MPOTOKOJbI (Hanpumep, TCP/IP,
HTTP, FTP)?

7. Uro Takoe MpOrpaMMHUpPOBAHHE, U KaKW€ OCHOBHBIC S3BIKM MPOrpaMMHUpPOBAHUS
UCTIONIB3YIOTCS TS pa3paOOTKU MPUIIOKESHUI?

8. KakoBsl 1maru, HeoOXoauMble Al pa3pabOTKU MPOrpaMMHOrO 00eCHedeHHUs, U YTO TaKoe
YKU3HEHHBIN IUKI pa3padorku [10?

9. Urto Takoe 00pabOTKa JaHHBIX U KaKOBBI OCHOBHBIE 3TAIlbI 3TOTO Mpoliecca’?

10. KakoBbl NpUHUMIIBI PabOThl TEXHOJOIMM MAIIMHHOIO OOY4YeHHS M HCKYCCTBEHHOI'O
WHTEJIJIEKTA, U KaK OHU MIPUMEHSIOTCS K aHATTU3Y TaHHBIX ?

11. Yro Takoe mporpaMMHUpOBaHUE U KAKUE S3BIKH [IPOrpaMMUpPOBaHUs Bbl 3HaeTe? B uem ux
OCHOBHBIE OTJINYUS?

12. KakoBsI 3Tamsl )KH3HEHHOTO ITUKJIA pa3padoTKu mporpaMMHoro odecneuenus (SDLC)?

13. Yro Takoe UCKYCCTBEHHBINM UHTEIJIEKT M KAKOBBI €M0 OCHOBHBIE 00JIACTH MPUMEHEHUS?

14. B yem pasHuLa MEXAy HEOOXOAMUMOCTBIO U JOCTaTOUYHOCTHbIO B KOHTEKCTE CHCTEMHOIO
aHanu3za’?

15. Yro Takoe KoMIIblOTEpHAs rpauka U KaKUe €€ OCHOBHBIE BUJIbI CYILIECTBYIOT?

16. Kakue mnpuHUOUIIBI pPabOTHl MHTEPHETa M KaKHe TEXHOJOTMH O0ecrneynBaroT ero
¢ynkunonuposanue (Hanpumep, DNS, HTTP, TCP/IP)?

17. Yto Takoe oOnauHble BBIYUCICHUS M KaKue MPEUMYIIECTBA OHU MPEIOCTABISIOT [
MOJIb30BaTENCH M OpraHu3aIuii?

18. KakoBa BaXHOCTh aJITOPUTMHUYECKOTO MBIIIJICHUS B pEIIEHWH 3a7ady U B
pPOrpaMMHUPOBAaHNN?

19. Uro Takoe mudpoBas MOANUCH M KaK OHa obOecreynBaeT 0e30MacHOCTb AIEKTPOHHBIX
JIOKYMEHTOB?

20. KakoBbl OCHOBHBIE CTPATE€rHM 3aLIUThI HH(OPMAIIMK OT HECAHKLIIMOHUPOBAHHOI'O A0CTyNa?



