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1. IEPEYEHb IIVIAHUPYEMBIX PE3YJIBTATOB OBYYEHHUA 110 MJK,
COOTHECEHHBIX C INIAHUPYEMbBIMH PE3YJIbTATAMUA OCBOEHUA
OBPA3OBATEJIbHOM ITPOT' PAMMBI

1.1. Hean ocBoenuss MJIK
I{enwto ocBoenuss M/IK siBisieTcst hopMupoBaHue y 0O0YHIAOITUXCS CICTYOITUX KOMIICTCHITHI:

Kon
HaumeHoBaHUe KOMIIETEHIINH
KOMIETeHIIHH
®opmupoBaTh TpeOOBaHUS K KOHOUTYPALIUHU JIOKATBHBIX KOMIIBIOTEPHBIX CETE
K 7.3 U cepBepHOro oOOpPYyIOBaHUS, HEOOXOAUMBIE I padoThl 0a3 JaHHBIX H
CepBEpOB

K 7.5 [IpoBomuTh ayautT cucTeM Oe30macHOCTH 0a3 JaHHBIX M CEPBEPOB C

) MCIIOJIH30BAHUEM PETIIAMEHTOB MO 3alIUTE HHPOPMAITUU

1.2. [lnanupyemble pe3yabTarsl ocBoeHust MIK
B pesynbrare ocBoenuss MJIK obyuaromuiics JOmKeH:

HMeThb NPAKTHYeCKUH ONbIT:

- B Y4aCTUHU B COa]MUHUCTPUPOBAHUN CEPBEPOB;

- B pa3paboTke noautuku 6e3omacHoctd SQL cepBepa, 6a3pl JaHHBIX U OTJEIBHBIX 00BEKTOB
0a3bl JaHHBIX;

- B TIpPUMEHEHUHU 3akoHojaarenbcTBa Poccuiickoit ®enepanuu B 00gacTH CepTUPHUKALNUU
MPOrPaMMHBIX CPEICTB UHGOPMAITMOHHBIX TEXHOIOTHIA;

yMeThb:

- IPOEKTUPOBATH U CO371aBaTh 0a3bl JAHHBIX;

- BBITIOJTHSATH 3aIIPOCHI 10 00paboTKe TaHHBIX Ha s3bike SQL;

- OCYIIECTBJISITh OCHOBHBIE (DYHKIIMH 110 3 IMUHUCTPUPOBAHHIO 0a3 JaHHBIX;

- pa3pabaTeiBaTh TOJUTUKY Oe3omacHoct SQL cepBepa, 0a3bl JaHHBIX W OTAEIBHBIX
00BEKTOB 0a3bl TAHHEIX;

- BJIQJIETh TEXHOJIOTHSMHU TPOBEICHUS CepTU(HUKAIIMN TPOTPAMMHOTO CPE/ICTBA,

3HATh:

- MOJIEJIM JaHHBIX, OCHOBHBIE ONEPALIUU U OTPAHUYCHHUS;

TEXHOJIOTHIO YCTAHOBKM M HACTPOWKH cepBepa 0a3 JaHHBIX;

TpeGoBaHus K 6€30MaCHOCTH cepBepa 0a3bl JaHHBIX;

- TOCYIapCTBEHHBIE CTaHAAPTHI U TPEOOBAHMUS K OOCITYKUBAHUIO 0a3 JaHHBIX.

1.3. Mecto MJ/IK B cTpyKTYype 00pa3oBaTe/ibHOI MPOrpaMMbl

MexnucuuniuHapHelid kypc «CepTudukanus HHQOPMALMOHHBIX CHUCTEM» OTHOCHUTCS K
npodecCHOHATLHOMY IIUKITY OCHOBHOM MpodeccroHabHOW 00pa30BaTeIbHONM MPOTrpPaMMBI.



2. CTPYKTYPA U COJAEPKAHUE M/IK
2.1. O6bém MK u BuabI YueOHOMH padoThI

O6mas Tpynoémkocts MJIK cocraBmsier 72 waca. Ux pacnpeneneHue mo Buaam paboT
NPECTaBICHO B TaOIUIIE:

Buabl yueOHbIX 3aHATHH U Pa00THI 00yYAKO M XCS TpynoemMkocTh, 4ac
O6mas tpynoemkoctb MK 72
O0bem paGorsl  oOydarmuxcss BO  B3aUMOJEHCTBHH C 40
npenojaBaresieM 0 BUIAaM y4eOHbIX 3aHATHH (BCero), B T.4.:
JICKIIMH 20
nabopaTopHbIE PaOOTHI 18
CamocrosiTeibHas padora 32
KoHTpoJib (4ackl HA KOHTPOJILHYI0 padoTy) 2
KoHncyabTanus nepea 3Kk3aMeHOM -
IIpomexyTOUHASI ATTECTALMSA KontpoabHas padora




2.2. Copep:xxanue M/IK, cTpyKkTypupoBaHHOe 110 TeMaM

Koapl
KOMIETEH I,
(popmupoBannio
KOTOPBIX
crnocodcTByeT
3J1€eMeHT
NPOrpaMMmbl

HaumeHnoBaHue pa3aejioB, TeM

Bujbl yue6Hol padoThI

Pabora BoO

B3aNMOJEHCTBHH C

npemnogaBaTejIeM

Jleknum, yac
JlabopaTopHble
padoTel, yac
IIpakTnyeckue

3aHATH, YaC

CamocrosiTeJbHast

padora, yac

DopMBI
TeKYyUIIero
KOHTPOJIS

(HAaUMEeHOBAHU
€ OLIeHOYHOI0
CpeACTBA)

K 7.3, IIK 7.5

Tema 1. 3ammra M COXpPaHHOCTH
HH(popManum 06a3 TaHHBIX.

- 3amuTa nabopMar 06a3 TaHHBIX

- Nudopmarmonnas 06e30MmacHOCTs 0a3
TAHHBIX

- MeTtozp! 3amuTH HHGOPMALTUH

- ITonuTHka 6e3o0nacHOCTH

PesepBHOE KONMpOBaHUE

- Boccranosnenne nadopmanun

- MOHI/ITOpI/IHF AKTHBHOCTHU u
OJIOKUPOBaHUE

- ABTOMaTH3UpPOBaHHbIE
ayauTa

cpencTaa
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Jlaboparoprast pabora Ne 1. Omenxka
YCTOWYMBOCTH CHCTEM ayTEeHTU(PHKAIIN
U UppPOBaHUs TaHHBIX B 0a3e TaHHBIX.
JlaGoparopHas padora Ne 2. M3ydenue
METOJIOB 3aIlllMTHl JaHHBIX B 0aze
JAHHBIX c UCIIOJIb30BaHUEM
mHU(POBaNTBbHBIX TEXHUK.

Jlaboparopras pabota Ne 3.
[Tpumenenue anmaparHbIX "
MPOTPAaMMHBIX  CPEJICTB JJISl  3allUThI
JIAHHBIX B 0a3e JaHHBIX.

CamocrosiTenpHass paboTa: MOATOTOBKA
K Ja0opaTopHbIM paboTaM, IOWCK
Marepuasa mo TeMe.

16

Koncnextupos
aHue
JIEKIIMOHHOTO
MaTepuana
Otuer o
J1a00paTOPHEI
M pabotam

K 7.3, IIK 7.5

Tema 2. Cepruduxanus
HHGOPMALMOHHBIX CHCTEM.

- YpoBHM  KauecTBa  IPOrpaMMHOMH
MPOIYKIINU

- Cucrembl cepTudUKAIH

- Ceprudukar paspaboruuka. IIporecc
MIOATIMCH 1 TTPOBEPKH KOJa
- SSL-ceprudukar:
¢opmupoBaHue  3ampoca,
JAHHBIX C TIOMOILBIO CEPBHCOB
- CepruduxaTsl 6€301aCHOCTH

coJiep>KaHue,
MpoBepKa
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JlaGopatopHast padora Ne 4. OueHka U
HacTpoiika  Oe3omacHocTH — OOMeHa
JTAHHBIMU c UCTIOJIb30BAHUEM
cepTrdHKaTOB

Jlabopatopnast pabora Ne 5. IIpoBepka
[EJIOCTHOCTH  (alijioB ¢  MOMOIIIBIO
cepTH(hUKAITUOHHBIX "
KpUNTOrpadhuIecKux HHCTPYMEHTOB
JlaGoparoprass pabdora Ne 6. 3ammra
0eCTIPOBOIHBIX COCTUHCHHIA c
WCTIOJIb30BaHNEM CepTH(HKATOB

Koncnexktupos
aHue
JIEKIIMOHHOTO
MaTepuana
Otuer no
71abOPaTOPHEI
M paboTam




Koanr Bujnbl yue6Hol padoThI
KOMIETEH N, PaGora BO
¢opMupoBannio B3aMMO/IEHCTBHH C = @
KOTOPBIX npenoaaBaTeaeM 2 o OpMbI
CIocodCTBYeT o 2 s Texyinero
o Sol 80| &7 KOHTPOJISt
3JIEMEHT HaumeHoBaHue pa3iesoB, TeM e 2 2 g = E g
= = = g = (HAUMEHOBAHHU
NMPOrpaMMblI “ s = .| o
= = z = Qe € OLIEHOYHOI0
=]
= O~ == - cpeacraa)
% oS 2 = =
= | S8 2§ | ©
= =
0e3omacHOCTH
CamocrosiTenbHas paboTa: TOArOTOBKA
K JabopaTopHbiM paboTaMm, IOHCK 16
MaTepHalia o TeMe.
HUTOIrOo | 20 18 - 32

[Tpumeuanue: -/- 00beM 4aCOB COOTBETCTBEHHO JJISl OYHOM, OUHO-3204HOM (hOpM 00yUeHHUs
2.3. ®opMBbI U KPUTEPUH TEKYHIEro KOHTPOJISI yCIeBaeMOCTH (TE€XHOJIOTHYEeCKasi KapTa
JJISl CTYIeHTOB 04HOI ()OpMBbI 00y4YeHM 1)

®opMBbI TEKYLIEr0 KOHTPOJIsSt KoummuecrBo Koanvecrso Maxkc. BO3M.
KOHTPOJIbHBIX 0aJ10B 3a 1 KO0JI-BO 0a/1710B
TOYeK KOHTP. TOUYKY
KoHcniekTupoBaHue JIEKIIMOHHOTO MaTeprasa 7 4 28
Otuer 1o 1ab0paTopHbIM paboTaM 6 12 72
Hroro mo MJIK | 100 6asioB
2.4. lllkana ouenku pe3yabtatoB ocsoennss M/IK, chpopmMupoBanHoCTH pe3ysibTaTOB
00yueHust
®opma YcaoBus IIxajbl OleHKH YPOBHS
NPOBeieHUs! J0IyCKa copMUPOBAHHOCTH Pe3y/1bTATOB IIxana oueHku ypoBHs ocBoenuss MK
TPOMEKY TOYHOI o0y4eHust
arTecTaluu YpoBHeBas ikaia 100 GampHast 100 5-0amibHas nenuddhepex
OLICHKHU nikana, % OanmpHas HIKaJa, LIUPOBAaHHAs
KOMIIETCHIIUI IIKana, OIICHKA
% nuddhepeHImpo
BaHHas
olleHKa/0asu1
KonTponbuas JIOITyCKaTC JIONIOPOTOBBIN Huxe 61 Huxe 61 | «HEyIOBIETBOP HE 3a4TE€HO
pabora (o 1 BCE UTENBHO» / 2
HaKOITUTEILHOMY CTYACHTHI TTOPOTOBEIH 61-85,9 61-69,9 | «ymoBmeTBOpHT 3a4TEHO
PEUTHHTY WU enpHO» / 3
KOMIBIOTEPHOE 70-85,9 «xopomioy / 4 3a4TEHO
TECTHPOBaHUE) MOBBIIIEHHBIA 86-100 86-100 «OTIAYHO» / 5 3a4TEHO




3. METOAUYECKHUE YKA3AHUA JJISA OBYYAIOIIUXCS 11O OCBOEHUIO MK

3.1. O0mue MeToauyecKkHe pexoMenaanuu mno ocBoeHnw MJIK, oOpa3oBartejibHbIE
TeXHOJIOTUH

MJIK peanusyeTcsi TOCPEACTBOM MPOBEACHUS KOHTAKTHOW paboThl ¢ 0O0yYarolmuMHCs
(BKJIIOYAs TPOBEJICHHUE TEKYILETO KOHTPOJISI YCIIEBAEMOCTH ), CAMOCTOSITEIHHON pabOThl 00yUYarOIUXCsI
Y IIPOMEKYTOUHOM aTTECTAIUH.

KonraktHass pabora MOXeT OBITh ayAMTOPHOM, BHEAYJUTOPHOH, a TaKkKe NPOBOIUTHCS B
3JICKTPOHHOM HMH(pOPMAIIMOHHO-00pazoBarenbHOl cpene yHuBepcutera (nanee - SMOC). B cioydae
MPOBEICHMS YacTH KOHTakTHOU padoTel o MJIK B DMOC (B COOTBETCTBUHU C paclUCaHUEM YYCOHBIX
3aHATHUI), TPYJOEMKOCTbh KOHTaKTHOH pabora B DUOC 3KkBUBasIiCeHTHA ayAUTOPHOM paboTe.

[Ipu npoBenennn ydeOHbIX 3aHsATHA 10 MJIK oOecrieunBaercs pa3BUTHE Y OOyYaronIuXxcs
HaBBIKOB KOMaHJHOW palOOTbhl, MEXJINYHOCTHON KOMMYHMKALIUW, TPUHATHS PEIICHUH, JTUAEPCKUX
KayecTB (BKJIIOYas MPOBEICHUE HMHTEPAKTUBHBIX JICKIMH, TPYNIOBBIX AUCKYCCHUH, POJIEBBIX WP,
TPCHUHIOB, aHAJIN3 CHUTyalliii W MMUTAIMOHHBIX Mojenel, mpemongaBanue MJIK B ¢opme kypca,
COCTaBJICHHOT'O Ha OCHOBE PE€3yJIbTAaTOB HAYYHBIX MCCIECIOBAaHUMN, TPOBOJUMBIX YHUBEPCUTETOM, B TOM
YHCJIE C YYETOM PETrHOHAJIbHBIX OCOOEHHOCTEH MpO(eCCHOHANbHON JESTEIIbHOCTH BBITYCKHUKOB U
noTpeOHOCTEel paboTomareneit).

[IpenogaBanne MJIK Benercss ¢ mNpuMEHEHHEM CIEIYIOIIMX BHJIOB 00pa30BaTENIbHbBIX
TEXHOJIOTHM:

- 0aNILHO-PEUMUH208As MEXHOI02USL OYEHUBAHUS,

- 91eKMpoHHOe 00yyeHue;

- PenpoOYKmMuGHble MexHoI02UL;

- MeXHOI02UU PA36UBAIOULe20 00VUeHUs.,

- NPAKMUKO-0PUEHMUPOBAHHbLE MEXHONO0SUU.

Jl1ig oueHKH 3HAHU, YMEHUH, HABBIKOB U YPOBHS chopMupoBaHHOCTH KoMmmeTeHIu no MK
IpPUMEHSIETC OaJlJIbHO-PEUTUHIOBasi CHUCTEMa KOHTPOJISI U OLICHKM YCIIEBA€MOCTH CTYJIEHTOB. B
OCHOBY O0aJUIbHO-PEHTHUHTOBON CHCTEMBI TOJIOKEHBI TMPUHIUIBI, B COOTBETCTBUU C KOTOPHIMH
(dbopMUpOBaHHE PEUTHHra CTYJEHTAa OCYLIECTBISIETCS B XOAE TEKYLIEro KOHTPOJISI YCIEBAaEMOCTH.
MakcumanbHoe KoauuecTBo 6amo B cemectpe — 100.

[lo wutoram Tekyuieil ycreBaeMOCTH CTYAEHTY MOXET OBbITh BBICTaBJIIEHA OILIEHKAa II0
IPOMEXYTOUYHOU aTTecTallud B COOTBETCTBMM 3a HaOpaHHBIMU 3a ceMecTp Oamnamu. CTyneHTaM,
HaOpaBUIMM B XOJ€ TEKyIlero KoHTpois ycmeBaemoctu nmo MJK or 61 nmo 100 6amioB u
BBIMOJIHUBIIMM BCE 00s3aTelbHbIC BUABI 3aIUIAHUPOBAHHBIX YUEOHBIX 3aHATHHA, MO PpEIICHUIO
npenogaBarenss 0e3 MPOXOXKAEHUS NPOMEXKYTOYHOM aTTecTallMiM BBICTABISETCS OLEHKAa B
COOTBETCTBHUH CO IIKAJION OLEHKH pe3yabTaToB ocBoeHnsa M/IK.

Pesyabrar 00ydyeHuss cuuraercs cGOpPMHPOBAHHBIM (MOBBILIEHHbIH YPOBEHb), €CIHU
TEOPETUYECKOE COJIEep’KaHHE Kypca OCBOEHO IOJHOCTBIO; MPU YCTHBIX COOECEIOBAaHUSX CTYAEHT
MCYEpIBIBAIOIE, IOCIEI0BAaTENbHO, YETKO M JIOTMYECKH CTPOWHO M3/1araer ydeOHBI MaTepual;
CBOOOJTHO CHpaBJsIeTCs C 3ajladyaMHd, BONpPOCAMHU M JPYTMMH BHJAMHU 3a/laHuil, TpeOyrommx
NPUMEHEHUs 3HAHUM, UCHOJb3yeT B OTBETE MOMOJIHUTEIbHBIA MaTepual; BCe MPEAyCMOTPEHHbBIE
paboueil yueOHONH mpOrpaMMoi 3aJaHUs BBIIOJHEHBI B COOTBETCTBHUM C YCTaHOBJIEHHBIMU
TpeOOBaHUSIMU, CTYAEHT CHOCOOEH AaHaJU3UpOBATh IOJYYEHHBIE PE3YJIbTaThl; IPOSIBIISIET
CaMOCTOSITENIbHOCTh TIPU BBIMOJIHEHUH 3a/I1aHUH, KAYeCTBO MX BBIMOJIHEHUS OLIEHEHO YHCIOM 0aJlioB
or 86 g0 100, 9TO COOTBETCTBYET IMOBBIIIEHHOMY YPOBHIO C(HOPMUPOBAHHOCTH PE3YIbTATOB
o0yueHusl.

Pesyabrar o00yueHuss cuyuraercsi cGOpMHPOBAHHBIM (IIOPOrOBBIii YPOBEHBb), €CIU
TEOPETUYECKOE COJIEpP’KaHHE Kypca OCBOEHO TOJHOCTBIO; MPU YCTHBIX COOECEIOBAaHUSX CTYAEHT
MOCJIEI0BATENbHO, YETKO W JIOTUYECKHM CTPOWHO H3JaraeT y4eOHbI Marepual; CHpaBisieTcss ¢
3aJayaMy, BONpPOCAaMH W JIPYTMMH BHJAMHM 3aJaHui, TpeOYIOUIMX TNPUMEHEHUs 3HaHUM; Bce
MpeayCMOTpEeHHBIE pabodeil y4eOHOW mporpaMMoOil 3aJaHHUsl BBIMOJHEHBI B COOTBETCTBHU C
YCTQHOBJICHHBIMH TPEOOBAHUSAMH, CTYICHT CIOCOOEH aHAJIM3UPOBATH IOJYYEHHBIE Ppe3YIbTaThl;
MPOSIBIISIET CAaMOCTOSITENIbHOCTh TPU BBHIMOJHEHUM 3a/aHUN, KayeCTBO WX BBIMOJIHEHHUS OLEHEHO
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guciaoM OammoB oT 61 g0 85,9, 94TO COOTBETCTBYET MOPOTOBOMY YPOBHIO C(OPMHPOBAHHOCTH
pe3yIbTaTOB OOYUCHHSI.

PesynbraT 00yueHHMsi cunTaercsi Hec)OPMHMPOBAHHBIM, €CJIU CTYIEHT MPU BBINOJHEHUH
3aJaHUii HE JEMOHCTPUPYET 3HAaHUI y4eOHOTO Marepuana, JOIMYCKaeT OIIMOKH, HEYBEPEHHO, C
OONBIIMMU 3aTPyJHEHUSMHU BBINOJHSACT 3aJaHUSA, HE JIEMOHCTPUPYET HEOOXOIUMBIX YMEHHUH,
KaueCTBO BBITIOJHEHHBIX 3aJaHW HE COOTBETCTBYET YCTAHOBJICHHBIM TpPEOOBAHMSIM, KaueCTBO WX
BBITNIOJTHEHUSI OLEHEHO YHCIIOM 0alljIoB HUKE 61, 4TO COOTBETCTBYET JOMOPOIOBOMY YPOBHIO.

3.2. MeToanueckue yKazaHusi 0 CAMOCTOATEIbHOM padoTe 00ydyaronuxcsi

CamocrodrenbHas paboTa 00ecreunBaeT MOAr0TOBKY 00y4aroIerocs K ay AMTOPHBIM 3aHATHIM
U MEPOIPHUATHUAM TEKYIIEro KOHTPOJII M IIPOMEXYTOYHOM arrecrauuu 1o wusydaeMomy MJIK.
Pe3ynbpTarhl 3TOI NOArOTOBKU MPOSBISIOTCS B aKTUBHOCTH 00YYArOIErocsl Ha 3aHATUSAX U B Ka4eCTBE
BBINOJIHEHHBIX MTPAKTUYECKUX 3aIaHUH U APYTHX (POPM TEKYIIETO KOHTPOJIS.

[Ipy BbIMONIHEHUM 3aJaHUH JJI1 CAMOCTOSITENIBHOW pPAabOThl PEKOMEHAYeTCs MpopadboTKa
MaTepHaJIOB JICKIUN 10 KaXKI0M MPONJIECHHON TeMe, a TaK)Ke U3y4YEHUE PEKOMEHIYEMOH JINTEepaTyphl,
npeacrabiieHHON B Pa3nerne 4.

B nporuecce camocrositenbHON padoTel npu uzydennn MJIK cTyneHTsl MOryT UCHOIb30BaTh B
CHELMATU3UPOBAHHBIX ayAUTOPUAX JIJIsl CAMOCTOSTEIbHON pabOThl KOMIIBIOTEPHI, 00ECIEeUnBaIOIIEMY
JOCTYI K IpOorpaMMHOMY oOecrieueHuto, Heooxonumomy ais usydenuss MJIK, a takxe nocryn yepes
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHYIO ceTb «lHTepHEeT» K 3JeKTpPOHHOH MH(OPMAIIOHHO-
obpa3zoBatenbHOi cpene yauBepcurera (QMOC) u anekTporHoi oubmuoreunoii cucreme (ObC), rne B
3JIEKTPOHHOM BHJI€ pacrojiaratorcs ydeOHble M y4eOHO-METOIUYECKUEe MaTepualbl, KOTOPble MOTYT
OBITH MCIIOJIBL30BAHBI JUISI CAMOCTOSTEIHOM paboThl pu n3yueHun M/IK.

Jns oOyuaromuxcst 1O 3a04HOM ¢opme 00y4deHHs caMoCTosITelIbHas paboTa sBISETCS
OCHOBHBIM BHJIOM Y4€OHOM /1€TEIbHOCTH.
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4. YYEBHO-METOJUYECKOE 1 UTH®OOPMALIMOHHOE OBECIIEYEHUE MK

4.1. IlepeyeHb OCHOBHOM M JONMOJHHUTEJIbHOUH Y4yeOHOU JUTEPATypPbl, HEOOXOAUMOM IJIs1
ocBoenust M/IK

OcHoBHas IuTEpaTypa:

1. I'Bo3nesa, T. B. [IpoexktupoBanue nHbopManroHHbIX cucTeM. CTaHgapTu3amnus : y4eo.
nocobue / T. B. 'BozneBa, b. A. bamnon. - U3a. 2-e, crep. - Jlokyment Reader. - Cankr-IlerepOypr [u
ap.] : Jlanme, 2021. - 250 c. - (YueOnuku ansa By3oB. CrnenuanpHas jguteparypa). - [Ipun. - URL:
https://reader.lanbook.com/book/169810 (mara o6pamienus: 21.03.2023). - Pexxum pocryma: st
aBTOpH3. nmosb3oBareneit. - ISBN 978-5-8114-7963-4. - TekcT : 31eKTpOHHBII.

2. I'BozneBa, B. A. OCHOBBI TOCTPOEHHSI aBTOMATH3UPOBAHHBIX HH(OPMAIIMOHHBIX
CUCTeM : y4el. JUIsl CTYZICHTOB o0pa3oBaT. yupexaeHuil cpen. npod. odpazosanus / B. A. 'Bo3zesa,
N. 0. JlaBpentneBa. - JlokymeHnT read. - Mocksa : ®OPYM [u np.], 2022. - 318 c. - (Cpennee
npodeccronaibHoe oOpazoBanue). - [Ipui. - [moccapwuit. - URL: https://znanium.com/read?id=392695
(mara obparenus: 13.03.2024). - Pexxum jgoctymna: aias aBTopu3. mosb3oBaresneil. - ISBN 978-5-8199-
0705-4. - 978-5-16-105987-6. - TekcT : 2NEKTPOHHBII.

JlonoJiHUTe/IbHASA JINTEepaTypa:

4.2. IIpodeccuonanbublie 0a3bl JaAHHBIX, HH(POPMANMOHHO-CIIPABOYHBbIE CHUCTEMBbI,
HHTEPHET-pecypchl

1. eLIBRARY.RU : nayunas snextponHas 6ubnanoreka : caiit. — Mocksa, 2000 - . — URL

https://elibrary.ru (mara oOpamenus: 03.12.2021). — Pexum pgoctyma: Juisi  3aperucTpup.

noJjb3oBareneid. — TeKCT: AeKTPOHHBIH.

2. Ennnoe oxHo goctyma K oOpa3oBarenbHbIM pecypcam :  cait. - URL
http://window.edu.ru/ (mara obpamenus: 03.12.2021). - TeKCT : SJIEKTPOHHBIM.

3. VYHuBepcuterckas wuHpopmanuoHHas cucrema POCCHUS :  cair. - URL
http://uisrussia.msu.ru (zara oopamenus: 03.12.2021). - TekcT : 3AEKTPOHHBIA.

4, ®denepanbHas Ciryx0a ToCyAapCTBEHHOM CTaTUCTUKH : calT. - Mocksa, 1999 - . - URL:
http://www.gks.ru/ (mata obpamenus: 03.12.2021). - TeKCT: 3IEKTPOHHBIH.

S, OnekTpoHHas 6ubnuoreyHas cucrema I1oBOMKCKOro rocy1apcTBEHHOIO YHUBEPCUTETA

cepeuca : caidt / ®I'BOY BO «IIBI'YC». — Tombsartu, 2010 - . - URL : http://elib.tolgas.ru (mara
obpamenus 03.12.2021). - Pexxum goctyma: 1jist aBTOpU3. MOJAb30BaTeNel. - TEKCT : 2JIeKTPOHHBIH.

6. DNeKTpOHHO-0MOMHOTeYHast cuctema Znanium.com : caiitr / OOO "3HAHUYM". —
Mockasa, 2011 - . — URL : https://znanium.com/ (nata oopamenwust 03.12.2021). - Pesxum goctyma: st
aBTOPU3. NOJIB30BATEINIEH. - TEKCT : AIEKTPOHHBIN.

1. OnexkTpoHHO-OMbOnnoreuHas cucrema Jlanp : caiit / OOO "OBC JIAHbB". - Mockaa,
2011 - . - URL: https://e.lanbook.com/ (nata obparienust 03.12.2021). - Pesxxum qocTyma: i aBTOPH3.
MIOJIB30BaTeNeN. - TEKCT : AIEKTPOHHBIN.

4.3. [IporpammHoe obecnevyeHue

NudopmannonHoe obecrieueHre ydeOHOro TMpolecca MO MEXKIUCHUTUTMHAPHOMY KYypCy
OCYIIECTBIISIETCSI C HMCIOJIB30BAaHUEM CIIEAYIOMIETO MPOTPAMMHOTO oOecredeHns (JIMIEH3UOHHOTO U
CBOOOHO PACIPOCTPAHSIEMOr0), B TOM YHCJIe OTEYECTBEHHOTO MPOU3BOJICTBRA’

Ne HaumeHoBaHue YcaoBus gocryna
n/n
1 | Microsoft Windows 13 BHYTPEHHEH CEeTH YHUBEpPCHTETa (JIMIIEH3UOHHBINA JOTOBOP)
2 Microsoft Office W3 BHYTPEHHEH CeTH YHHBEpCUTETA (JTMIICH3NOHHBIN JIOTOBOD)
3 | Koncynbrantlloroc U3 BHYTPEHHEH CETH YHUBEPCUTETA (JIMLIEH3MOHHBIN JIOTOBOP)
4 | C0O MOODLE 13 JTF000H TOYKH, B KOTOPOH MMEETCs TOCTYI K ceTn VHTepHeT
(JIMIIEH3MOHHBIN JJOTOBOP)



http://window.edu.ru/
http://uisrussia.msu.ru/
http://www.gks.ru/
http://elib.tolgas.ru/
http://www.garant.ru/
http://www.garant.ru/
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5. ONMCAHUE MATEPAAJIBHO-TEXHUYECKOM BA3bl, HEOBXOIUMOM 115
OCYHECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLHECCA I10 MK

CrnenuanbHple MOMEUICHUS TNPEACTABISIIOT COOOW y4eOHBbIE ayAMTOPUU [UIS TPOBEICHUS
3aHATUM BceX BHUJOB, IPEAYCMOTPEHHBIX 00pa30BaTeIbHON MPOrpaMMOi, B TOM YHUCIIE TPYIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJIbTALUH, TEKYHIETO KOHTPOJS M IPOMEKYTOYHOW aTTECTAallMd, a TaKxkKe
IOMEIIEHUsT JUIsl  CaMOCTOATENBbHOM  paloThl, MacTepckue U JabOpaTOPUM, OCHAIIEHHbIE
000OpyIOBaHUEM, TEXHHYECKMMHU CpPEACTBaMH OOY4YeHHs U MaTepHajaMy, YYUTHIBAIOIIUMHU
TpeOOBaHUS MEXKAYHAPOIHBIX CTAaHIAPTOB.

3aHATUSA JIEKIMOHHOIO THNA. YUYeOHble ayAUTOPUM JUIsl 3aHATUH JIEKLIMOHHOTO THIIA
YKOMIUIEKTOBAaHBI MEOENIbIO U TEXHUYECKUMHU CPEICTBAMH O0YUEHUS, CIYKAIUMH [T TPEICTaBICHHS
yueOHOIl nHpopMalK (CTallMOHAPHbIE UM NIEPEHOCHBIE HA0OPhl JEMOHCTPALMIOHHOI'O 000PYA0BaHUS
(IpoeKTop, 3KpaH, KOMITBIOTEP/HOYTOYK), Y4eOHO-HarjsiiHble MOocoOMs (Ipe3eHTAlMd IO TeMaM
JeKIMii), obecrneynBarole TeMaTUYeCKUe WILIIOCTPALMM, COOTBETCTBYIOLIME IAHHOH Hporpamme
MJIK.

JlaGopaTopHble padoTbl. (11 mpoBeneHus 1a0OpaTOpHBIX pabOT HCHONb3yeTcs y4yeOHas
aynutopusi  «Jlaboparopus  MHPOPMALMOHHBIX  TEXHOJIOTUH, HMH(DOPMATUKM U  METOJOB
nporpammupoBanus (I'-413)», ocHaménnas ciaenyronmM obopynoBanreM: Kommbiotep Akcyc Intel
G530\iH61\GeForceGT430\4096 Mb DDR3\500Gb\LCD 22" - 14 mr., Komnsiotep B cOope iP2.0
LCD - I wr., mpuatep HP 1200 - 1 mT., MOOMIBHBIN 3KpaH mpoeKnuoHHbIH Draper Luma - 1 mir.,
MoOubHbI mpoekTop Sanyo PLC, CereBoe oGopymoBanue D-Link DES-1024D, 24-nopToBbiii;
nokanbHas ceTb 100 M6 ¢ noctynom B MaTepuet 50 MO.

IIpome:xyToyHast arrecrauusa. (11 npoBeneHus NpoMeEKXyTodyHou arrecraumu no MJIK
UCIOJIb3YIOTCSl KOMIIBIOTEPHBIE KJIACChI, OCHAILIEHHbIE KOMIBIOTEPHOH TEXHUKOM C BO3MOXKHOCTBHIO
HNoJKJItoueHus: K cetu MHTepHeT M oOecreueHHeM J0CTyna B 3JIEKTPOHHYK HMH(OpPMalMOHHO-
00pa30BaTeNIbHYIO CPEy YHUBEPCUTETA W/WIIK ydeOHble ayJUTOPUH, YKOMILJIEKTOBaHHbIE MEOEIIbI0 U
TEXHUYECKUMU CPEICTBAMH 00ydEHUSI.

CamocrosiTeibHasi pabora. IlomemeHnuss Juisi CcaMOCTOATENBHOM pPabOThl  OCHAIECHBI
KOMITPIOTEPHON TEXHHUKOH C BO3MOXHOCTBIO TMOJKIIOYEHUS K ceTu «HTepHeT» W IoCTymnmoMm K
AJIEKTPOHHOM  MH(pOpPMAIMOHHO-00pa3oBaTeIbHOM  cpelne  yHHMBepcuTeTa. [l  opraHu3zanuu
CaMOCTOSITENIbHOM paboThl O0y4arOUIMXCA HMCHONb3YIOTCS: KOMIBIOTEPHBIE KJIacChl YHUBEPCHUTETA;
6ubnuoreka (Meauaszai), MMeEMONIAs MecTa s OOydYarolIMXCs, OCHAIIEHHBIE KOMIIBIOTEpPAMHU C
JIOCTYTIOM K 0a3aM JaHHBIX U ceTH VIHTepHeT.

JIeKTpPOHHasi HMH(OPMaNMOHHO-00pa3oBaTeqbHass cpeaa yHuBepcurera (QUOC).
Kaxnaplii oOywaromuiics B TEYEHHE BCEro Iepuoaa oO0ydeHHs oOecnedyeH WHIMBUIYaJbHbIM
HEOI'PaHMUYEHHBIM JOCTYIIOM K 3JIEKTPOHHOM MH(OpMAIIMOHHO-00pa30BaTeNbHON Cpejie YHUBEpCUTETa
(BUOC) http://sdo.tolgas.ru/ u3 m0O0KH TOYKH, B KOTOPOM HMeeTCs AOCTYN K HH(POPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOH ceTu «VHTepHeT», Kak Ha TeppUTOPUH YHUBEPCUTETA, TaK U BHE €€.
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6. OCOBEHHOCTH OPI'AHMU3ALINN OBYYEHUA  JIA JIMIQ C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMHU 31I0POBbs 1 UHBAJINIOB

IIpu HeoOxomumocTH pabodas mporpaMma MOKET OBITh aJanTUpOBaHa A OOecHeueHHs
00pa30BaTENbHOTO MPOLEcCa MHBAINUIOB U JIUL] ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/10pPOBbS, B TOM
yuciae Uil AUCTAaHIIMOHHOTO oOyueHus. s sToro Tpedyercs 3asBIEHUE CTyJEHTa (ero 3aKOHHOI'O
IIPEJICTABUTEIISA) U 3aKIIOYEHHE [ICUX0JI0r0-MeuKo-nenarornueckoit komuccuu (IIMIIK).

K npenmerHsiM pesynbraTtam ocBoeHuss MJIK 10MOMHUTENBHO OTHOCSTCA:

1) nns cnenbix, cIabOBUASIINX 00YYAIOIIUXCSL:

- ¢()OpMHUPOBAHHOCTH HABBIKOB IIMCbMa Ha OpailIeBCKOM e4aTHONW MallluHKE;

2) Ans TIyXUX, CI1a00CBIIIAIINX, TO3AHOOTJIOXIINX 00YyJatOIINXCs:

- c()OPMHPOBAHHOCTh U Pa3BUTHE OCHOBHBIX BHJOB PEYEBOH JEATENbHOCTH OOyYaromuxcs -
CILyXO3pUTEJIBHOTO BOCHPUATUS (C HCIOJB30BAaHUEM CIYXOBBIX annaparoB M (WiIM) KOXJIEApHBIX
UMILUIAHTOB), FOBOPEHUS, YTEHUS, IUChMa;

3) 1 00y4aromuXcs ¢ pacCTPOUCTBAMH ayTUCTUYECKOTO CIIEKTPA:

-OBJIaJICHUE OCHOBHBIMHM CTHJIMCTMYECKMMM pECcypcaMH JIEKCUKM U (pa3eosoruu s3blka,
OCHOBHBIMHM HOpPMaMH JIMTEPATYPHOTO SI3bIKAa, HOPMaMH PEUYEBOr0 3TUKETA; MPUOOPETEHUE ONIbITA MX
UCIIOJIb30BAaHUS B PEUEBON M aJbTEPHATUBHOW KOMMYHUKATUBHOW IMPAKTUKE MPH CO3JaHUU YCTHBIX,
IMCbMEHHBIX, AIbTEPHATUBHBIX BbICKA3bIBAaHUI; CTPEMJIEHUE K BO3MOKHOCTH BbIPAa3UTh COOCTBEHHbBIE
MBICJIM U UyBCTBa, 0003HAYUTh COOCTBEHHYIO MO3UIIMIO.

B cinyuyae HeoOXxoauMocCTH, 00yJaroIMMCs U3 YMCIIA JUL C OIPAaHUYEHHBIMU BO3MOKHOCTSIMHU
310poBbs (1O 3asBIeHHIO OOyyarolierocs) a JUisi HHBAIKWIOB TakKKe€ B COOTBETCTBUU C
WH/IMBUIYaJIbHOW MTPOrpaMMOil peaObuiInTalui HHBAIHIA, MOTYT MPEAIaraThCsl CIeIYIOIUE BapUAHTHI
BOCIIPHUATHS yueOHOM MH(OPMAIMK ¢ yU€TOM UX MHAMBHUIYATbHBIX CUXO(PU3MUECKUX OCOOCHHOCTEH,
B TOM YHCJIE€ C IPUMEHEHUEM 3JIEKTPOHHOI0 O0YUYEHUS U JUCTAHIIMOHHBIX TEXHOJIOTUI:

- JUId JIML C HapyLIEeHWsIMM 3pEHMs: B NeYaTHOM (GopMe yBelIMuYeHHbIM WpudToM; B (dopme
AIIEKTPOHHOTO JIOKYMEHTa; B (hopMme ayauodaiina (mepeBoa ya4eOHbIX MaTepHajoB B ayauodopmar); B
neyaTHoOM Qopme Ha sA3blke bpaing; HWHIMBUAYalbHbIE KOHCYJIBTALlMM C  IPHUBJICYEHUEM
TU(DIOCYpOTIEPEBOIUNKA; UHANBUAYAIbHbIE 331aHNUS U KOHCYJIbTAIUH.

- JJI JUI] C HapyLIEHUsIMM Cllyxa: B Me4yaTHOl ¢opme; B ¢opMe 3IIEKTPOHHOTO JOKYMEHTAa;
BUJEOMaTepHanbl €  CyOTHTpaMHu;  HMHAWBHUIYyaJbHbIE  KOHCYJIbTallMM C  MPUBJICYEHHUEM
CYpJIOTIepEBOUNKA; UHANBUYAIbHBIE 3aJJaHNUS U KOHCYJIbTALIUH.

- JUId JIMIl C HapyUIEHUSIMH ONOPHO-JBUTAaTEIbHOrO ammapara: B IeyaTHoH ¢opme; B (popme
3IIEKTPOHHOI'0 IOKYMEHTa; B (popme ayaunodaiina; MHIUBUAYATIbHBIE 3a1aHUS U KOHCYJIbTAIMH.
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7. OHEHOYHBIE MATEPHUAJIbI (®OHJ OIEHOYHBIX CPEACTB) JIJs
TEKYIIET'O KOHTPOJISI YCIIEBAEMOCTH U TIPOMEXYTOUYHOM ATTECTAIIAM

7.1. TunoBble KOHTPOJIbHbIE 32IAaHUSI UJIH MHbIE MATEPHUAJIbI, HE00X0AMMBbIE /1JIs1 OLEHKH
3HAHUI, YMEHHM i, HABBIKOB M (WJIH) ONBITA B X0/l€ TEKYLIEr0 KOHTPOJIS yCIIeBA€MOCTH

7.1.1. TunoBble 3aJaHus ISl JJA00PATOPHBIX PadoT

JlabopaTopnasi padora Ne 1. Onenka ycTOWYMBOCTH CHCTeM AayTeHTHQUKALUH H
H(PpoBaHUs AAHHBIX B 0a3ze AaHHbIX. llenb: M3y4uTh METOABI OLEHKU YCTOMYMBOCTU CHCTEM
naposieid 1 MpUMEHSEMbIX aJIFOPUTMOB IHU(POBaHUS B KOHTEKCTE 3aIIMTHI JAaHHBIX B 0a3e JaHHBIX.
3ajaHue: NpPOBECTM TECTUPOBAHME CTOMKOCTH Mapojieil, NPUMEHUTh pa3IUYHbIE AJITOPUTMBbI
mu@poBaHus s 3alIUTHl TAaHHBIX B 0a3e JaHHBIX U OLIEHUTh uX dpdexTruBHOCTh. PaccMaTpuBaeMbie
BOMPOCKHI: yrpo3bl 0Oe30macHOCTH B 0a3ax JaHHBIX, METOJbI 3aIIUTHl IApOJeH, aIrOPUTMBI
muGpoBaHUSL.

JlabopaTopnasi paGora Ne 2. HM3yyeHue MeTOAOB 3alMTHI JAHHBIX B 0a3e JaHHBIX C
HCIOJIb30BAHMEM HH(POBANBHBIX TeXHUK. Llenb: U3yduTh muQpbl 3aMEHbl U MEPEeCTAaHOBKU Kak
cpenacTBa 3amuThl HHGOpMaIMK B 0a3e JaHHBIX. 3a/IaHKUE: UCCIIEI0BATh METOIbI IU(POBAHUS TaHHBIX
B 0a3e MNaHHBIX C HCIOJb30BAaHUEM pa3NUYHbIX BHJIOB ImKdpoB. PaccMmaTpuBaemble BOMPOCHL:
OPUHIUIBL paboThl ¢ mmdpamMu 3aMeHbl M MEPECTAHOBKU, MX NMPUMEHEHHWE Ul 3alIMThl JAHHBIX B
0a3ax JaHHBIX, YI3BUMOCTH M CIIOCOOBI yCHIIEHUS 0€30M1aCHOCTH.

JlabopaTopHnasi pabora Ne 3. IIpumMeHeHHMe annmapaTHbIX U NMPOrPAMMHBIX CPeICTB JUIA
3al0MThl JaHHBIX B 0a3e JaHHBIX. [lenb: O3HAKOMUTHCA C ammapaTHBIMH W MPOTPAMMHBIMU
CpeICTBaMu 3allUThl UHPOpPMALUK, MPUMEHSIEMBIMH U1 oOecredeHus Oe3omacHOCTH 0a3 JaHHBIX.
3amaHue: HACTPOUTh CHCTEMbI 3allMThl JAaHHBIX B 0a3e JaHHBIX C HCIOJB30BAHHEM CPEJIICTB
AQHTUBUPYCHOM 3allIUTHI U CPEJICTB KOHTPOJIS 1ocTyna. PaccMarpuBaeMble BOIIPOCHL: POJIb alllapaTHbIX
U TPOrpaMMHBIX pelIeHW B 3ammre 0a3 JaHHBIX, OCOOCHHOCTH peaju3allud 3alluThl B
pacupenenéHHbIX CUCTEMAX.

JlaGopaTopHasi paGora Ne 4. OneHka U HACTpoiika 0e30MacCHOCTH O0MeHAa JAHHBIMH C
HCcnoJib30BaHueM ceptudukaroB. llenb: u3yunTh MeTOABl OpraHu3anuu Oe3omacHOro oOMeHa
JTAHHBIMU C UCIOJIB30BAHUEM CEPTU(PUKATOB O€30aCHOCTHU Ul 3alUTHI Tpaduka. 3aaHue: IpOBECTU
HACTpPOWKy Oe3omacHOro oOMeHa TpauKoM B paMKax HPOTOKOJIOB, TPEOYIOIIUX HCIOIb30BAHMS
cepruduxaToB s mubpoBaHus U ayTeHTHUKaUU. PaccmMarpuBaeMble BOMPOCHI: HCIOJIB30BaHUE
SSL/TLS ceprtuduxatoB ausg  3amuThl  Tpapuka, MNPUHIOUOBI W MEXaHU3Mbl  pabOThI
CepTU(PHUKALMOHHBIX CUCTEM, 3alllUTa JaHHBIX B Mpoliecce 0OMeHa.

JlabopaTtopnass pabdora Ne 5. IlpoBepka wuesocTHocTH (ailjioB € MOMOIIBIO
cepTHGUKANMOHHBIX M KPUNTOrpaguyecKMX MHCTPYMEHTOB. Llenb: M3yduTh METO/AbI MPOBEPKU
LEJIOCTHOCTU (DaliJIoB M MCIOJIb30BaHHE CEPTU(HUKALMOHHBIX MEXaHHW3MOB JUISl TOATBEPKIACHUS HX
NOJ/UIMHHOCTH. 3aJaHue: MPOBECTH NMPOBEPKY LEIOCTHOCTH (DailIoB ¢ MPUMEHEHHEM XEUIMpPOBAHUS,
nu(pOBBIX MOANMCEH M APYrux KpuUOTorpaduyeckux cpeicTtB ceptuduxanuu. PaccmarpuBaembie
BOINPOCHL: IU(PPOBBIE MOAMMCH, XEUI-(PYHKIMH, MPOLECCH CEPTUPHUKAIMU JTAaHHBIX, UCIOIb30BAHUE
cepTu(UKaTOB IS MPOBEPKU LIETOCTHOCTH.

JlabopaTopHasi padora Ne 6. 3ammrTa OecnpOBOAHBIX COEJIMHEHUI € HCIOJb30BAHMEM
ceprupuxaTroB Oe3omacHocTu. llenb: W3yuynTh METOABI 3aIIUTHI OECTIPOBOAHBIX CETEH C
UCTOJIb30BaHUEM cepTU(UKATOB ans ayTeHTH(uKauuu U mudpoBaHus. 3agaHue: HACTPOUTh
6e3omacHoe coenunenue Wi-Fi ¢ ucnonb3oBanreM cepTuukaToB 0€30MaCHOCTH, a TAK)Ke MPOBEPUTH
3alIUIIEHHOCTh CETH OT aTak. PaccmarpuBaeMble BOIPOCHI: HCMOJIb30BAHUE CEPTU(PUKATOB s
ayTeHTU(UKAIlUY Ha YpOBHE CETH, MPOTOKOJBI OezomacHocTu OecrpoBoiHbIX cereid, SSL/TLS nns
3amuthl Wi-Fi.
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7.2. TunoBble KOHTPOJIbHBIE 3alaHUS WJIM HHbIE MaTepHaJibl, HEOOXOMMBbIe UIS1 OLICHKH
3HAHUI, YMEHNi, HABBIKOB M (MJIH) ONBITA B X0/1¢ IPOMEKYTOYHOM aTTeCTaluu

@opMa MNpoBEACHUS IPOMEKYTOYHOM aTTECTALMM 110 MEXIUCUUIUIMHADHOMY KYpCy:
KOHTpOJIbHAsE paboTa (IO pe3yibTaTaM HAKONUTEIbHOIO PEHTHHIa WM B (OpME KOMIBIOTEPHOIO
TECTUPOBAHUS).

B xome mnpoBeneHHs NPOMEKYTOYHOM AaTTECTALMM OCYILECTBIISIETCS KOHTPOJb M OLEHKa
pe3yIbTaTOB OCBOEHUS NMPO(ECCHOHAIBHBIX KOMIIETCHIIUN M UX YacTel.

Bonpocsl 1Jist IOATOTOBKH K MPOMEKYTOUHOI aTTecTannu (KOHTPOJIbHast padoTa)

KonTponbHas pabota nmpoBOIuTCS IJs 3aKpEIUICHUs MOJYyYEHHBIX 3HAHUI M HalpaBlieHa Ha
pacuiMperne, yriryOJieHWe W CHUCTEMATH3aIMI0 3HAHWH, MoilydeHHbIX mpu u3ydeHuun MJIK.07.02
«Ceptudukamus WHPOPMAMOHHBIX CHUCTeM» oOydarommmucss mo cnenuansHoct  09.02.07
WNHdopMannoHHbIE CUCTEMBI U IPOTPAMMHUPOBAHHE I IPOMEKYTOUHON aTTECTAIHUH.

Copep:xaHue KOHTPOJIBHOM pabOThI COOTBETCTBYET TpeOOBaHUSIM padoyeil mporpammbl
MEXIMCHUIUIMHAPHOTO Kypca U TpeboBaHusAM, u3noxeHHbM B @I'OC CIIO no cnennasbHOCTH.

Llenb KOHTPONBHONH pabOThI COCTOMT B YCTAaHOBJIEHUU YPOBHS TOATOTOBKH CTyJIEHTa K
BBITTOJIHEHUIO TPOPECCHOHATBHBIX 33/1a4 M COOTBETCTBHS €ro noarotoBku tpedosanusm ®I'OC CIIO
no cneranbHocT 09.02.07 MubopmanmoHHbIe CHCTEMBI M TIPOTrPAMMHUPOBAHHE.

KonrponsHast paboTa COCTOMT W3 OTBETOB HA BOMPOCHI OTKPHITOIO THIIA IO TEeMam
MEXIUCIUIUTMHAPHOTO Kypca. BpeMs Ha npoBezeHre KOHTPOIbHOU paboThl — 40 MUHYT.

IIK 7.3 ®opmupoBath Tpe0oBaHUS K KOH(PUTYypalluH JIOKAJIBHBIX KOMIILIOTEPHBIX ceTei
U CePBEPHOro 000pyA0BaHHs, He00X0AMMBbIe ISl pad0ThI 0a3 JaHHBIX U CEpBEePOB

1. TpeboBanust K KOH(UTYpAIlMK CEPBEPHOTO OOOPYAOBAaHHUS NPU IMPOSKTUPOBAHHUU
CUCTEMBI JJ1s1 paboThl ¢ 6a3aMu JJaHHBIX

2. Mepsl 6e30macHOCTH IPU KOH(OUTYPUPOBAHUU CETEBOM MH(PPACTPYKTYPHI JIJIS 3AIIUTHI
JTAaHHBIX B 0a3ax JTaHHBIX

3. Ponp mmdpoBannsa gaHHbIX B 0a3e JaHHBIX JAJS 3aIIMTHl OT HECAHKIIMOHMPOBAHHOTO
JIOCTyMa U yTedeK UH(OpMaIiu

4. AyTteHTU(UKaAIMSA ¥ aBTOpU3aLus g obecriedyeHus: 0€30MacHOCTH JOCTyna K 0a3am
JTaHHBIX B JIOKAJIbHOM CETH

S, BnusHue konpurypauuu cetu Ha 3QPEKTUBHOCTh CHCTEMBI PE3EPBHOIO KOIMUPOBAHUS
JTAaHHBIX B 0a3ax JTaHHBIX

6. MexaHu3Mbl KOHTPOJS IIEJIOCTHOCTH JAaHHBIX IpU pabore ¢ 0azaMu JaHHBIX B
JIOKaJIbHOM CETH

1. [TpuHumnel obecrnieyeHUs] JOCTYIHOCTH M OTKa30yCTOMYMBOCTM 0a3 JaHHBIX Ha
CepBEPHOM 000pyI0BaHUU

8. TpeboBanusi K KOH(PUACHIMAIBHOCTH JaHHBIX B 0a3e MaHHBIX TIPH HACTPOMKE
CEpBEPHOT0 000PYAOBAHUS U CETH

9. OnTumuzanuss  mapaMeTpoB  KOH(QUIypalliM  CEepBEpOB s IOBBILICHUS
MPOU3BOIUTENFHOCTH 0a3 JaHHBIX TP FApaHTUPOBAHHON 0€30MacHOCTH

10.  Tumer atak Ha 0a3y JaHHBIX, KOTOPBIE MOTYT OBITH MPEIOTBPAIIEHBI Yepe3 MPaBUIBHO
HACTPOEHHYIO CEPBEPHYIO U CETEBYIO HHPPACTPYKTYPY

11. WNHTerpamusi cucteM MOHUTOPHHTa M ayJuTa B CEPBEPHYIO HHPPACTPYKTYPY LIS
OTCJICKUBAHMS U 3aIIUTHI JAHHBIX B 0a3e JaHHBIX

12.  TlpuHUMIBI peannu3anyy 3alIAThl 0a3bl JAaHHBIX HA YPOBHE ONEPAIlMOHHON CHCTEMBI U
CepBEPHOT0 000PYAOBAHUS

13. Drambl  cepruduranuu  WHOOPMAIMOHHBIX  CHUCTEM ISl TIOATBEPXKICHHS WX

0€30MacHOCTH U COOTBETCTBUS TPEOOBAHUSM 3AIIUTHI JAHHBIX
14. Ucnons3zoBanne  ceptudukaroB  (Hampumep, SSL/TLS) ama  obecnedenus
3aIUIIEHHOCTH MEPEAaBaCMbIX JAaHHBIX MEXKY CepBepaMu 0a3 JaHHBIX U KIUCHTAMHU
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15.  Ilpomecc ceprudukammu CepBEepHOTO O0OOPYIOBAHMS JJII COOTBETCTBUS CTaHIApTaM
6e301acHOCTH HH(POPMALIMOHHBIX CHCTEM

16.  TpebGoBanmsi Kk Oe30mMacHOCTH TpU CepTUDHUKANUUA CHCTEM, 00padaTHIBAIOIINX
qyBCTBHUTEJbHBIE JaHHBIE (HAIIpUMep, IepCOHAbHbIC TaHHbIC MU (PMHAHCOBask MHPOpPMALUs)

17.  Tlpouecc noamucanusi ¥ MPOBEPKU KOJ/Ia PH cepTUDUKAIIIHE HHPOPMAIIMOHHBIX CUCTEM
" €0 3HAYUMOCTD AJId 3alllUThI 633 JAaHHBIX

18.  Acmektbl cepTU(UKAIUK TPH BHEIPEHUH HOBBIX TEXHOJIOTUH WM CEPBEPHOTO

obopymoBanus A pabOTHI ¢ 6a3aMu JTaHHBIX

IIK 7.5 IIpoBoauTth ayauT cucTteM 0€30MaCHOCTH 0a3 JaHHBIX U CEPBEPOB €
HCNOJb30BAHNEM PerJIiaMeHTOB MO0 3a1mmTe nHGoOpMaIUn

19.  Dransl npoBeneHus ayauTa 6€30MACHOCTH 0a3 TaHHBIX U CEPBEPHBIX CHCTEM

20. VY4eT persiaMeHTOB IPH ayJIuTe CUCTEM 0e30MmacHOCTH 0a3 JaHHBIX IS 0OCCIICUCHHS
3alUThl UH(OPMAIHH

21.  Ounenka 3¢ ¢heKTUBHOCTH MEXaHHW3Ma KOHTPOIA JocTyrna B 0a3e JaHHBIX B paMKax
aynuta 0e30MacHOCTH

22.  Meroapl MPOBEPKH IIENIOCTHOCTH JaHHBIX B Ipoliecce ayauta OezomacHocTH 0a3
JAHHBIX

23. Pounp mmmdpoBanus JaHHBIX B 0a3e JaHHBIX MPH ayIuTe O€30MacCHOCTH

24.  Mepsl NPEAOCTOPOKHOCTH JUISl  MPEAOTBPAIICHUS yTEYCK KOHQMUIACHIIMATBLHOM
uH(pOopMaluu Ipu ayauTe 0a3 TaHHBIX

25.  PernmameHTHBIE TpOLEAYpbl TpU ayAuTe OE30MACHOCTH CEPBEPHBIX  CHCTEM,
paboTarmumx ¢ 6azaMu JaHHBIX

26.  OneHka COOTBETCTBHS CHUCTEMBI PE3EPBHOTO KOMMPOBAHUS U BOCCTAHOBIICHUS JaHHBIX
MOJIMTUKAaM O€30MaCHOCTH MIPH ayAUTe

27.  VHCTpyMEHTHI MOHUTOPHHTA aKTUBHOCTH TIOJIh30BATENICH B 0a3e MaHHBIX W BBISIBICHUS
aHOMaJUi B paMKax ayauTa 0e30MmacHOCTH

28.  ITlpuHIUIIBI POBEPKH COOTBETCTBUS CUCTEMBI OE30IACHOCTH CEPBEPOB 0a3 JIaHHBIX
BHEIITHUM CTaHJapTaM cepTU(UKAINH

29.  TlpoBepka MeTOJ0OB ayTeHTU(UKAINN ¥ aBTOPU3AIMH TIPH MMPOBEICHUHN ayJIUTa CUCTEM
0e30MmacHOCTH 0a3bl TaHHBIX

30.  IIpomepka coOdrOf€HUSI TOJUTUKHA OE30MACHOCTH MPH TOAKIIOYCHHN YIAIEHHBIX
MOJIb30BaTeNeH UM MPUIIOKEHHUH K 0a3e JaHHBIX

31.  Aynut ucnonb3oBaHUs cepTU(UKATOB OE30MACHOCTH ISl 3AIUTHI TaHHBIX B IPOIIECCEe
nepesayd MeXay CEpBEpOM U KIIMEHTOM

32.  PernameHTHbBIE JCHCTBHS JJIS MPOBEPKH HAIWYHS YSI3BUMOCTEH B 0a3e JaHHBIX TpU
MPOBEJICHUH ayuTa O€30MaCHOCTH

33.  larum mist mpoBepKH peam3aiui 0e30MacHON HACTPOHKH CEPBEPHOTO 00OPYIOBAHHS
npu aynute 6a3 TaHHBIX

34. OneHka HaJIeKHOCTH MeXaHu3Ma 3aluThl 0T SQL-MHBEKINNA U JPYTUX aTak Ha cepBep
0a3 TaHHBIX B MPOLIECCE AyAUTA

35.  TlpoBepka COOTBETCTBHS CHUCTEMBI 3alllUTHl JAHHBIX B 0a3e JAHHBIX TPEOOBAHUSIM
3aKOHOJATENHCTBA M MEKIYHAPOIHBIX CTAHIAPTOB 0€30MaCHOCTH

36.  OmeHka pUCKOB, CBS3aHHBIX C 0€30MacCHOCTHIO 0a3bl JAHHBIX U CEPBEPOB, C yUETOM

TCKYIIUX CCpTI/I(I)I/IKaL[I/IOHHBIX CTaHdapTOB



